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ZMLUVA O POSKYTNUTi PROSTRIEDKOV MECHANIZMU NA PODPORU OBNOVY A ODOLNOSTI

uzavreta podfa ustanovenia § 269 ods. 2 zakona ¢. 513/1991 Zb. Obchodny zakonnik v zneni neskorsich predpisov
a podla ustanovenia § 14 zakona €. 368/2021 Z. z. 0 mechanizme na podporu obnovy a odolnosti a 0 zmene
a doplneni niektorych zakonov v zneni neskorsich predpisov

medzi
Nazov: Ministerstvo investicii, regionalneho rozvoja a informatizacie Slovenskej republiky
Sidlo: Pribinova 4195/25, 811 09 Bratislava — mestska cast’ Staré Mesto
Statutarny organ: MUDr. Richard Rasi, PhD., MPH, minister investicii, regionalneho rozvoja a informatizacie
Slovenskej republiky
Konajuca osoba: Ing. Lukas Zendulka, PhD., do¢asne prelozeny na vykon funkcie generalneho riaditela

sekcie implementacie projektov informatizacie, konajlci na zaklade Plnomocenstva Cislo
zaznamu 068571/2024 zo dfia 02.09.2024

ICO: 50349287

DIC: 2120287004

IC DPH: nie je platitefom DPH

Kontaktné Udaje za Vykonavatela K-17 POO:

Teleféonne Eislo: 02/2092 8190

E-mail: plan.obnovy@mirri.gov.sk

Identifikacia banky Vykonavatela: Statna pokladnica

Cislo Ggtu v tvare IBAN: SK52 8180 0000 0070 0055 7142 (Vydavkovy Ucet)
SKO05 8180 0000 0070 0069 3400 (Prijmovy Ucet)

(dalej aj ako ,Vykonavatel™)

a
Nazov: VNET, a.s.

Sidlo: Cernyéevského 48, 851 01 Bratislava — mestska Gast Petrzalka
Pravna forma: akciova spolo¢nost

ICO: 35845007

DIC: 2020226285

IC DPH: SK2020226285

Statutarny organ: Magr. Vladimir Kup€o, predseda predstavenstva

Ing. Vojtech Németh, ¢len predstavenstva
Zapisany : Obchodny register vedeny Mestskym sudom Bratislava Ill, Oddiel: Sa, vlozka ¢.: 3916/B

Kontaktné Udaje za Prijimatela:
Telefonne Cislo : +421 2 2129 0291
E-mail : vnet@vnet.eu

Né&zov banky Prijimatefla: UniCredit Bank Czech Republic and Slovakia, a.s., pobocka zahrani¢nej banky
Nazov U¢tu Prijimatela: BEZNY UCET -EUR .

Cislo G&tu vo formate IBAN: SK16 1111 0000 0010 0022 9002

(dalej len ,Prijimatel™)
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(Vykonavatel a Prijimatel’ sa pre ucely tejto Zmluvy o poskytnuti prostriedkov mechanizmu na podporu obnovy a
odolnosti oznacuju dalej spolocne ako ,zmluvné strany“ a kazdy z nich jednotlivo aj ako ,zmluvna strana“.)

1.1.

1.2.

1.3.

21.

2.2.

2.3.

24.

Clanok 1. UVODNE USTANOVENIA

Neoddelitelnu sucast tejto Zmluvy o poskytnuti prostriedkov mechanizmu na podporu obnovy a odolnosti tvori
Priloha €. 1 - VSeobecné zmluvné podmienky (dalej len ,VZP*), v ktorych sa v nadvaznosti na ustanovenie
§ 273 Obchodného zakonnika blizSie upravuju prava, povinnosti a postavenie zmluvnych stran vratane
postupov pri poskytovani a pouZivani Prostriedkov mechanizmu, Priloha €. 2 - Opis Projektu, Priloha €.3 -
Protikorupéna dolozka a Priloha ¢. 4 - Zmluva uzavreta medzi Prijimatelom a Eurépskou komisiou. Tato
Zmluva o poskytnuti prostriedkov mechanizmu na podporu obnovy a odolnosti vratane vetkych priloh v zneni
neskorsich zmien a doplneni sa v texte oznaduje aj ako ,Zmluva®.

Pojmy pouzité v tejto Zmluve su definované vo VZP, v Pravnom ramci a/alebo v Zavaznej dokumentacii.
Zmluvu je potrebné vykladat so zretefom avnadvéznosti na Pravny ramec, Vyzvu a Zavaznu
dokumentaciu. Ak je pojem v tejto Zmluve definovany odliSne ako v Pravnom ramci, a/alebo v Zavaznej
dokumentacii, na (cely tejto Zmluvy sa bude vykladat podfa definicie uvedenej v tejto Zmluve.

Ak z kontextu nevyplyva iny zamer, kazdy odkaz v Zmluve na akykolvek dokument znamena prislusny
dokument v zneni jeho dodatkov a inych zmien a kaZdy odkaz na ktorykolvek pravny predpis znamena prislusny
pravny predpis v Uéinnom zneni. V pripade Uplného zrudenia a nahradenia dokumentov a/alebo prévnych
predpisov novymi dokumentmi a/alebo novymi pravnymi predpismi sa odkaz v Zmluve spravuje ustanovenim
novych dokumentov a/alebo pravnych predpisov, ktoré su svojim obsahom a podstatou najblizie k zruSenym
alalebo nahradzanym dokumentom a/alebo pravnym predpisom.

Clanok 2. PREDMET A UCGEL ZMLUVY

Zmluvné strany uzatvaraju tuto Zmluvu za ucelom realizicie Investicie 4: Podpora projektov zameranych na
vyvoj a aplikaciu Spickovych digitalnych technolégii v ramci Planu obnovy a odolnosti Slovenskej republiky
(dalej len ,,Plan obnovy) prostrednictvom Projektu Specifikovaného vods. 2.3 tohto Clanku Zmluvy
o poskytnuti prostriedkov mechanizmu, priom podmienky Realizacie Projektu si okrem Zmluvy a
Pravneho ramca upravené aj v Zavaznej dokumentacii.

Zmluvné strany uzatvéraju tito Zmluvu na zaklade Vykonavatelom Kladne posudenej Ziadosti o
prostriedky mechanizmu, ktora spinila podmienky poskytnutia Prostriedkov mechanizmu, registrovanej pod
Cislom 17104-04-\02-00010, predloZenej v ramci Vyzvy Vykonavatela ,Vyzva na predkladanie Ziadosti
0 poskytnutie prostriedkov mechanizmu na podporu zapajania slovenskych predkladatelov v ramci priamo
riadenych programov Eurdpskej Unie CEF Telecom, CEF 2 Digital a DIGITAL v rezime Statnej pomoci
/minimalnej pomoci €. 17104-04-V02“ zo diia 10.04.2024 podia zdkona 0 mechanizme.

Predmetom tejto Zmluvy je Uprava prav a povinnosti zmluvnych stran, ako aj vymedzenie zmluvnych
podmienok pre poskytnutie a pouzitie Prostriedkov mechanizmu na realizaciu Projektu, ktory je predmetom
Vlykonavatelom Kladne posudenej ziadosti o prostriedky mechanizmu:

Nazov Projektu (v slovenskom jazyku):  VTTP - Platforma na detekciu a identifikaciu hrozieb

Kéd projektu: 17104-04-V02-00010

Nazov investicie/reformy: Investicia 4: Podpora projektov zameranych na vyvoj a aplikaciu
$pickovych digitalnych technologii.

Nazov komponentu: Komponent 17: DIGITALNE SLOVENSKO (STAT V MOBILE,

KYBERNETICKA BEZPECNOST, RYCHLY INTERNET PRE
KAZDEHO, DIGITALNA EKONOMIKA) (dalej ako ,Projekt)
Zavézny Opis Projektu tvori Prilohu €. 2 tejto Zmluvy.
Z4akladny Projekt bol schvaleny v ramci programu Digital EUROPE pod €. 101128069 - VTPP a Prijimatel ziskal
finangné prostriedky Europskej komisie (dalej ako ,EK*) na krytie 75 % Celkovych opravnenych vydavkov. Cast
Celkovych opravnenych vydavkov, t. j. 25 % bude financovana z Prostriedkov mechanizmu. Projekt sa realizuje
bez spoluprace Partnerov.

Strana2z 10



2.5.

2.6.

2.7.

2.8.

2.9.

3.1

3.2.

3.3.

CEZ MIRRI SR: 2072/2024

Financované , r - E M\NISTE:\STVO 4
Eurdépskou tniou PLAN LOBNOVYJ W?SEJETESL?%%’“N‘“O RORVOIA

) SLOVENSKE] REPUBLIKY
NextGenerationEU J

Vykonavatel sa zavazuje, Ze na zaklade tejto Zmluvy poskytne Prostriedky mechanizmu podla €l. 3 ods.
3.1 tejto Zmluvy Prijimatelovi za UCelom financovania Projektu, a to v sUlade s ustanoveniami Zmluvy,
Zavaznou dokumentaciou a Pravnym ramcom.

Prijimatel sa zavazuje prijat poskytnuté Prostriedky mechanizmu podra €l. 3 ods. 3.1 tejto Zmluvy, pouZit
ich v stlade s podmienkami stanovenymi v Zmluve, Pravnom ramci a Zavaznej dokumentacii a zabezpecit
Realizaciu Projektu podla tejto Zmluvy Riadne a Véas tak, aby bol dosiahnuty Cief Projektu a udrzany po¢as
Doby udrzatelnosti Projektu.

Podmienky poskytnutia Prostriedkov mechanizmu uvedené vo Vyzve a vyplyvajuce z Pravneho ramca
musia byt splnené aj poCas platnosti a U¢innosti Zmluvy, ak z Vyzvy, Zavaznej dokumentacie alalebo
charakteru podmienky poskytnutia Prostriedkov mechanizmu nevyplyva nie€o iné. PreruSenie pinenia
alebo porusenie dodrZzania podmienok poskytnutia Prostriedkov mechanizmu podfa prvej vety tohto odseku
tohto ¢lanku Zmluvy sa povazuje za podstatné porusenie Zmluvy podfa ¢lanku 11 VZP, ak z Pravneho ramca
alalebo zo Zavaznej dokumentacie nevyplyva vo vztahu k jednotlivym podmienkam poskytnutia
Prostriedkov mechanizmu iny postup.

V slvislosti s preukazanim plnenia Ciela Projektu je Prijimatel povinny zabezpecit, aby boli osobné udaje
spraclvané v stlade so vSeobecne zavaznymi pravnymi predpismi; uvedené plati bez ohfadu na to, ¢i ide o
osobné Udaje ziskané od dotknutej osoby alebo o Udaje ziskané z informaéného systému tretej osoby. Na ucely
Zmluvy je dotknutou osobou - fyzicka osoba v zmysle €l. 4 ods. 1 vSeobecného nariadenia o ochrane osobnych
Udajov.

Vykonavatel sa zavazuje vyuzivat dokumenty suvisiace s Kladne posudenou ziadost'ou o prostriedky
mechanizmu ako aj Projektom vylu¢ne osobami na to opravnenymi podfa Pravneho ramca a Zavaznej
dokumentacie zapojenymi najma do procesu registracie, posudzovania, riadenia, auditu, monitorovania
a kontroly Kladne posudenej ziadosti o prostriedky mechanizmu a/alebo Projektu aich zmluvnymi
partnermi, ktori sU viazani zavazkom ml¢anlivosti, ¢im nie sU dotknuté osobitné predpisy tykajuce sa
poskytovania informacii povinnymi osobami. Prijimatel zaroven berie na vedomie a sUhlasi so zverejnenim
informécii, vratane osobnych udajov, o Prijimatelovi a Projekte v nevyhnutnom rozsahu na ucely zoznamu
prijimatelov, ktory zverejfiuje a aktualizuje Vykonavatel na svojom webovom sidle v sulade s ustanovenim
§ 16 0ds.8 zdkona o0 mechanizme.

Clanok 3. VYDAVKY A FINANCOVANIE PROJEKTU

V rozsahu, spdsobom a za podmienok stanovenych v tejto Zmluve, Pravnom ramci a Zavaznej dokumentacii
Vykonavatel poskytne Prijimatelovi Prostriedky mechanizmu maximalne do vysky 389 747,50 EUR
(slovom tristoosemdesiatdevattisic sedemstoStyridsatsedem eur a patdesiat centov) o predstavuje 25 %
(slovom: dvadsatpat percent) z Celkovych opravnenych vydavkov. Celkové opravnené vydavky na
Realizaciu Projektu predstavuji sumu 1 558 990,00 EUR (slovom: jeden milién patstopatdesiatosemtisic
devéatstodevatdesiat eur).

Prijimatef vyhlasuje, ze:

a) ma zabezpecené zdroje financovania Projektu vo vySke sumy 1 169 242,50 EUR (slovom: jeden milion
stoSestdesiatdevattisic dvestoStyridsatdva eur a péatdesiat centov), Co predstavuie 75 %
(slovom: sedemdesiatpat percent) z Celkovych opravnenych vydavkov, na zaklade podpisanej Zmluvy
s EK, ktora tvori prilohu €. 4 tejto Zmluvy (dalej ako ,grantova zmluva®);

b) v pripade vzniku vydavkov v suvislosti s Realizaciou Projektu, ktoré nie su Celkovymi opravnenymi
vydavkami a budi nevyhnutné na dosiahnutie Ciefa Projektu a na jeho udrzanie poCas Doby
udrzatelnosti Projektu, zabezpeci zdroje financovania na uhradu vetkych takychto vydavkov, ktoré
nebudu refundované.

Zmluvné strany sa dohodli, Ze financovanie Projektu Vykonavatelom z Prostriedkov mechanizmu sa bude
3.10 tohto Clanku Zmluvy a v Zavaznej dokumentacii v zavislosti na konkrétnych podmienkach v ramci grantovej
zmluvy uzavretej medzi Ziadatelom a EK.
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Konec¢néa vySka sumy Prostriedkov mechanizmu poskytnutych na Realizaciu Projektu sa uréi na zaklade
Schvalenych opravnenych vydavkov, pricom maximalna vyska Prostriedkov mechanizmu podfa ods. 3.1
tohto ¢lanku Zmluvy o poskytnuti prostriedkov mechanizmu poskytovana Prijimatelovi Vykonavatelom
nesmie byt prekroCena. Prijimatel' si¢asne berie na vedomie, Ze celkova vySka poskytnutych Prostriedkov
mechanizmu, ktord bude skuto€ne uhradenad Prijimatefovi, zavisi od celkovej Ciastky, ktorlG poskytne
Prijimatelovi EK, aby bol zachovany pomer financovania 3:1 (3 eura z prostriedkov EK a 1 euro z Prostriedkov
mechanizmu), a zaroven zavisi od vysledkov Prijimatefom vykonaného obstaravania sluzieb, tovarov
a stavebnych prac, od postdenia vySky jednotlivych vydavkov s ohfadom na pravidld posudzovania
hospodarnosti, efektivnosti, i¢elnosti a ucinnosti vydavkov, ako aj od splnenia ostatnych podmienok uvedenych
v Zmluve, vratane podmienok opravnenosti vydavkov podfa &lanku 4 VZP a v Zavaznej dokumentacii, najma
avsak nie vyluéne, v stlade s Prilohou €. 4 Zmluvy.

Obdobie opravnenosti vydavkov zacina plynat diiom 01.09.2023 a konci najneskoér 30.06.2026" (dalej len
»,Obdobie opravnenosti vydavkov*).

Prijimatel’ sa zavazuje, ze pri Realizacii Projektu ned6jde ku Dvojitému financovaniu podla ¢lanku 1 VZP.
Prijimatel sa zavazuije, Ze neprijme a nebude pozadovat dotéciu, prispevok, grant alebo ini formu podpory na
Realizaciu Projektu, na ktory su poskytované Prostriedky mechanizmu, ktord by predstavovala Dvojité
financovanie z inych zdrojov z rozpoétu EU (dalej len ,,EU*), z inych nastrojov finanénej podpory poskytnutej
Slovenskej republike (dalej len ,,SR*) zo zahraniCia alebo z inych verejnych zdrojov. Prijimatel zéroven
vyhlasuje, ze mu nebola poskytnuta dotacia, prispevok, grant alebo ind forma podpory na Realizaciu Projektu,
na ktorl pozaduje poskytnutie Prostriedkov mechanizmu, ktora by predstavovala Dvojité financovanie z
verejnych zdrojov, zdrojov EU alebo inych néstrojov finanénej podpory poskytnutej SR zo zahranicia. Pre
vylucenie pochybnosti plati, Ze financovanie zvy$nych 75 % Projektu z Celkovych opravnenych vydavkov,
ktoré nebude financované z Prostriedkov mechanizmu na z&klade tejto Zmluvy a bude financované na
zaklade uzavretej grantovej zmluvy, nie je porusenim ustanoveni o Dvojitom financovani. Ak sa Prijimatel
dozvie o skutoénostiach, ktoré by mohli predstavovat Dvoijité financovanie podla tejto Zmluvy alebo pod!a ¢l.
9 nariadenia (EU) 2021/241 alebo sa dozvie o tom, Ze na dosiahnutie Ciefa Projektu boli alebo maju byt
PrijimateFovi poskytnuté prostriedky z verejnych zdrojov, zdrojov EU alebo inych nastrojov finanénej podpory
poskytnutej SR zo zahraniia, ktoré by mohli predstavovat Dvojité financovanie, je povinny o tychto
skutognostiach informovat’ Vykonavatefa Bezodkladne potom, ako sa o nich dozvedel. V pripade porusenia
uvedenych povinnosti ide o podstatné porusenie Zmluvy podla ¢lanku 11 VZP.

Prijimatel, na ktorého sa vztahuje povinnost zapisu do registra partnerov verejného sektora, vyhlasuje, ze je
zapisany v registri partnerov verejného sektora podfa zakona registri partnerov verejného sektora a tento zapis
bude trvat minimalne po€as doby uvedenej v ustanoveni § 4 ods. 1 zakona o registri partnerov. Ak Prijimatel
nespini povinnost podla tohto odseku, ide o podstatné porusenie Zmluvy podfa ¢lanku 11 VZP.

Prijimatel, ktory ma povinnost zépisu Koneéného uzivatela vyhod do registra partnerov verejného sektora
podla zakona o registri partnerov alebo mé povinnost zapisu Koneéného uzivatela vyhod do Obchodného
registra podfa zakona €. 530/2003 Z. z. 0 obchodnom registri a 0 zmene a doplneni niektorych zakonov v zneni
neskorsich prepisov alebo ma povinnost zapisu Koneéného uzivatel'a vyhod do iného prisludného registra
podla iného osobitného vSeobecne zavazného pravneho predpisu, vyhlasuje, Ze tato povinnost ma k datumu
podpisu Zmluvy spinenu. Ak Prijimatel nespini povinnost podla prvej vety tohto odseku tohto &lanku Zmluvy,
ide o podstatné porusenie Zmluvy podfa ¢lanku 11 VZP.

Prijimatel je povinny Bezodkladne poskytnit Vykonavatelovi elektronicky odkaz na webové sidlo, na ktorom
je informéacia 0 Koneénom uzivatelovi vyhod verejne dostupna v rozsahu meno, priezvisko a datum narodenia
Kone¢ného uzivatela vyhod. Ak informécia o Koneénom uzivatel'ovi vyhod v rozsahu meno, priezvisko a
datum narodenia Koneéného uzivatefa vyhod nie je verejne dostupnd, Prijimatel je povinny poskytnut
Vykonavatelovi v sulade s ¢lankom 5 Zmluvy o poskytnuti prostriedkov mechanizmu udaje o Koneénom
uzivatelovi vyhod Prijimatela v rozsahu meno, priezvisko a datum narodenia Koneéného uzivatela vyhod,
ato najneskér pri podpise tejto Zmluvy. Ak poskytnuta alebo verejne dostupna informacia o Koneénom

1 Obdobie opravnenosti vydavkov projektu nesmie prekrocit obdobie opravnenosti stanovené v grantovej zmluve medzi EK a prijimatelom (Grant
Agreement)
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uzivatefovi vyhod nie je aktualna, Prijimatel je povinny poskytnut Vykonavatelovi aktuélnu informéciu o
Koneénom uzivatefovi vyhod v rozsahu meno, priezvisko a datum narodenia Koneéného uzivatela vyhod
Bezodkladne odo diia zmeny Koneéného uzivatela vyhod v sulade s ¢lankom 3 Zmluvy o poskytnuti
prostriedkov mechanizmu. Ak Prijimatel nesplni povinnosti podfa tohto odseku tohto ¢lanku Zmluvy, ide o
podstatné porusenie Zmluvy podia ¢lanku 11 VZP. Povinnost podla tohto odseku tohto ¢lanku Zmluvy sa
nevztahuje na Prijimatela, ktorym je pravnicka osoba, ktora je subjektom verejnej spravy podia ustanovenia
§ 3 ods. 1 zakona €. 523/2004 Z.z. o rozpoctovych pravidlach verejnej spravy a 0 zmene a doplneni niektorych
zakonov v zneni neskorSich predpisov (dalej len ,zakon o rozpo¢tovych pravidlach®).

Prijimatel poskytne Vykonavatelovi spolu so Ziadostou o platbu (najmd poskytnutie predfinancovania,
zU&tovanie zalohovej platby alebo priebezna platba) nazoviobchodné meno alCO dodavatelov a
subdodavatelov, a Gdaje 0 Koneénom uzivatelovi vyhod dodavatelov v rozsahu meno, priezvisko a datum
narodenia, ak je Prijimatel osobou povinnou postupovat pri zadavani zakazky podfa pravidiel verejného
obstaravania v stlade s pravnymi predpismi EU, pravnymi aktami EU a/alebo zakonom o VO; uvedené sa
neuplatni, ak dodavatel je subjektom verejnej spravy podia ustanovenia § 3 ods. 1 zakona o rozpoétovych
pravidlach.

Prijimatel' berie na vedomie, Ze Prostriedky mechanizmu a kazda ich Cast je finanénym prostriedkom
vyplatenym zo $tatneho rozpoCtu SR. Prostriedky mechanizmu su zdrojovo kryté z prostriedkov z rozpoctu
EU a neopravnené nakladanie s nimi moze predstavovat trestny &in poskodzovania finanénych zaujmov EU.
Na kontrolu a audit pouZitia tychto finan¢nych prostriedkov a na ukladanie a vymahanie sankcii za porusenie
finanénej discipliny sa vztahuje rezim upraveny v Zmluve, Pravnom ramci a Zavaznej dokumentacii.
Prijimatel' je povinny strpiet vykon kontroly aauditu pouZitia Prostriedkov mechanizmu zo strany
Vykonavatel'a a inych Opravnenych os6b v stlade s ¢lankom 13 VZP.

Prijimatel' sa zavazuje, Ze poskytnutim alebo pouZzitim Prostriedkov mechanizmu nedd6jde k poruSeniu
restriktivnych opatreni a/alebo sankcii EU, k poru$eniu inych sankcii a/alebo obdobnych opatreni, k
dodrziavaniu ktorych sa SR zaviazala, ani k poruSeniu zakona €. 289/2016 Z. z. o vykonavani medzinarodnych
sankcii a o doplneni zakona €. 566/2001 Z. z. o cennych papieroch a investiénych sluzbach a o zmene a
doplneni niektorych zakonov (zakon o cennych papieroch) v zneni neskorSich predpisov. V pripade porusenia
uvedenych povinnosti ide o podstatné porusenie Zmluvy podfa ¢lanku 11 VZP.

Clanok 4. OSOBITNE USTANOVENIA

Zmluvné strany sa dohodli, Ze:
4.1.1. Prijimatel je povinny predkladat Ziadosti o platbu nasledovne:
- Ziadost' o poskytnutie predfinancovania/zalohovej/refundacnej platby vzmysle VZP, ktoré su
neoddelitelnou su€astou tejto Zmluvy;
- zavere¢nu ziadost o platbu do 30 dni od ukon¢enia Projektu (30.06.2026).
V pripade kombinacie systémov financovania plati, ze ZoP sa predklada samostatne za kazdy jeden z
uplatiiovanych systémov financovania. Vzor ZoP Prijimatefa uréi Vykonavatel v Zaviznej
dokumentacii.
4.1.2. Kontrola Realizacie Projektu sa vykonava na zaklade grantovej zmluvy, ktord ma Prijimatel uzavretl
s EK. Vykonavatel akceptuje hodnotenie EK.
PoCas Realizacie Projektu mdze Vykonavatel kontrolovat implementaciu Projektu a dodrziavanie
zavazkov vyplyvajucich zo zmluvného vztahu v stlade s grantovou zmluvou. Clanok 13 VZP nie je tymto
odsekom tohto ¢lanku Zmluvy dotknuty.
4.1.3. Za UCelom pravidelného ziskavania informéacii o implementacii Projektu ma Prijimatel povinnost
predkladat monitorovacie spravy vo forméate predkladanom EK podfa ¢lanku 4.2 grantovej zmluvy:
- prvu monitorovaciu spravu do 60 dni od konca monitorovacieho obdobia (t. j. 28.02.2025)
- zavere¢nu monitorovaciu spravu do 60 dni od ukon&enia monitorovacieho obdobia (t. j. 30.06.2026).
Monitorovacia sprava musi obsahovat technicku a finanénu ¢ast spolu s prislusnymi nélezitostami,
predlozené monitorovacie spravy musia byt zaroven v sulade s grantovou zmluvou.
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Celkova doba Realizacie Projektu nesmie pokraovat po termine 30.06.2026. Doba udrzatefnosti Projektu
je 3 roky.

Prijimatel berie na vedomie, Ze Prostriedky mechanizmu, ktoré su poskytnuté podfa tejto Zmluvy,
predstavujd $tatnu pomoc poskytovanui v stilade s pravidlami EU pre $tatnu pomoc a zakonom o $tatnej pomoci
a sU poskytované v sulade so schémou ,Schéma statnej pomoci z prostriedkov Planu obnovy a odolnosti
Slovenskej republiky na podporu zapajania slovenskych predkladatelov v ramci priamo riadenych
programov Eurépskej Unie v zneni dodatku ¢&. 1 &. SA.112060" v platnom zneni (dalej len ,schéma $tatnej
pomoci), v celkovej vySke poskytovanej Statnej pomoci 389 747,50 EUR (slovom: tristoosemdesiatdevattisic
sedemstostyridsatsedem eur a patdesiat centov), v stlade s nariadenim Komisie (EU) &. 2023/2831 v sulade
s nariadenim Komisie (EU) &. 651/2014 zo 17. jina 2014 o vyhlaseni urgitych kategorii pomoci za zlucitelné s
vnutornym trhom podla ¢lankov 107 a 108 zmluvy.

Poskytnutim Prostriedkov mechanizmu nesmie dojst k poskytnutiu $tatnej pomoci v rozpore s pravidlami EU
pre Statnu pomoc a zakonom o $tatnej pomoci. Prijimatel sa zavazuje, ze pocas Realizacie Projektu a Doby
udrzatefnosti Projektu neddjde k zmene skutoénosti, na zaklade ktorej by bolo mozné posudit poskytnutie
Prostriedkov mechanizmu, ako poskytnutie tatnej pomoci v rozpore s pravidlami EU pre §tatnu pomoc. Ak
Prijimatel tato podmienku porusi, ide o podstatné porusenie Zmluvy podfa ¢lanku 11 VZP.

Ak Prijimatel zmeni charakter Aktivit alebo bude v ramci Projektu alebo v stvislosti s nim vykonavat akékolvek
tkony, v dosledku ktorych by doslo k poskytnutiu $tatnej pomoci v rozpore s uplatnitelnymi pravidlami EU pre
oblast tatnej pomoci alebo so zakonom o tatnej pomoci, ide 0 podstatné porudenie Zmluvy podfa ¢lanku 11
VZP a Prijimatel je povinny vratit a zarovell Vykonavatel je povinny vyméct vratenie Statnej pomoci
poskytnutej v rozpore s uplatnitefnymi pravidlami vyplyvajicimi z pravnych predpisov SR alebo pravnych aktov
EU, spolu s drokmi vo vyske, v lehotach a spdsobom vyplyvajicim z prisludnych véeobecne zavaznych
pravnych predpisov SR a pravnych aktov EU.

Prijimatel berie na vedomie, Ze nesmie byt ku driu nadobudnutia U¢innosti Zmluvy podnikom v tazkostiach
podla nariadenia Komisie (EU) 651/2014 zo 17. jiina 2024 o vyhlaseni urgitych kategorii pomoci za zlugitelné
s vnutornym trhom podfa ¢lankov 107 a 108 (s vynimkou podnikov, ktoré neboli v tazkostiach k 31. decembru
2019, ale stali sa podnikmi v taZkostiach v obdobi od 1. januara 2020 do 31. decembra 2021) a zaroven
najneskor do 10 dni od nadobudnutia G¢innosti Zmluvy je povinny predloZit Vykonavatelovi Udaje potrebné na
vyhodnotenie tejto skutoénosti na vypinenom formulari stanovenom vo Vyzve.

Prijimatel’ ako vykonavatel schémy Statnej pomoci je povinny overit Udaje vo vetkych vyhlaseniach, ktoré
Prijimatel ako prijemca pomoci predlozil a overit najneskor pred poskytnutim pomoci, ¢i Ziadatel spifia véetky
podmienky poskytnutia Statnej pomoci. V pripade, Ze sa overenim alebo kontrolou po poskytnuti pomoci
preukaze, Ze Prijimatel v ase poskytnutia pomoci nebol opravnenym prijimatelom, uplatni vykonavatel postup
podla &lanku K. schémy Statnej pomoci a bude poZadovat vratenie takejto pomoci od prijimatela.

Prijimatel' je povinny strpiet poas Realizacie Projektu kontrolu zo strany Vykonavatela zamerani na
opravnenost vydavkov, plnenie kiu¢ovych ukazovatelov (Key Performance Indicators - KPIs) definovanych v
ramci Prilohy €. 4 - Zmluva uzavreta medzi Prijimatefom a Eurépskou komisiou a splnenie podmienok
poskytovania $tatnej pomoci cielovym skupindm. Subjekty opravnené pre vykon finannej kontroly a auditu su
definované v ¢l. Q. (Kontrola a Audit) ods. 3. schémy $tatnej pomoci (Schéma Statnej pomoci z prostriedkov
Planu obnovy a odolnosti Slovenskej republiky na podporu zapéjania slovenskych predkladatefov v ramci
priamo riadenych programov Eurépskej Unie v zneni dodatku &. 1, SA.112060 v platnom zneni), ako
zastupcovia Vykonavatela na zaklade pisomného poverenia.

Prijimatel je povinny zabezpegit, aby bol Projekt v stlade s Principom ,,vyrazne nenarusit™ podfa ¢l. 5 ods.
2 nariadenia (EU) 2021/241 a spifial veobecne zavazné pravne predpisy v oblasti energetiky, klimy a Zivotného
prostredia, vSeobecne zavazné pravne predpisy v oblasti posudzovania vplyvov na Zivotné prostredie, vratane
poziadaviek vyplyvajucich z ustanoveni Ramcovej smemice o vode 2000/60/ES EP a Rady z 23. oktobra
2000predovsSetkym €l. 4 a 11, tykajucich sa realizécie potrebnych opatreni na zmiernenie nepriaznivych vplyvov
na vodu, chranené biotopy a druhy priamo zavislé od vody. Tieto zahfiiaju, tam kde je to technicky
uskutoCnitené a ekologicky relevantné v zavislosti od pritomnych ekosystémov, opatrenia tykajlce sa
zabezpecenia prepustania ekologickych prietokov, migracie ryb (napr. priprava projektovej dokumentécie pre
vystavbu rybovodov), manaZzmentu sedimentov a opatrenia na ochranu habitatov s ohfadom na dosiahnutie
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dobrého stavu alebo potencialu dotknutého vodného Utvaru. Projekt nemdze vyrazne narusit Ziaden z
environmentélnych cielov (zmiernenie zmeny klimy; adaptécia k zmene klimy; udrzatelné vyuZivanie a ochrana
vodnych a morskych zdrojov; prechod na obehové hospodarstvo; prevencia a kontrola znedistovania; ochrana
a obnova biodiverzity a ekosystémov) uvedenych v €. 17 nariadenia o taxonomii ,Nariadenie Eurépskeho
parlamentu a Rady (EU) 2020/852 z 18. juna 2020 o vytvoreni ramca na ulah&enie udrzatelnych investicii
aozmene nariadenia (EU) 2019/2088 v zmysle Vyzvy. V pripade poruSenia uvedenej povinnosti ide
0 podstatné porusenie Zmluvy podla ¢lanku 11 VZP.

Clanok 5. KOMUNIKACIA A DORUCOVANIE

Zmluvné strany sa dohodli, Ze ich komunikacia stvisiaca so Zmluvou si pre svoju zavéznost vyZaduje
pisomnu formu, v ramci ktorej si zmluvné strany povinné uvadzat kéd Projektu a nazov Projektu podla ods.
2.3. Clanku 2 Zmluvy o poskytnuti prostriedkov mechanizmu. Zmluvné strany vyuzivaju pre svoju
komunikéaciu prednostne elektronicku formu komunikacie. Zmluvné strany sa zavazuju, ze v nevyhnutnych
pripadoch mbéze mat takato komunikacia pisomnu formu v listinnej podobe a zmluvné strany budd v tomto
pripade pre vzajomnu pisomnu komunikaciu v listinnej podobe pouzivat postové adresy uvedené v zahlavi
Zmluvy o poskytnuti prostriedkov mechanizmu, ak nedo$lo k oznameniu zmeny adresy spdésobom v sulade
s ¢lankom 10 VZP.
Zmluvné strany sa dohodli, Ze pisomna forma komunikacie v listinnej podobe sa bude uskutoCfovat
prostrednictvom doporuceného doruCovania zasielok s doru¢enkou.
Zmluvné strany si zaroveri dohodli ako mimoriadny spdsob doru¢ovania pisomnych zasielok v listinnej podobe
dorucovanie osobne alebo prostrednictvom kuriéra; takéto dorucenie Vykonavatelovi je mozné vylucne v
Uradnych hodinach podatelne Vykonavatel'a zverejnenych verejne pristupnym spdsobom.
Elektronickou formou komunikacie podia ods. 5.1. tohto &lanku Zmluvy o poskytnuti prostriedkov
mechanizmu sa rozumie najma:
54.1. beznd komunikacia prostrednictvom informaéného systému pre Plan obnovy, ak Vykonavatel
oznamil Prijimatefovi moznost komunikovat prostrednictvom takého informaéného systému.
Spbsob, podmienky a rozsah takejto komunikécie upravi Vykonavatel v Zavaznej dokumentacii,
54.2. v ostatnych pripadoch komunikacia prostrednictvom elektronickej spravy (e-mailu); zmluvné strany
sa zavazuju pouZivat emailové adresy ozndmené podfa ods. 5.7.1. tohto ¢lanku Zmluvy o
poskytnuti prostriedkov mechanizmu, ak nedoslo k ozndmeniu zmeny e-mailovej adresy v stlade
s ¢lankom 10 VZP,
543 komunikacia prostrednictvom Ustredného portalu verejnej spravy; zmluvné strany sa zavézuji mat
zriadené a aktivne elektronické schranky (zo strany Vykonavatela nejde o vykon verejnej moci, iba
0 vyuzivanie existujucich technickych prostriedkov vhodnych na komunikéaciu).
V pripade doruéenia oznamenia, vyzvy, ziadosti alebo iného dokumentu (dalej ako ,pisomnost*) sa za def
dorugenia zmluvnej strane do elektronickej schranky prostrednictvom Ustredného portalu verejnej spravy
kedy bola pisomnost ulozena do elektronickej schranky zmluvnej strany, a to aj vtedy, ak sa adresat o tom
nedozvedel.
Pisomnost zasielana zmluvnej strane v listinnej podobe podla Zmluvy sa povazuje pre Ucely Zmluvy za
doruenu, ak dojde do sféry dispozicie zmluvnej strany na adrese uvedenej v zahlavi Zmluvy o poskytnuti
prostriedkov mechanizmu, a to aj v pripade, ak adresat pisomnost neprevzal, priCom za defi doruéenia
pisomnosti sa povazuje den, kedy doslo k:
5.6.1. uplynutiu Uloznej (odbernej) lehoty pisomnosti zasielanej zmluvnej strane poStou, ak neddjde k jej
vrateniu odosielatelovi podfa ods. 5.6.3. tohto ¢lanku Zmluvy o poskytnuti prostriedkov mechanizmu,
5.6.2. odopretiu prevzatia pisomnosti adresatom, v pripade odopretia prevzatia pisomnosti doru¢ovanej postou
alebo osobnym dorucenim,
5.6.3. vrateniu pisomnosti odosielateflovi, v pripade vratenia zasielky spat jej odosielatefovi (bez ohfadu na
pripadnd poznamku ,adresat neznamy*),
podla toho, ktora skutoénost nastane skor.
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Pisomnost alebo zasielka doruéovana prostrednictvom e-mailu bude povazovana za dorueni momentom,
kedy bude elektronicka sprava k pristupna na e-mailovom serveri sluziacom na prijimanie elektronickej posSty
zmluvnej strany, ktora je adresatom, teda momentom, kedy zmluvnej strane, ktora je odosielatelom, pride
automaticky generované potvrdenie o Uspesnom doruceni e-mailu; ak nie je objektivne z technickych dovodov
mozné nastavit automatické generovanie potvrdenia o Uspesnom doruceni e-mailu, zmluvné strany vyslovne
suhlasia s tym, Ze ich vzajomna komunikécia podla tohto odseku tohto ¢lanku Zmluvy nebude prebiehat
prostrednictvom e-mailu za predpokladu, ze dotknuta zmluvna strana vopred oznami tdto technickd nemoznost
druhej zmluvnej strane podlfa odseku 5.7.3. tohto é&lanku Zmluvy. Za G&elom realizacie doruCovania
prostrednictvom e-mailu sa zmluvné strany zavazuju:

5.7.1. vzajomne si pisomne oznamit svoje emailové adresy, ktoré budd v ramci tejto formy komunikacie
zavézne pouzivat a aktualizovat, pri€om nesplnenie tejto povinnosti bude zataZovat ti zmluvni stranu,
ktora aktualizaciu neoznamila, a e-mail doru€eny na neaktualnu e-mailovu adresu sa bude povazovat
na Ucely tejto Zmluvy za riadne doruceny,

5.7.2. vzajomne si pisomne oznamit vietky Udaje, ktoré budu potrebné pre tento spdsob doruCovania,

5.7.3. zabezpedit nastavenie technického vybavenia (e-mailové konto), ktoré bude spifiat vietky parametre
pre splnenie poziadavky tykajucej sa automatického generovania potvrdeni o UspeSnom doruéeni e-
mailu, vratane pripojenych dokumentov; ak to nie je objektivne mozné z technickych dévodov, zmluvna
strana, ktord ma tento technicky problém, jeho existenciu ozndmi druhej zmluvnej strane, priom sa
uplatni postup podfa ods. 5.7. prvej vety za bodkogiarkou tohto ¢lanku Zmluvy o poskytnuti prostriedkov
mechanizmu,

Prijimatel je zodpovedny za riadne oznacenie poStovej schranky na Ucely pisomnej komunikacie zmluvnych

stran.

Zmluvné strany sa zavézuju, Ze vzajomna komunikacia bude prebiehat v slovenskom jazyku, ¢eskom jazyku

alebo v jazyku urenom ako akceptovatelnom vo Vyzve. Kazda dokumentacia predkladana Prijimatelom v

suvislosti so Zmluvou alebo s Projektom bude predkladana v slovenskom jazyku, Ceskom jazyku alebo v

jazyku ur¢enom ako akceptovatelnom vo Vyzve. V pripade, ak bola dokumentécia vyhotovena v inom jazyku

ako v jazyku podla druhej vety tohto odseku tohto ¢lanku Zmluvy, pre jej pouzitie pre ucely Projektu alebo

Zmluvy je potrebny dradny preklad do slovenského jazyka, ak Vykonavatel vo Vyzve alebo v Zavaznej

dokumentacii neur¢i inak.

Clanok 6. ZAVERECNE USTANOVENIA

Tato Zmluva nadobuda platnost dfiom jej podpisania oboma zmluvnymi stranami. Tato Zmluva je podla
ustanovenia § 5a ods. 1 zékona €. 211/2000 Z. z. o slobodnom pristupe k informaciam a o zmene a doplneni
niektorych zakonov (zakon o slobode informacii) v zneni neskorSich predpisov (dalej len ,zékon o slobode
informacii*) povinne zverejiiovanou zmluvou a nadoblda ucinnost kalendarnym driom nasledujucim po
kalendarnom dni jej prvého zverejnenia v Centralnom registri zmluv. Za su¢asného reSpektovania ochrany
osobnosti a ochrany osobnych udajov zmluvné strany vyhlasuju, Ze Zmluva neobsahuje Ziadne chranené
informacie, ktoré sa nemédzu spristupnit podla prislusnych ustanoveni zakona o slobode informacii.

Tito Zmluvu je mozné menit alebo dopifiat len na zaklade vzajomnej dohody oboch zmluvnych stran, prigom
akékolvek zmeny alebo doplnenia musia byt vykonané vo forme pisomného a o€islovaného dodatku k Zmluve,
pokial v tejto Zmluve (najma v ¢lanku 10 VZP) nie je stanovené inak.

Tato Zmluva sa uzatvara na dobu ur€itd a zanika v 30. kalendarny defi po predloZeni poslednej naslednej
monitorovacej spravy, ktoru je Prijimatel povinny predlozit Vykonavatelovi v stlade s ¢lankom 5 ods. 5
VZP, ak Viykonavatel v tejto lehote Prijimatelovi neoznamil, ze ma némietky vo vztahu k pineniu povinnosti
Prijimatela vyplyvajucich zo Zmluvy. V pripade, Ze takéto namietky Vykonavatel' Prijimatelovi ozndmil,
zanikéd Zmluva diiom, kedy Vykonavatel doruCi Prijimatelovi ozndmenie o vysporiadani namietok, ktorym
odsuhlasi vysporiadanie sa s namietkami. V pripade, ak sa na Prijimatefa nevztahuje povinnost predkladat
Nasledné monitorovacie spravy, zanikd Zmluva Finanénym ukonéenim Projektu. OdliSne od
predchadzajucich viet tohto odseku tohto €lanku Zmluvy zanika Zmluva v pripade:
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6.3.1.  clanku 2 ods. 4 pism. g) VZP, ¢lanku 13 a 14 VZP, ktorych platnost a uinnost kon¢i 31. decembra
2031 alebo po tomto datume vysporiadanim finanénych vztahov medzi Vykonavatelom
a Prijimatefom na zaklade Zmluvy, ak nedoslo k ich vysporiadaniu k 31. decembru 2031;
6.3.2. tych ustanoveni Zmluvy, ktoré maju sankCny charakter pre pripad porusenia povinnosti
vyplyvajucich pre Prijimatefa, s vynimkou zmluvnej pokuty, pri¢om ich platnost a G¢innost konéi
s koncom platnosti a u€innosti predmetnych ¢lankov Zmluvy;
6.3.3. Projektu, v ramci ktorého doslo k poskytnutiu Statnej pomoci platnost a ucinnost &lanku 2 ods. 4
pism. g) VZP a ¢lanku 14 VZP trva po dobu stanovenu v bode (i) tohto odseku tohto ¢lanku Zmluvy:
(i) platnost a ucinnost ¢lanku 2 ods. 4 pism. g) VZP a ¢lanku 14 VZP v suvislosti s vymahanim Statne;
pomoci poskytnutej v rozpore s uplatnitelnymi pravidlami vyplyvajicimi z pravnych predpisov SR
a pravnych aktov EU konéi uplynutim 10 rokov po uplynuti 30. kalendarneho diia po predlozeni poslednej
Naslednej monitorovacej spravy, ktori je Prijimatel povinny predlozit Vykonavatelovi v sllade s
¢lankom 5 ods. 5 VZP, ak Vykonavatel v tejto lehote neoznamil Prijimatel'ovi, ze ma namietky vo vztahu
k pineniu povinnosti vyplyvajucich zo Zmluvy. V pripade, ze takéto namietky Vykonavatel’ Prijimatefovi
oznamil, zanika Zmluva uplynutim 10 rokov odo dna, kedy Vykonavatel doruéi Prijimatelovi oznamenie
o vysporiadani ndmietok, ktorym odsuhlasi vysporiadanie sa s ndmietkami.
Prijimatel vyhlasuje, ze mu nie su zname Ziadne okolnosti, ktoré by negativne ovplyvnili jeho opravnenost
alebo opravnenost Projektu podfa podmienok stanovenych vo Vyzve. Nepravdivost tohto vyhlasenia
Prijimatela sa povaZuje za podstatné porusenie Zmluvy podfa ¢lanku 11 VZP.
Prijimatel vyhlasuje, Ze vSetky vyhlasenia Prijimatela uvedené v tejto Zmluvy, vyhlasenia Prijimatela pripojené
ku Kladne posudenej Ziadosti o prostriedky mechanizmu, ako aj vyhlasenia Prijimatela zaslané
Vykonavatelovi pred podpisom Zmluvy, sU pravdivé a zostavaju G¢inné pri uzatvoreni Zmluvy v nezmenenej
forme. Nepravdivost tohto vyhlasenia Prijimatela sa povazuje za podstatné porudenie Zmluvy podfa ¢lanku
11 VZP.
Pripadné spory vyplyvajlce z tejto Zmluvy sa rieSia prednostne dohodou alebo pokusom o zmierlivé rieSenie
veci. V pripade, ak sa uvedené nepodari dosiahnut, je ktorakolvek zo zmluvnych stran opréavnena obratit sa
na vecne a miestne prislusny sud v SR.
Ak sa akékolvek ustanovenie Zmluvy stane neplatnym alebo net¢innym v désledku jeho rozporu so vSeobecne
zavaznymi pravnymi predpismi SR alebo pravnymi aktmi EU, nespdsobi to neplatnost alebo nelcinnost cele;
Zmluvy, ale iba dotknutého ustanovenia Zmluvy. Zmluvné strany sa v takom pripade zavazuju bezodkladne
vzajomnym rokovanim nahradit neplatné alebo neucinné zmluvné ustanovenie novym platnym ustanovenim
tak, aby zostal zachovany u¢el Zmluvy a obsah jednotlivych ustanoveni Zmluvy.
Ak zavazkovy vztah vyplyvajuci zo Zmluvy medzi Vykonavatelom a Prijimatelom s ohfadom na ich prévne
postavenie nespada pod vztahy uvedené v ustanoveni § 261 Obchodného zakonnika, zmluvné strany
vykonali volbu préva podla ustanovenia § 262 ods. 1 Obchodného zakonnika a vyslovne suhlasia, ze ich
zavazkovy vztah vyplyvajlci zo Zmluvy sa bude riadit Obchodnym zakonnikom.
Podla ustanovenia § 401 Obchodného zakonnika Prijimatel vyhlasuje, Ze predizuje premi¢aciu dobu na
pripadné naroky Vykonavatela tykajlce sa vratenia poskytnutych Prostriedkov mechanizmu alebo ich Casti
na 10 rokov od doby, kedy premi¢acia doba zacala plynut po prvy raz.
Zmluvné strany vyhlasuju, ze ich véla vyjadrena v tejto Zmluve je slobodna a véazna, text Zmluvy si riadne
preéitali a jeho obsahu porozumeli, Zmluvu neuzatvaraju v tiesni ani za napadne nevyhodnych podmienok
aich zmluvna volnost nie je inak obmedzena. Svoju volu byt viazané touto Zmluvou zmluvné strany vyjadruju
svojimi podpismi tejto Zmluvy.
Této Zmluva je v listinnej podobe vyhotovena v troch (3) rovnopisoch, z toho jeden (1) pre Prijimatela a dva
(2) pre Vykonavatela. Uvedeny pocCet listinnych rovnopisov a ich rozdelenie sa rovnako vztahuje aj na
uzavretie kazdého dodatku k Zmluve. Dohoda zmluvnych stran o poéte rovnopisov sa neuplatni v pripade,
ak k uzavretiu Zmluvy (resp. dodatku k nej) dochadza elektronicky v sulade so zékonom €. 272/2016 Z. z. o
ddveryhodnych sluzbach pre elektronické transakcie na vnitornom trhu a o zmene a dopineni niektorych
zakonov (zakon o déveryhodnych sluzbach) v zneni neskorSich predpisov (dalej len ,zakon o déveryhodnych
sluzbach®). V pripade, ak k uzavretiu Zmluvy (resp. dodatku k nej) dochadza elektronicky, datumy podpisov
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zmluvnych stran su uvedené pri kvalifikovanych elektronickych podpisoch/pecatiach zmluvnych stran, ak nie
je pouzita kvalifikovana elektronické ¢asova peciatka podla zakona o doveryhodnych sluzbach.
6.12. Neoddelitefnou sucastou Zmluvy su Prilohy:

Priloha ¢. 1 VZP

Priloha ¢. 2 Opis Projektu

Priloha €. 3 Protikorupéna dolozka

Priloha ¢. 4 Zmluva uzavreta medzi Prijimatefom a Eurépskou komisiou

Za Vlykonavatela v zastupeni, v Bratislave dna:
(datum v elektronickom podpise)

POAPIS: ..o
Ing. LukaS Zendulka, PhD., do¢asne prelozeny na vykon funkcie generalneho riaditela sekcie implementécie projektov
informatizacie

(podpisané elektronicky podla zakona o déveryhodnych sluzbach)

Za Prijimatela, v Bratislave dria:
(datum v elektronickom podpise)

POAPIS: v
Magr. Vladimir Kup€o, predseda predstavenstva
(podpisané elektronicky podla zakona o déveryhodnych sluzbach)

Za Prijimatela, v Bratislave dria:
(datum v elektronickom podpise)

POAPIS: ..o
Ing. Vojtech Németh, Elen predstavenstva
(podpisané elektronicky podla zakona o déveryhodnych sluzbach)
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VSEOBECNE ZMLUVNE PODMIENKY K ZMLUVE O POSKYTNUTI PROSTRIEDKOV
MECHANIZMU NA PODPORU OBNOVY A ODOLNOSTI
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Clanok 1. VSEOBECNE USTANOVENIA

1. Tieto vSeobecné zmluvné podmienky (dalej len ,VZP¥) st neoddelitelnou stiéastou Zmluvy o poskytnuti
prostriedkov mechanizmu a blizSie upravuju préva a povinnosti zmluvnych strén pri poskytnuti Prostriedkov
mechanizmu zo strany Vykonavatela Prijimatelovi a pri Realizacii Projektu Prijimatelom. Zmluva o poskytnuti
prostriedkov mechanizmu na podporu obnovy a odolnosti vratane vetkych priloh v zneni neskor$ich zmien
a doplneni sa v texte oznacuje ako ,Zmluva“. Ak by niektoré ustanovenia VZP boli v rozpore s ustanoveniami
Zmluvy o poskytnuti prostriedkov mechanizmu, platia ustanovenia Zmluvy o poskytnuti prostriedkov
mechanizmu. Ak by niektoré ustanovenia Zavaznej dokumentacie boli v rozpore s ustanoveniami Zmluvy,
platia ustanovenia Zmluvy.

2. Pojmy pouZzité v VZP su zavazné pre celu Zmluvu. Pojmy pouzivané v Zmluve sU najma:

Aktivita — sUhrn Cinnosti realizovanych Prijimatefom v ramci Projektu na to vy&lenenymi finanénymi
prostriedkami po¢as Obdobia realiz&cie Projektu stanoveného vo Vyzve; Aktivity Projektu su uvedené v
Prilohe €. 2 Zmluvy - Opis Projektu;

ARACHNE - $pecificky IT nastroj na hibkovu analyzu tdajov s ciefom urit projekty nachylné na rizika
podvodu, konflikt zaujmov a Nezrovnalosti;

Bezodkladne - najneskor do siedmich pracovnych dni od vzniku skutoCnosti rozhodujucej pre poCitanie
lehoty; to neplati, ak Zmluva stanovuje odlidnu lehotu platnu pre konkrétny pripad;

Celkové opravnené vydavky — maximalna suma vydavkov stanovenad v ods. 3.1. ¢lanku 3 Zmluvy
o0 poskytnuti prostriedkov mechanizmu, ktord je planovana a urena na financovanie Projektu (t. j.
Prostriedky mechanizmu a spolufinancovanie Prijimatefa), pricom Celkové opravnené vydavky tvoria vecny
aj finanény rdmec pre vznik Opravnenych vydavkov. Pre Ucely tejto Zmluvy je pouzivana terminoldgia
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,vydavky“ aj pre ,naklady“ podla zakona ¢. 431/2002 Z. z. Uctovnictve v zneni neskorSich predpisov (dalej
len ,zakon o Uctovnictve®);
Ciel' Projektu — kvantitativne a kvalitativne dosiahnutie vystupov a vysledkov Projektu v sulade s Kladne
posUdenou Ziadostou o prostriedky mechanizmu, ktoré maju byt zabezpeCené Realizaciou Projektu
v stlade so Zmluvou a ich nasledné udrzanie po€as Doby udrzatelnosti Projektu v stlade s &lankom 4
Opis projektu;
Doba udrzatelnosti Projektu — doba, poCas ktorej sa Prijimatel zavazuje udrzat (zachovat) Ciel
Projektu, ktorej dizka je urdena v é&lanku 4 Zmluvy o poskytnuti prostriedkov mechanizmu. Doba
udrzatelnosti Projektu za¢ina plynut v kalendarny den, ktory nasleduje po kalendarnom dni, v ktorom do$lo
k Finanénému ukonceniu Projektu;
Dvojité financovanie - Dvojitym financovanim sa rozumie najma situacia, ak sa na Realizaciu Projektu
alebo jeho Casti alebo na dosiahnutie vysledku Projektu alebo jeho Casti dospeje nielen pouZzitim
Prostriedkov mechanizmu, ale aj vyuzitim inych zdrojov z rozpoétu EU, z inych nastrojov finanénej podpory
poskytnutej Slovenskej republike zo zahraniéia alebo z inych verejnych zdrojov, priCom takéto pouZitie
nebolo vopred odsuhlasené Vykonavatefom. Za Dvojité financovanie sa povaZuje aj situécia, ak vysledok
Projektu alebo jeho ¢asti je preukazovany Eurdpskej komisii v ramci réznych nastrojov podpory bez ohladu
na spdsob preukazovania vysledku. Dvojité financovanie predstavuje aj porudenie ustanovenia ¢lanku 9
Nariadenia (EU) &. 2021/241.
Finanéné ukoncenie Projektu — den, kedy po UkonCeni vecnej realizacie Projektu boli Prijimatelovi
uhradené/zuctované Prostriedky mechanizmu;
Kladne posudena ziadost o prostriedky mechanizmu - ziadost podla ustanovenia § 16 zakona &.
368/2021 Z. z. 0 mechanizme na podporu obnovy a odolnosti a 0 zmene a doplneni niektorych zakonov
v zneni neskorsich predpisov (dalej len ,,zakon o mechanizme®), ktora splnila podmienky poskytnutia
Prostriedkov mechanizmu uréené vo Vyzve a ktora je ulozena u Vykonavatela;
Koneény uzivatel vyhod - fyzické& osoba podla ustanovenia § 6a zékona €. 297/2008 Z. z. o ochrane pred
legalizaciou prijmov z trestnej ¢innosti a 0 ochrane pred financovanim terorizmu a 0 zmene a doplneni
niektorych zakonov v zneni neskorsich predpisov.
Konflikt zaujmov — postup v rozpore s ustanovenim § 24 zakona o mechanizme a/alebo v rozpore s ¢l. 61
nariadenia Europskeho parlamentu a Rady (EU, Euratom) 2024/2509 z 23. septembra 2024 o rozpo&tovych
pravidlach, ktoré sa vztahujl na véeobecny rozpoget Unie v platnom zneni.
Lehota - ak nie je v Zmluve uvedené inak, za dni sa povazuju pracovné dni. Lehota ur€ena podla dni za€ina
plynat prvym pracovnym dfiom nasledujicim po kalendarnom dni, kedy nastala skuto€nost urCujuca
zaciatok lehoty. Lehota konéi okamihom uplynutia posledného dna lehoty. Lehota pocitana podfa tyzdriov,
mesiacov alebo rokov na Ucely Zmluvy za¢ne plynut diiom, kedy nastala skutoCnost, ktora je rozhodujuca
pre jej zaiatok a konéi uplynutim toho kalendarneho diia, ktory sa svojim pomenovanim alebo Cislom
zhoduje s diom, ked nastala skuto¢nost urCujuca zaciatok lehoty. Ak takyto kalendarny deri v mesiaci nie
je, pripadne koniec lehoty na posledny defl v mesiaci. Ak nepripadne posledny defi lehoty na pracovny def,
ale na sobotu, nedelu alebo na der pracovného pokoja podia zakona Narodnej rady Slovenskej republiky
€. 241/1993 Z. z. o Statnych sviatkoch, diioch pracovného pokoja a pamétnych drioch v zneni neskorSich
predpisov, je poslednym diiom lehoty najbliz8i nasledujtci pracovny defi. Pravidlo po€itania leh6t stanovené
v predchadzajucej vete sa neuplatni v pripade, ak ukonCenie plnenia ma nastat najneskér v konkrétne
stanoveny datum oznaéeny diiom, mesiacom a rokom; v tomto pripade sa za defi ukonCenia plnenia
povazuje prave tento datum bez ohladu na iné okolnosti;
Nezrovnalost' — akékolvek porusenie ustanovenia prava Eurdpskej tnie (dalej len ,EU) vyplyvajlice z
konania alebo opomenutia hospodarskeho subjektu, dosledkom ¢oho je alebo by bolo poSkodenie
véeobecného rozpottu EU alebo rozpodtov fiou spravovanych, bud zmensenim, alebo stratou vynosov
plynticich z vlastnych zdrojov vyberanych priamo v mene EU alebo neopravnenou vydajovou polozkou
podfa ¢l. 1 ods. 2 nariadenia Rady (ES, Euratom) &. 2988/95 z 18. decembra 1995 o ochrane finanénych
zaujmov Eurépskych spologenstiev v platnom zneni. Na ucely spravnej aplikacie podmienok tejto definicie
Nezrovnalosti, sa pri posudzovani skuto¢nosti a zistenych nedostatkov pod pojmom nezrovnalost rozumie
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aj podozrenie z nezrovnalosti. Nezrovnalostou sa rozumie najma podvod, korupcia, Konflikt zaujmov a
Dvojité financovanie z Prostriedkov mechanizmu a inych néstrojov podpory EU.
Nérodna implementaéna a koordina¢na autorita alebo NIKA — organ ureny zakonom o mechanizme,
ktorého pdsobnost je upravena v § 4 zakona o mechanizme;
Obdobie realizacie Projektu — obdobie od ZaCatia realizacie Projektu az po Ukonéenie vecnej realizacie
Projektu;
Okolnost' vyluéujiica zodpovednost' alebo OVZ — prekazka, ktord nastala nezavisle od vole, konania
alebo opomenutia zmluvnej strany a brani jej v splneni jej povinnosti, ak nemozno rozumne predpokladat,
Ze by zmluvna strana tuto prekazku alebo jej nasledky odvratila alebo prekonala, a tiez Ze by v ¢ase vzniku
zavazku tlto prekazku predvidala. Uginky okolnosti vylugujicej zodpovednost sii obmedzené iba na dobu,
pokial tato prekdzka trva. Zodpovednost zmluvnej strany nevyluCuje prekazka, ktora vznikla z jej
hospodarskych pomerov. Na posudenie toho, €i urita skutoénost je OVZ, sa pouZiju ustanovenia upravené
v tejto Zmluve, a podporne aj ustanovenie § 374 zakona ¢&. 513/1991 Zb. Obchodny zakonnik v zneni
neskorSich predpisov (dalej len ,Obchodny zakonnik*), ustalené vyklady a judikatira k tomuto ustanoveniu.
Za OVZ na strane Viykonavatela sa povazuje aj uzatvorenie Statnej pokladnice. Za OVZ sa nepovazuje
plynutie lehdt vrozsahu, ako vyplyvaji z pravnych predpisov Slovenskej republiky (dalej len ,SRY)
a pravnych aktov EU, Zavaznej dokumentécie a tejto Zmluvy;
Opis Projektu — tvori Prilohu €. 2 Zmluvy a obsahuje najméa relevantné Udaje poskytnuté v Kladne
posUdenej Ziadosti o prostriedky mechanizmu. SuCastou Opisu Projektu je najmd Rozpocet
Projektu, definovanie Ciela Projektu, vratane jeho kvantifikicie (ak relevantné), Aktivity Projektu a ich
¢asovy harmonogram;
Opravnené ohdobie realizacie Projektu — obdobie, v ramci ktorého je Prijimatel povinny zrealizovat
Projekt a ukongit vecnu realizaciu Projektu. Opravnené obdobie realizacie Projektu Vykonavatel uréi vo
Vyzve;
Opravnené vydavky — vydavky, ktoré skutoCne vznikli a boli uhradené Prijimatelom v suvislosti s
Realizaciou Projektu podla Zmluvy, ak spifiaju pravidla (resp. kritéria) opravnenosti vydavkov uvedené
vZmluve. Za Oprévnené vydavky sa povazuju aj vydavky vykazované zjednoduSenym spdsobom
vykazovania, pri ktorych sa ich skuto¢ny vznik nepreukazuije;
Opravnena osoba — osoba a/alebo organ, ktora je opravnena vykonat kontrolu/audit Projektu v zavislosti
od typu kontroly/auditu, ur€ena v Pravnom ramci. Za Opravnenu osobu je povaZzovana najma:
a) Vykonavatel,
b) Sprostredkovatel,

) NIKA,

) Urad vladneho auditu,

) Ministerstvo financii SR,

Najvyssi kontrolny urad SR,
) Orgény Statnej spravy podla § 2 zakona €. 35/2019 Z. z. o finanénej sprave a 0 zmene a doplneni
niektorych zakonov v zneni neskorsich predpisov,
h) Protimonopolny drad SR,
k

o0

«Q >

i) Eurdpska komisia,
j) Organ zabezpedujlici ochranu finanénych zaujmov EU,
) Eurépsky urad pre boj proti podvodom (OLAF),

[)  Eurépsky dvor auditorov (EDA),

m) Eurdpska prokuratira (EPPO),

n) Urad pre verejné obstaravanie,
alalebo kaZda osoba poverend v sulade s Pravnym rdmcom niektorym z vy$Sie uvedenych subjektov.
Partner — osoba podia ustanovenia § 2 pism. m) zakona o mechanizme, ktora sa v zaujme dosahovania
spoloénych cielov s Prijimatelom spolupodiela na realizacii investicie alebo realizacii reformy na zaklade
pisomnej zmluvy s Prijimatelom, a ktord z&roved nema vo vztahu k Prijimatelovi postavenie dodavatela alebo
subdodavatela. Partnerom je aj osoba, ktora sa v zaujme dosahovania spolocnych cielov spolupodiela na
priprave realizacie investicie alebo priprave realizacie reformy so Ziadatelom, ak sa nésledne spolupodiela
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na realiz&cii tejto investicie alebo realizécii tejto reformy a ktora zaroveni nemé vo vztahu k Ziadatelovi
postavenie dodavatela alebo subdodavatela,
Pravny ramec — pravne predpisy alebo pravne akty EU, vieobecne zavazné pravne predpisy SR, zmluvy,
dohody, administrativne dojednania a iné, ktoré upravuju vztahy medzi Vykonévatelom a Prijimatefom (a to
priamo alebo nepriamo tym, Ze upravuju skutoCnosti, ktoré mézu mat vplyv na pravne vztahy medzi
Vlykonavatelom a Prijimatelom). Pravny rdmec tvoria najma:

a) pravne predpisy alebo pravne akty EU — primarne pramene prava EU (najma zakladajice zmluvy;
doplnky a dodatky, protokoly a deklaracie, pripojené k zmluvam; dohody o pristipeni k EU); sekundéarne
pramene prava EU (nariadenia, smernice, rozhodnutia, odporucania, stanoviska a ostatne dokumenty,
z ktorych vyplyvaju prava a povinnosti, ak boli zverejnené v Uradnom vestniku EU), a to najmé:

Vi,

Vii.

nariadenie Eurépskeho parlamentu a Rady (EU, Euratom) 2024/2509 z 23. septembra 2024 o
rozpo&tovych pravidlach, ktoré sa vztahujii na véeobecny rozpoéet Unie v platnom zneni (dalej len
,nariadenie o rozpoctovych pravidlach®),

i. nariadenie Eurdpskeho parlamentu a Rady (EU) 2021/241 z 12. februara 2021, ktorym sa zriaduje

Mechanizmus na podporu obnovy a odolnosti v platnom zneni (dalej len ,nariadenie (EU)
2021/241),

nariadenie Rady (ES, Euratom) 2988/95 z 18. decembra 1995 o ochrane finan¢nych zaujmov
Eurdpskych spoloenstiev v platnom zneni (dalej len ,nariadenie o ochrane finanénych zaujmov
ESY),

. nariadenie Eurdpskeho parlamentu a Rady (EU) 2020/852 z 18. jina 2020 o vytvoreni rimca na

ulah&enie udrzatelnych investicii a 0 zmene nariadenia (EU) 2019/2088,

vykonavacie rozhodnutie Rady o schvaleni postdenia planu obnovy a odolnosti Slovenska (ST
10156/21; ST 10156/21 COR1; ST 10156/21 ADD 1) (dalej len ,Vykonavacie rozhodnutie Rady®),
delegované nariadenie Komisie (EU) 2021/2105 z 28. septembra 2021, ktorym sa dopifia
nariadenie Eurépskeho parlamentu a Rady (EU) 2021/241, ktorym sa zriaduje Mechanizmus na
podporu obnovy a odolnosti, vymedzenim metodiky vykazovania socialnych vydavkov,
delegované nariadenie Komisie (EU) 2021/2106 z 28. septembra 2021, ktorym sa dopifia
nariadenie Eurépskeho parlamentu a Rady (EU) 2021/241, ktorym sa zriaduje Mechanizmus na
podporu obnovy a odolnosti, stanovenim spoloénych ukazovatelov a podrobnych prvkov
hodnotiacej tabulky obnovy a odolnosti.

viii. nariadenie Eurépskeho Parlamentu a Rady EU & 2016/679 o ochrane fyzickych osob pri

spractvani osobnych udajov a o volnom pohybe takychto Udajov, ktorym sa zruSuje smernica
95/46/ES (dalej len ,v8eobecné nariadenie o ochrane udajov*),

ix. smernica Eurépskeho parlamentu a Rady (EU) 2017/1371 o boji proti podvodom, ktoré po$kodzuij

finanéné zaujmy Unie, prostrednictvom trestného prava,

x. nariadenie Komisie (EU) &. 651/2014 zo 17. juna 2014 o vyhlaseni urgitych kategérii pomoci za

zlucitelné s vnutornym trhom podla ¢lankov 107 a 108,

xi. nariadenie Komisie (EU) 2023/2831 z 13. decembra 2023 o uplatfiovani ¢lankov 107 a 108 Zmluvy

o fungovani Eurépskej tinie na pomoc de minimis (dalej len ,nariadenie Komisie (EU) &. 2023/2831)

b) pravne predpisy SR, a to najmé:

iv.

V.

Vi,

zakon o mechanizme,

zakon €. 523/2004 Z. z. o rozpoctovych pravidlach verejnej spravy a 0 zmene a doplneni niektorych
zakonov v zneni neskorSich predpisov (dalej len ,zékon o rozpoctovych pravidlach®) ,

zakon €. 343/2015 Z. z. o verejnom obstaravani a 0 zmene a doplneni niektorych zakonov v zneni
neskorsich predpisov (dalej len ,zakon o VOY),

zékon ¢&. 357/2015 Z. z. o finanCnej kontrole a audite a 0 zmene a doplneni niektorych zékonov
v zneni neskorSich predpisov (dalej len ,zékon o financnej kontrole®),

Obchodny zékonnik,

zékon €. 40/1964 Zb. Obciansky z&konnik v zneni neskorSich predpisov (dalej len ,Obciansky
zakonnik®),
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vii. zakon €. 358/2015 Z. z. o uprave niektorych vztahov v oblasti $tatnej pomoci a minimalnej pomoci
a 0 zmene a doplneni niektorych zakonov (zakon o tatnej pomoci) v zneni neskorSich predpisov
(dalej len ,z&kon o Statnej pomoci),
viii.zakon €. 575/2001 Z. z. o organizacii ¢innosti viady a organizécii ustrednej Statnej spravy v zneni
neskorsich predpisov (dalej len ,kompetenény zakon®),
ix. zakon o Uctovnictve,
X. zakon €. 222/2004 Z. z. o dani z pridanej hodnoty v zneni neskorsich predpisov (dalej len ,zakon
o DPH"),
Xi. zakon €. 315/2016 Z. z. o registri partnerov verejného sektora a 0 zmene a doplneni niektorych
zakonov v zneni neskorSich predpisov (dalej len ,,zakon o registri partnerov”),
xii. zakon €. 395/2002 Z. z. o archivoch a registratirach a o doplneni niektorych zékonov v zneni
neskorsich predpisov.
xiii. zakon €. 187/2021 Z. z. o ochrane hospodérskej sutaze a o zmene a doplneni niektorych zakonov
v zneni neskorsich predpisov (dalej len ,zakon o ochrane hospodarskej sutaze®),
xiv.zakon €. 300/2005 Z. z. Trestny zakon v zneni neskorSich predpisov.
c) ostatné dokumenty, zmluvy, dohody, administrativne dojednania a iné, ktoré upravuju vztahy medzi
Vykonavatelom a Prijimatelom €i uz priamo alebo nepriamo, a to najma:
i.  Plan obnovy a odolnosti SR schvéleny uznesenim vlady SR ¢. 221 z 28. aprila 2021 v platnom
zneni,
ii. Dohoda o financovani k Mechanizmu na podporu obnovy a odolnosti uzavreta medzi Eurépskou
komisiou a Slovenskom zo 7. oktobra 2021 (dalej len ,Dohoda o financovani*) v platnom zneni,
iii.  Operaéna dohoda k Mechanizmu na podporu obnovy a odolnosti uzavreta medzi Eurépskou
Komisiou a Slovenskom zo 16. decembra 2021 s prilohami v platnom zneni (dalej len ,Opera¢na
dohoda®).
Preddavkova platba - Ghrada finanénych prostriedkov zo strany Prijimatela v prospech dodavatela vopred,
t. ). pred dodanim dohodnutych tovarov, poskytnutim sluZieb alebo vykonanim stavebnych préc; v beznej
obchodnej praxi sa pouziva aj pojem ,,zaloha“ alebo ,,preddavok® a pre doklad, na zaklade ktorého sa
Uhrada realizuje, sa pouZiva aj pojem ,zalohova faktura® alebo ,,preddavkova faktara“. Podmienky tykajuce
sa vyuzivania preddavkovych platieb, vratane moznosti ich vyuZitia v ramci Realizacie projektu, s upravené
v Zavaznej dokumentacii;
Predmet Projektu — hmotne zachytitelna podstata Projektu, ktorej nadobudnutie, realizacia, rekon3trukcia,
poskytnutie alebo iné aktivity opisané v Projekte boli spolufinancované z Prostriedkov mechanizmu; méze
ist napriklad o stavbu, zariadenie, dokumentaciu, ini vec, majetkovi hodnotu alebo prévo, pri€¢om jeden
Projekt mdZe zahfiat aj viacero Predmetov Projektu;
Prijemca osobnych udajov - je fyzicka osoba alebo pravnicka osoba, organ verejnej moci, agentlra alebo
iny subjekt, ktorému sa osobné udaje poskytuji bez ohladu na to, & je tretou stranou, v sulade
s vymedzenim prijemcu podla vSeobecného nariadenia o ochrane Udajov. Organy verejnej moci, ktoré
mozu prijat osobné tdaje v ramci konkrétneho zistovania v sulade s pravom EU alebo pravom ¢lenského
§tatu, sa nepovazuju za Prijemcov osobnych udajov; spractvanie uvedenych Udajov uvedenymi organmi
verejnej moci sa uskutoCiiuje v sulade s uplatnitefnymi pravidlami ochrany udajov v zavislosti od ucelov
spracuvania,
Princip ,,vyrazne nenarusit™ — znamena nepodporovat alebo nevykonavat hospodarske Cinnosti, ktoré
vyrazne poSkodzuju akékolvek environmentélne ciele, v relevantnych pripadoch v zmysle €lanku 17
nariadenia (EU) 2020/852;
Projekt - suhrn aktivit, na ktoré sa vztahuje poskytnutie Prostriedkov mechanizmu v Kladne postdene;
Ziadosti o prostriedky mechanizmu a ktoré realizuje Prijimatel v sulade s touto Zmluvou;
Prostriedky mechanizmu - suma finanénych prostriedkov z verejnych zdrojov urenéd na vykonavanie
Planu obnovy poskytovana Prijimatelovi na Realizaciu Projektu, vychadzajlca z Kladne postdenej ziadosti
o prostriedky mechanizmu, podfa podmienok Zmluvy, Pravneho radmca a Zavaznej dokumentécie.
Maximalna vySka Prostriedkov mechanizmu (prva veta ods. 3.1. ¢lanku 3 Zmluvy o poskytnuti prostriedkov
mechanizmu) predstavuje urCité % z Celkovych opravnenych vydavkov, priCom skutoéne vyplatené
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Prostriedky mechanizmu predstavuju uréité % z Celkovych oprévnenych vydavkov, ktoré su schvalené
Viykonavatefom podfa tejto Zmluvy, Pravneho ramca aZavéznej dokumentacie. VySka skutoéne
vyplatenych Prostriedkov mechanizmu méze byt rovna alebo nizSia ako Maximélna vySka Prostriedkov
mechanizmu;
Realizacia Projektu — suhrn Cinnosti realizovanych Prijimatelom v ramci Projektu uskuto€fiovanych
realizaciou Aktivit Projektu definovanych v Prilohe €. 2 Zmluvy - Opis projektu, na to vyclenenymi finanCnymi
prostriedkami v stlade so Zmluvou;
Riadne - uskutoCnenie Ukonu alebo opomenutie konania v sulade so Zmluvou, Pravnym ramcom,
Zavéaznou dokumentaciou, Vyzvou a s prisludnou schémou pomoci, ak ide o poskytnutie Statnej
pomoci/pomoci de minimis;
Schémy statnej pomoci/schémy pomoci ,,de minimis“, spolo¢ne aj ako ,,schémy pomoci“ — pravne
zavazné dokumenty, ktoré upravuju poskytovanie Statnej pomoci/pomoci de minimis prijimatelom Statne;
pomoci/pomoci de minimis a stanovuju pravidla a podmienky, na zaklade ktorych méze Vykonavatel
poskytnut $tatnu pomoc/pomoc ,de minimis* jednotlivym Prijimatelom;
Schvalené opravnené vydavky — skutocne vynalozené, oddvodnené ariadne preukazané Opravnené
vydavky Prijimatela, ktoré su schvélené Vykonavatelom v ramci prediozenych Ziadosti o platbu; s ohfadom
na definiciu Celkovych opravnenych vydavkov vyska Schvalenych opravnenych vydavkov moze byt rovna
alebo nizSia ako vySka Celkovych opravnenych vydavkov. Schvélené opravnené vydavky mézu byt
dodatoCne znizené v sllade s § 21 zakona o mechanizme. Za Schvalené opravnené vydavky sa povazuju
aj vydavky vykazované zjednodusenym spdsobom vykazovania, ktoré st schvalené Vykonavatelom v rAmci
predlozenych Ziadosti o platbu a ktorych vynaloZenie sa nepreukazuije:
Systém implementacie Planu obnovy a odolnosti Slovenskej republiky alebo Systém implementacie
— dokument definovany v § 2 pism. ) zdkona o mechanizme; pre Ucely Zmluvy je vzdy zavézna ucinna
zverejnena verzia uvedeného dokumentu na webovom sidle NIKA;
Udrzatelnost' — udrzanie (zachovanie) Ciela Projektu poCas Doby udrzatelnosti Projektu podla Zmluvy.
V pripade, ak sa na Projekt UdrZatelnost nevztahuje, povinnosti Prijimatela tykajuce sa Udrzatelnosti
vyplyvajuce z tejto Zmluvy sa neuplatnia;
Uétovny doklad — doklad definovany v § 10 ods. 1 zakona o G&tovnictve, pri¢om za dostatoéné spinenie
naleZitosti podla § 10 ods. 1 pismena f) tohto zakona sa povazuje vyhlasenie Prijimatela v ZoP v &asti
Cestné vyhlasenie. V pripade vyuzivania Preddavkovych platieb sa za Ugtovny doklad povazuje aj doklad
(tzv. zalohova alebo preddavkové faktura), na zaklade ktorého je uhradzana Preddavkova platba zo strany
Prijimatela dodavatelovi. Na Prijimatefa, ktory nie je G&tovnou jednotkou, sa definicia Ugtovného dokladu
podia prvej vety vztahuje primerane s ohfadom na povahu konkrétneho vydavku takéhoto Prijimatela, v
sulade s podmienkami vyplyvajucimi zo Zavaznej dokumentacie;
Ukoncenie vecnej realizacie Projektu — den, ku ktorému Prijimatel kumulativne spini niz3ie uvedené
podmienky:

a) fyzicky sa zrealizovali vSetky Aktivity Projektu,

b) hmotne zachytitelny Predmet Projektu bol riadne ukonéeny/dodany Prijimatelovi, Prijimatel ho
prevzal a ak to vyplyva z charakteru plnenia, aj ho uviedol do uzivania. Pri Predmete Projektu, ktory
je hmotne zachytitelny, sa splnenie tejto podmienky preukazuje najmé:

(i) predlozenim pravoplatného kolaudaéného rozhodnutia bez vad a nedorobkov, ktoré maju
alebo mézu mat vplyv na funkénost, ak je Predmetom Projektu stavba, alebo

(ii) preberacim/odovzdavacim protokolom/dodacim listom/ingym vhodnym dokumentom, ktory je
podpisany, ak je Predmetom Projektu zariadenie, dokumentécia, ind hnutefnd vec, pravo
alebo ind majetkova hodnota, pri¢om z dokumentu alebo dolozky k nemu (ak je vydany tretou
osobou) musi vyplyvat prijatie tohto Predmetu Projektu Prijimatelom a uvedenie do uzivania
(ak je to s ohfadom na Predmet Projektu relevantné), alebo

(iii) predloZenim rozhodnutia o predasnom uzivani stavby alebo rozhodnutia 0 doCasnom uzivani
stavby, pricom vady a nedorobky v nich uvedené nemaju alebo nemdézu mat vplyv na
funkénost stavby, ktora je Predmetom Projektu; Prijimatel je povinny vtomto pripade do
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skonCenia Doby udrZatelnosti Projektu uviest stavbu do riadneho uzivania, ¢o preukaze
prislusnym pravoplatnym rozhodnutim, alebo
(iv) inym obdobnym dokumentom, z ktorého nepochybnym, ur€itym a zrozumitefnym spdsobom
vyplyva, Ze Predmet Projektu bol odovzdany Prijimatelovi, alebo bol so suhlasom Prijimatela
sfunkéneny alebo aplikovany tak, ako sa to predpokladalo v Kladne posudenej Ziadosti
o prostriedky mechanizmu.
Ak Predmet Projektu nie je hmotne zachytitefny (zaznamenatelny), Ukon¢enim vecne;j realizacie Projektu
je den, ku ktorému doSlo k ukonCeniu poslednej Aktivity Projektu; Prijimatel pisomne informuje
Vykonavatela o Ukonéeni vecnej realizicie Projektu, priom sucastou tejto informacie je dokument
oddvodriujuci ukoncenie poslednej Aktivity Projektu v dany def.
Ak mé& poslednd ukonovana Aktivita Projektu viacero Predmetov Projektu, pre Ucel UkonCenia vecnej
realizacie Projektu sa povazuje naplnenie posledného Predmetu Projektu tejto Aktivity Projektu, priCom
musia byt suCasne napinené (ukonCené) aj skor zrealizované Predmety Projektu. Tymto nie je dotknuta
moznost skorSieho ukoncenia jednotlivych Aktivit Projektu za G¢elom dodrzania lehdt uvedenych v Prilohe
€. 2 Zmluvy - Opis Projektu;
Ukonéenie realizacie Projektu — k Ukonceniu realizacie Projektu dojde vtedy, ked d6jde k Ukon&eniu
vecnej realizacie Projektu ako aj Finanénému ukonéeniu Projektu
Véas - konanie v stlade s ¢asom plnenia uréenom v Zmluve, v Pravnom ramci, Zavaznej dokumentécii,
Viyzve a v prisluSnej schéme pomoci, ak ide o poskytnutie $tatnej pomoci/pomoci de minimis;
Vydavky vykazované zjednoduS$enym spdsobom vykazovania - vydavky vykazované v sulade
s ustanovenim § 14 ods. 5 zakona o mechanizme a ¢l. 125 ods. 1, pism. a), c) d) alebo e) nariadenia
0 rozpoctovych pravidlach.
Vyzva na predkladanie Ziadosti o poskytnutie prostriedkov mechanizmu alebo ,,Vyzva“ - podklad
vypracovany podla ustanovenia § 15 zakona o mechanizme, na zaklade ktorého Prijimatel v postaveni
Ziadatela vypracoval a predlozil ziadost o prostriedky mechanizmu Vykonavatelovi; Uréujicou Vyzvou pre
zmluvné strany je Vlyzva, ktorej kod je uvedeny v €lanku 2 odseku 2.2 Zmluvy o poskytnuti prostriedkov
mechanizmu;
Zacatie realizacie Projektu — zacatie realizacie prvej aktivity Projektu v sulade s Prilohou €. 2 Zmluvy -
Opis Projektu, priCom v zavislosti od charakteru Projektu zaCatie realizacie Projektu nastane kalendarnym
diiom, ktorym je den:
(i) zacatia stavebnych préc na Projekte, alebo
(i) vystavenia prvej pisomnej objednavky pre dodavatela alebo defi nadobudnutia ucinnosti prve;
zmluvy s dodévatefom, ak prisluna zmluva s dodavatelom nepredpokladad vystavenie pisomnej
objednavky, alebo
(iii) zaGatia poskytovania sluZieb tykajdcich sa Projektu, alebo
(iv) zacatia rieSenia vyskumnej a/alebo vyvojovej Ulohy v ramci Projektu, alebo
(v) zacatia realizacie inej innosti v ramci prvej Aktivity v stlade s Vyzvou, ktord nemozno podradit' pod
bodly (i) aZ (v) a ktora je ako Aktivita uvedend v Prilohe &. 2 Zmluvy - Opis Projektu,
podla toho, ktoré zo skutonosti uvedenych pod pismenami (i) az (v) nastane ako prva. OdliSne od vy3Sie
uvedeného sa Zadatim realiz&cie Projektu v pripade poskytovania Statnej pomoci/pomoci de minimis
rozumie zadatie prac na Projekte v zmysle pravidiel EU pre $tatnu pomoc (napr. podfa &lanku 2, bod 23
nariadenia Komisie (EU) &. 651/2014 o vyhlaseni urgitych kategérii pomoci za zlucitelné s vnitornym trhom
podla &lankov 107 a 108 zmluvy v platnom zneni alebo nariadenia Komisie (EU) &. 2023/2831 v platnom
zneni).
Viykonanie akéhokolvek Ukonu vztahujuceho sa k realizacii verejného obstaravania nie je Realiz&ciou
Projektu, a preto vo vztahu k Zacatiu realizacie Projektu nevyvolava Ziadne pravne dosledky.
Ziadost' o platbu alebo ZoP — dokument, ktory pozostava z formularu Ziadosti a povinnych priloh, na
zaklade ktorého je Prijimatelovi mozné po jej schvaleni poskytnut Prostriedky mechanizmu;
Zavazna dokumentacia — dokumenty vydané Vykonavatelom v sulade s a na zaklade Pravneho ramca
(najmé zakon o mechanizme, Systém implementécie, nariadenie (EU) 2021/241) a v stlade so Zmluvou,
ktoré su riadne zverejnené na oficiainom webovom sidle Vykonavatela, resp. priamo adresované
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a)

Prijimatelovi bez ohladu na ich nazov, pravnu formu a proceduru (postup) ich vydania alebo schvalenia
a obsahuju blizSiu Specifikaciu postupov Vykonavatela a Prijimatela pri plneni tejto Zmluvy. Zavazna
dokumentécia je pre zmluvné strany zavazna bez ohladu na jej ndzov, ak Vykonavatel jej zavaznost stanovil
priamo v dokumente.

Clanok 2. VSEOBECNE POVINNOSTI ZMLUVNYCH STRAN

Prijimatel sa zavazuje dodrziavat' ustanovenia Zmluvy tak, aby bol Projekt realizovany Riadne, Véas a
v sulade s jej ustanoveniami a postupovat pri Realiz&cii Projektu s odbornou starostlivostou.
Projekt je realizovany Riadne a V¢as, ak Prijimatel zrealizoval Projekt v ramci Obdobia realizacie Projektu,
ktory je vsulade s podmienkami stanovenymi vo Vyzve, v sulade s Kladne posudenou ziadostou o
prostriedky mechanizmu, touto Zmluvou, Pravnym ramcom a Zavaznou dokumentaciou a zabezpedil
dosiahnutie Ciela Projektu, doSlo k UkonCeniu vecnej realizacie Projektu a k Finanénému ukonCeniu
Projektu a zmluvné strany si vzajomne vyrovnali v3etky zavazky vratane inych pravnych narokov
vyplyvajucich z tejto Zmluvy a/alebo vSeobecne zavaznych pravnych predpisov SR.
Prijimatel zodpoveda Vykonavatelovi za Realizéciu Projektu a udrzanie Ciefa Projektu v celom rozsahu za
podmienok uvedenych v Zmluve. Ak Prijimatel realizuje Projekt pomocou dodavatelov alebo inych oséb,
zodpoveda za Realizaciu Projektu, akoby ju vykonaval sam. Vykonavatel nie je v ziadnej faze Realizacie
Projektu zodpovedny za akékolvek poruSenie povinnosti Prijimatela voci jeho dodavatelovi alebo akejkolvek
inej osobe podielajicej sa na Realizacii Projektu. Jedinou zmluvnou stranou Vykonavatela vo vztahu k
Projektu je Prijimatel.
Prijimatel sa zavazuije:
dosiahnut Ciel Projektu tak, ako je definovany v tejto Zmluve v rdmci Prilohy &. 2 - Opis projektu, v stlade
s Kladne posudenou Ziadostou o poskytnutie Prostriedkov mechanizmu a jeho Specifikaciou v Prilohe €.
2 Zmluvy - Opis Projektu, v rozsahu a spdsobom podfa Zmluvy,
udrzat dosiahnuty Ciel Projektu podfa Zmluvy, a to pocas celej Doby udrZatelnosti Projektu, ak Zmluva
neustanovuje inak,
uzatvarat zmluvné vztahy v suvislosti s Realizaciou Projektu s tretimi stranami vyhradne v pisomnej
forme, ak Viykonavatel neuréi inak,
zabezpelit pouZitie Prostriedkov mechanizmu v sulade so Zmluvou a s principmi hospodarnosti,
efektivnosti, u€innosti a uCelnosti vyhradne na thradu Opravnenych vydavkov spojenych s Realiz&ciou
Projektu a na dosiahnutie Ciela Projektu,
ak je Prijimatel G¢tovnou jednotkou podfa zkona o Uctovnictve, viest Uctovnictvo v sulade so zakonom
0 Uctovnictve tak, aby na uctoch, resp. v Uctovnych knihach, boli vydavky Projektu jednoznacne
identifikovatelné, t. j. v pripade podvojného U¢tovnictva Prijimatel vyuZiva analyticku evidenciu a v pripade
jednoduchého uctovnictva slovné a Ciselné oznacovanie Projektu; ak Prijimatel nie je u¢tovnou jednotkou
podla zakona o uctovnictve, je povinny viest evidenciu majetku, zavazkov, prijmov a vydavkov (pojmy
definované v ustanoveni § 2 ods. 4 zakona o Uctovnictve) tykajucich sa Projektu v U¢tovnych knihach
podla § 15 ods. 1 zakona o U¢tovnictve (Uctovné knihy pouzivané v sustave jednoduchého uctovnictva)
so slovnym a Ciselnym oznaCenim Projektu pri zapisoch v nich, priom na vedenie tejto evidencie,
preukazovanie zapisov a spdsob ocefiovania majetku a zavazkov sa primerane pouZiju ustanovenia
zakona o Uctovnictve. Zaznamy podfa tohto pismena musia vytvorit' zéklad pre nérokovanie platieb a
ulah¢it proces kontroly aauditu zo strany Oprévnenych osdb; ak ma Prijimatel sidlo alebo miesto
podnikania mimo Uzemia SR, je povinny viest U¢tovnictvo tykajuce sa poskytovania Prostriedkov
mechanizmu podla pravneho poriadku $tatu, na uzemi ktorého ma sidlo alebo miesto podnikania, pricom
ustanovenia o povinnosti oznaCovania Projektu v G¢tovnictve sa pouZiju primerane,
ak su Prijimatelovi poskytované Prostriedky mechanizmu na vykon nehospodérskej Cinnosti, avSak
Prijimatel vykonava aj hospodarsku ¢innost, Prijimatel je povinny viest oddelent uctovnu evidenciu o
hospodarskej innosti a nehospodarskej ¢innosti, ak je Prijimatel uctovnou jednotkou. Ak Prijimatel nie je
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Uétovnou jednotkou, je povinny viest evidenciu majetku, zavazkov a prijmov podla pismena e) tohto
¢lanku VZP v &leneni na hospodarsku a nehospodarsku éinnost,

g) uchovavat vSetku dokumentaciu k Projektu v sulade so Zmluvou (najma s ¢lankom 13 VZP) a Pravnym
ramcom (najma zakon o uctovnictve v suvislosti s uchovavanim Uctovnej dokumentécie) a Zavaznou
dokumentaciou, minimalne do 31. augusta 2031, ak z ods. 6.3. ¢lanku 6 Zmluvy poskytnuti prostriedkov
mechanizmu nevyplyva dihSia doba, a do tejto doby strpiet vykon kontroly/auditu zo strany Opravnenych
os6b podfa Pravneho rdmca. Stanovena doba podfa predchadzajicej vety mdze byt automaticky
prediZena (t. j. bez potreby vyhotovovania osobitného dodatku k Zmluve) len na zéklade oznamenia
Vlykonavatela Prijimatelovi v zmysle Pravneho ramca. PoruSenie povinnosti vyplyvajucich z tohto
pismena je podstatnym porusenim Zmluvy podfa ¢lanku 11 VZP,

h)  uplatfovat dodrZanie principu ,vyrazne nenarusit* a principu ,podpora rovnosti muzov a zien a rovnosti
prileZitosti pre véetkych* v stlade s nariadenim (EU) 2021/241.

d. V pripade, ak poskytnutie Prostriedkov mechanizmu je poskytnutim Statnej pomoci/pomoci de minimis podfa
osobitnych predpisov, Prijimatel sa zavazuje, ze v sulade s ustanovenim § 17 ods. 4 zakona o Statnej
pomoci dodrZi vSetky podmienky, za ktorych sa mu pomoc poskytia a ak prestane spifiat podmienky
poskytnutia Statnej pomoci/pomoci de minimis podla zékona o $tatnej pomoci a/alebo Schémy Statne;
pomoci / Schémy pomoci de minimis, ktorych plnenie ma trvat poCas stanovenej doby, vrati poskytnutl
pomoc. Na Ziadost Vykonavatela je Prijimatel povinny predloZit mu vSetky potrebné doklady a vetky
informacie nevyhnutné pre posudenie spinenia pravidiel Statnej pomoci/pomoci de minimis.

6. Prijimatel je pri prijati a pouziti Prostriedkov mechanizmu povinny vykonat vsetky ukony smerujtce k tomu,
aby poskytnutim Prostriedkov mechanizmu nedo$lo k poskytnutiu Statnej pomoci/pomoci de minimis v
rozpore s pravidlami EU a SR pre $tatnu pomoc/pomoc de minimis.

7. Prijimatel sa zavazuje zabezpecCit Realizaciu Projektu v uplnom sulade so Zmluvou, s Kladne postudenou
Ziadostou o prostriedky mechanizmu, Pravnym ramcom a Zavaznou dokumentaciou. Dokumenty, ktoré s
sucastou Pravneho ramca a Zavaznej dokumentacie spolu so Zmluvou stanovuju podmienky poskytnutia
Prostriedkov mechanizmu na Realizaciu Projektu. Prijimatel podpisom Zmluvy vyhlasuje, Ze sa s tymito
dokumentmi oboznamil a zavazuje sa ich dodrziavat v rozsahu, v akom sa na neho a na Realizaciu Projektu
vztahuju.

8. Zmluvné strany sa vzajomne zavazuju poskytovat si vSetku potrebnu sucinnost na plnenie zavazkov z tejto
Zmluvy. V pripade, ak ma zmluvna strana za to, Ze druha zmluvna strana neposkytuje dostatoénu
pozadovanu sucinnost, je povinna ju pisomne vyzvat na napravu.

9. Tato Zmluva obsahovo vychadza z informacii pisomne poskytnutych Prijimatelom, jeho prostrednictvom
alebo v jeho mene Vykonavatelovi alebo Vykonavatefom poverenym osobam v dobe pred uzatvorenim
Zmluvy, a to najma, nie vSak vyluCne, informécii uvedenych v Kladne posudenej ziadosti o prostriedky
mechanizmu ako aj informécii poskytnutych v ¢ase poéas jej posudzovania. Ak tato Zmluva vychadza zo
skreslenych, nepresnych, neuplnych alebo nepravdivych informécii poskytnutych Prijimatelom, povaZuje sa
to za podstatné porusenie Zmluvy podfa ¢lanku 11 VZP.

10.  Nesplnenie, resp. omeSkanie v pineni niektorej z povinnosti Prijimatela podfa tohto ¢lanku VZP sa povazuje
za podstatné porusenie Zmluvy podfa ¢lanku 11 VZP.

11. Ak podla Zmluvy udeluje Vykondvatel' suhlas tykajuci sa Prijimatela alebo Projektu, zmluvné strany sa
vyslovne dohodli, Ze na udelenie takéhoto sthlasu nema Prijimatel pravny narok, ak z Pravneho rdmca
nevyplyva inak.

Clanok 3. VEREJNE OBSTARAVANIE SLUZIEB, TOVAROV A PRAC PRIJIMATELOM

1. Prijimatel ma pravo zabezpecit od tretich osdb dodavku sluzieb, tovarov a stavebnych prac potrebnych pre
Realizaciu Projektu a sucasne je povinny dodrZiavat principy nediskriminacie hospodéarskych subjektov,
rovnakého zaobchadzania, transparentnosti, vratane zakazu konfliktu zaujmov, principov hospodarnosti,
efektivnosti, proporcionality, G¢innosti a Uéelnosti.

2. Prijimatel je povinny postupovat pri zad&vani zakaziek na dodanie sluZieb, tovarov a stavebnych préc
potrebnych pre Realiz&ciu Projektu ako aj pri zmenéach tychto zakaziek v sulade so zakonom o VO, v sulade
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s platnymi pravnymi predpismi SR a pravnymi aktmi EU upravujicimi verejné obstaravanie tovarov, sluzieb
a stavebnych prac, v stlade s Pravnym ramcom, Zavaznou dokumentaciou a v sulade so Zmluvou.
Overenie dodrzania pravidiel, postupov a principov verejného obstardvania Prijimatelom vykonava
Vykonavatel spravidla v ramci administrativnej finanénej kontroly ZoP podla zakona o finangnej kontrole.
Prijimatel je povinny predlozit kompletni dokumentaciu k ukonéenému postupu verejného obstaravania (t.
j- k verejnému obstaravaniu, vysledkom ktorého je uz u€inna zmluva medzi Prijimatefom a dodavatelom)
najneskor ako podklad k ZoP, v ktorej su prvykrat narokované vydavky naviazané na toto verejné
obstaravanie, ak Vykonavatel' neuréi, Ze poZaduje predlozenie dokumentacie k ukonéenému verejnému
obstaravaniu (t. j. k verejnému obstaravaniu, vysledkom ktorého je uz ucinna zmluva medzi Prijimatefom
a dodavatelom) este pred predlozenim ZoP podla odseku 4 tohto ¢lanku VZP.

Vykondvatel je oprévneny vykonat overenie dodrzania pravidiel, postupov a principov verejného
obstaravania Prijimatelom aj v ramci osobitnej kontroly mimo administrativnej finanénej kontroly ZoP.
V takomto pripade Prijimatel predklada kompletnd dokumentaciu k ukonCenému postupu verejného
obstaravania (t. j. k verejnému obstaravaniu, vysledkom ktorého je uz G¢inna zmluva medzi Prijimatelom
a dodavatelom) v termine stanovenom Vykonavatelom, ktory pisomne Prijimatelovi oznami alebo stanovi v
Zavéznej dokumentacii.

Prijimatel je povinny predlozit Vykonavatelovi na kontrolu aj kazdy dodatok k zmluve, ktora bola vysledkom
verejného obstaravania, Bezodkladne po nadobudnuti Ucinnosti takéhoto dodatku; Vykonavatel' vykona
Kontrolu dodrzania pravidiel, postupov a principov verejného obstaravania Prijimatelom aj na overenie
tychto dodatkov.

Vykondvatel pre ucely overenia dodrZania pravidiel, postupov a principov verejného obstaravania moze
vyuzivat vSetky dostupné Udaje a informacie, vratane informacéného systému ARACHNE.

V sulade s ustanovenim § 11 zakona o VO Prijimatel nesmie uzavriet zmluvu, koncesnu zmluvu alebo
ramcovU dohodu s uchadzacom alebo uchadza¢mi, ktori maju povinnost zapisovat sa do registra partnerov
verejného sektora podla zakona o registri partnerov verejného sektora a nie su zapisani v registri partnerov
verejného sektora, alebo ktorych subdodévatelia maju povinnost zapisovat sa do registra partnerov
verejného sektora a nie su zapisani v registri partnerov verejného sektora, ak z pravnych predpisov SR
nevyplyva inak.

Prijimatel sa zavazuje zabezpeCit vramci zavazkového vztahu skazdym dodavatelom povinnost
dodavatela strpiet vykon kontroly/auditu suvisiaceho s dodavanym tovarom, sluzbami a stavebnymi
pracami do uplynutia leh6t podla ods. 6.3. ¢lanku 6 Zmluvy o poskytnuti prostriedkov mechanizmu
Opravnenymi osobami na vykon tejto kontroly/auditu a tiez povinnost dodavatela poskytnit Opravnenym
osobam vSetku potrebnu siginnost.

Ak sa ustanovenia zakona o VO na Prijimatela alebo danu zakazku nevztahuju, je Prijimatel povinny
postupovat pri vybere dodavatela v sUlade s principmi uvedenymi v odseku 1 tohto Clanku VZP.
Vykondvatel je opravneny blizSie urCit postupy pre zadavanie zékaziek, na ktoré sa nevztahuju ustanovenia
zakona o VO; v takomto pripade je Prijimatel povinny postupovat pri vybere dodavatela podia postupov
urCenych v Zavaznej dokumentacii.

Clanok 4. OPRAVNENE VYDAVKY

Opravnenymi vydavkami su vSetky vydavky, ktoré st nevyhnutné na dosiahnutie Ciela projektu a Realizaciu

Projektu v pozadovanom rozsahu, kvalite a &ase a ktoré spifiaju véetky nasledujice podmienky:

a) boli vynalozené priamo na Realizaciu Projektu a vznikli po¢as Obdobia realizacie Projektu a zaroven
poCas Obdobia opravnenosti vydavkov v stlade s ods. 3.5. ¢lanku 3 Zmluvy o poskytnuti prostriedkov
mechanizmu,

b) su stucastou odsuhlaseného rozpoCtu Projektu vratane jeho pripadnych zmien v stlade so Zmluvou, su
v stlade s obsahovou strankou Projektu, prispievaju k dosiahnutiu Ciela Projektu a st s nim v sulade,
su primerané a nevyhnutné pre realizaciu Projektu,
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c) spifiaju podmienky opravnenosti vydavkov uréené podra Vyzvy alebo Zavéznej dokumentacie,

d) viazu sa na Aktivitu Projektu, ktora bola skutoéne realizovana po 1. februari 2020, a tieto vydavky boli
uhradené dodavatelovi alebo zamestnancovi Prijimatefla (ak ide napr. o mzdové vydavky), alebo boli
odvedené alebo inak vynalozené, ak sa zo svojej podstaty neuhradzaju ani neodvadzaju (napriklad
odpisy), pred predlozenim Ziadosti o platbu a zarover boli, bez ohladu na ich charakter, premietnuté do
uétovnictva Prijimatefa v zmysle prislusnych pravnych predpisov SR a podmienok stanovenych
v Zmluve, ak je Prijimatel uétovnou jednotkou, resp. uvedené v evidencii majetku, zavazkov, prijmov
a vydavkov v sulade s ods. 4 pism. ) ¢lanku 2 VZP, ak Prijimatel nie je u¢tovnou jednotkou; podmienka
uhrady dodavatelovi alebo zamestnancovi Prijimatela nemusi byt splnena v pripade, ak ide o vydavky
vykazované zjednoduSenym spdsobom vykazovania alebo ak sa tato podmienka nevyzaduje s ohladom
na konkrétny systém financovania v sulade s podmienkami upravenymi v ¢lanku 17 VZP a Zavaznou
dokumentaciou,

e) boli vynalozené v stlade so Zmluvou, Zavaznou dokumentaciou a Pravnym ramcom vratane pravidiel
tykajucich sa Statnej pomoci podia osobitnych predpisov,

f) sU v sulade s principmi hospodarnosti, efektivnosti, téinnosti a uéelnosti,

g) su v sulade s principom ,vyrazne nenarusit*,

h) su identifikovatelné, preukazatelné a s dolozené Udtovnymi dokladmi (. j. faktarami alebo inymi
relevantnymi dokladmi), ktoré su riadne evidované u Prijimatela v sulade s pravnymi predpismi SR a
Zmluvou; preukazanie vydavkov Ugtovnymi dokladmi sa nevztahuje na vydavky vykazované
zjednodu$enym spsobom vykazovania a na poskytnutie zalohovej platby; vydavky musia byt uhradené
Prijimatelom a ich uhradenie musi byt doloZzené najneskér pred ich predloZenim Vykonavatelovi; pre
G&ely uhrady Preddavkovej platby sa za Uétovny doklad povazuje aj doklad, na zaklade ktorého je
uhradzana Preddavkova platba zo strany Prijimatela dodavatelovi,

i) navzajom sa ¢asovo a vecne neprekryvaju,

j) v suvislosti s ich vynalozenim nebola identifikovana Nezrovnalost, najma taka, ktora je posudzovana
ako podvod, korupcia a Konflikt zaujmov,

k) nepredstavuju Dvojité financovanie.

2. Vydavky Prijimatela deklarované v ZoP st zaokrihlené na dve desatinné miesta (1 eurocent). Ak vydavok
nespifia podmienky opravnenosti podra odseku 1 tohto &lanku VZP, takéto neopravnené vydavky nie s
spdsobilé na preplatenie z Prostriedkov mechanizmu v ramci podanej ZoP a o takéto neopravnené vydavky
bude znizend suma pozadovana na preplatenie vramci podanej ZoP. Ak nesplnenie podmienok
opravnenosti vydavkov podlfa odseku 1 tohto &lanku VZP zisti Opravnena osoba kontrolou/auditom
podla ¢lanku 13 VZP na urovni Prijimatela, Prijimatel je povinny vratit Prostriedky mechanizmu alebo ich
Cast’ zodpovedajucu takto vyCislenym neopravnenym vydavkom na zéklade a v sulade so ziadostou o
vratenie Prostriedkov mechanizmu alebo ich Casti podla ¢lanku 14 VZP, bez ohfadu na skutoCnost, ze
pdvodne mohli byt tieto vydavky klasifikované a/alebo schvalené ako opravnené vydavky.

Clanok 5. MONITOROVANIE PROJEKTU A POSKYTOVANIE INFORMACII

1. Prijimatel’ je povinny pocas ucinnosti Zmluvy predkladat Vykonavatelovi monitorovaciu spravu alebo
monitorovacie spravy vo formate ur€enom Vykonavatelom, v rozsahu a spédsobom upravenym v ods. 4.1.3.
clanku 4 Zmluvy o poskytnuti prostriedkov mechanizmu.

2. Monitorovacia sprava Projektu, v zavislosti od terminu jej predkladania, méze byt:

a) priebezna monitorovacia sprava,
b) zavere¢na monitorovacia sprava,
c) néasledna monitorovacia sprava.

3. Ak je Prijimatel povinny predkladat Vykonévatelovi priebezné monitorovacie spravy, Prijimatel ich
predklada spolu s predlozenim ZoP, ak v ods. 4.1.3. &lanku 4 Zmluvy o poskytnuti prostriedkov mechanizmu
nie je stanoveny iny termin na predkladanie priebeznych monitorovacich sprév. Prvé monitorované obdobie,
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10.

ktoré je predmetom priebeznej monitorovacej spravy, zacina kalendarnym mesiacom, v ktorom Zmluva
nadobudla ucinnost, resp. kalendarnym mesiacom, v ktorom do$lo k Zacatiu realizacie Projektu, ak Zacatie
realiz&cie Projektu nastalo pred nadobudnutim G¢innosti Zmluvy. Posledné monitorované obdobie pre Ucely
predkladania priebeZnej monitorovacej spravy konéi kalendarnym mesiacom, v ktorom do$lo k Ukonceniu
vecnej realizacie Projekiu.

Ak je Prijimatel povinny predloZit Vykonavatelovi zavere¢nu monitorovaciu spravu, Prijimatel ju predklada
spolu so zavere¢nou ZoP. Monitorované obdobie zavereénej monitorovacej spravy je k 30.06.2026.

Ak je Prijimatel povinny predkladat Vykonavatelovi nasledné monitorovacie spravy, predklada ich pocas
Doby udrzatefnosti Projektu. Prijimatel je povinny predkladat nasledné monitorovacie spravy
Viykonavatelovi najmenej kazdych 12 mesiacov odo diia UkonCenia realizacie Projektu. Naslednl
monitorovaciu spravu predklada Prijimatel najneskor do 30 dni od ukonéenia prvého monitorovaného
obdobia Projektu. Prvé monitorované obdobie pre (&ely naslednej monitorovacej spravy zaCina
kalendarnym mesiacom, v ktorom bola Ukon¢ené realizécia Projektu.

Vykonavatel ma pravo pozadovat od Prijimatela predlozenie dodatoénych Udajov, informéacii a priloh
k monitorovacej sprave (napr. doklady preukazujuce ako Projekt prispieva k pineniu milnikov a cielov
investicie a/alebo reformy, odpocet plnenia opatreni prijatych na odstranenie nedostatkov a pricin ich vzniku
identifikovanych finanénou kontrolou, doklady preukazujice Uhradu pokut za identifikované porusenia
predpisov, ziskané certifikaty a daldiu dokumentaciu, ktoré ur€i Vykonavatel). Prijimatel berie na vedomie,
Ze Vlykonavatel je opravneny v pripade potreby vykonat aj kontrolu v stvislosti s poskytovanymi Gdajmi,
informaciami a dokumentaciou a je opravneny vo vykonavanych kontrolach zohladnit a overit' aj Udaje,
informacie, prilohy a dokumentéaciu predloZené Prijimatelom v monitorovacich spravach.

Prijimatel je povinny pisomne informovat’ Vykonavatela Bezodkladne odo dfia, kedy sa o nich Prijimatel
dozvedel:

a) o zacati a ukonCeni akéhokolvek sudneho, exekuéného alebo spravneho konania vodi
Prijimatelovi, o vzniku a zaniku OVZ, o vSetkych zisteniach Opravnenych osdb pripadne inych
kontrolnych orgénov, ako aj o akychkolvek inych skutoCnostiach, ktoré maju alebo mézu mat
negativny vplyv na Realizaciu Projektu a/alebo na naplnenie alebo udrzanie Ciela Projektu.
Prijimatel je tiez povinny informovat Vykonavatela o zaati a ukonceni konkurzného konania a
konkurzu, reStrukturalizacného konania a reStrukturalizacie, konania o navrhu na uréenie
splatkového kalendara, ako aj o vstupe Prijimatela do likvidacie a jej ukoncenti, alebo o skutoCnosti,
Ze Prijimatel je povazovany za spoloCnost v krize. Prijimatel je povinny informovat Vykonavatela
0 zavedeni ozdravného rezimu a zavedeni nutenej spravy,

b) o v8etkych zmenach a skutonostiach, ktoré maju alebo mézu mat negativny vplyv na riadne a
v€asné pinenie povinnosti podfa Zmluvy, Pravneho rdmca a Zavaznej dokumentécie, suvisia alebo
moZu sUvisiet' s neplnenim Zmluvy; nasledne bez zbyto¢ného odkladu zmluvné strany prerokuiju
dalSie moznosti a spdsoby plnenia predmetu a Gcelu Zmluvy,

c) o akomkolvek prebiehajicom vySetrovani, podozreni a/alebo potvrdeni podvodu, korupcie a/alebo
konfliktu z&aujmov zo strany organu opravneného konat' v danej veci.

Prijimatel je zodpovedny za presnost, spravnost, pravdivost a Uplnost v3etkych informécii poskytovanych
Viykonavatelovi.

Prijimatel berie na vedomie, ze Viykonavatel je opravneny pozadovat od Prijimatela spravy a informacie
tykajuce sa Projektu aj nad ramec informécii poskytovanych v ramci monitorovacich spréav a Prijimatel je
povinny v lehotach stanovenych Vykonavatefom tieto spravy a informacie poskytnut.

Prijimatel suhlasi s poskytnutim udajov o Projekte a/alebo v suvislosti s nim vratane udajov o Prijimatelovi
Viykonavatefom a dalSim subjektom na zéklade a v sUlade s Pravnym rdmcom (najmé, nie vSak vylu€ne:
NIKA, organu zabezpeCujlcemu alalebo vykondvajucemu audit, organu zabezpecujucemu ochranu
finanénych zaujmov EU, Eurépskej komisii, Eurépskemu dvoru auditorov, Eurépskemu tradu pre boj proti
podvodom (OLAF), Eurdpskej prokurature).

12



SLOVEMNSKE] REPUBLIKY

Financované ; P - E MINISTERSTVO
Eurépskou iniou | PLAN {OBNOVY N s

MNextGenerationEU

Priloha €. 1 Zmluvy } ) 3
Clanok 6. INFORMOVANOST, KOMUNIKACIA A VIDITELNOST

1. Prijimatel je povinny poskytnut' sucinnost Eurdpskej komisii, Vykonévatelovi a NIKA, podfa ¢lanku 34
nariadenia (EU) 2021/241 na zabezpedenie zviditelnenia mechanizmu na podporu obnovy a odolnosti, tak,
Ze poskytne koherentné, ucinné a primerané cielené informacie réznym ciefovym skupindm vratane médii
a verejnosti. Osobné Udaje Prijimatela s spractvané v sllade s ¢lankom 5 Zmluvy o poskytnuti
prostriedkov mechanizmu.

2. Prijimatel je povinny po€as uéinnosti Zmluvy podfa élanku 6 Zmluvy o poskytnuti prostriedkov mechanizmu,
minimaine vSak po dobu piatich rokov od Ukon&enia realizacie Projektu, podfa toho, ktora skutonost
nastane neskdr, informovat verejnost o Prostriedkoch mechanizmu, ktoré na zaklade Zmluvy ziska, resp.
ziskal, a to prostrednictvom opatreni v oblasti informovania, komunikacie a viditelnosti uvedenych v tomto
¢lanku VZP, ostatnych ustanoveniach Zmluvy a Zavaznej dokumentacie. Prijimatel s ciefom zviditelnit
mechanizmus na podporu obnovy a odolnosti podia nariadenia (EU) 2021/241 ako zdroj finanénych
prostriedkov zabezpedi:

a) ak Predmetom Projektu je hmotne zachytitelny vystup (napr. stavba, zariadenie, iny hmotny vystup
umozAujuci oznacenie podla tohto ustanovenia), vo vztahu k takému Predmetu Projektu:

1. zobrazenie komplexnej informéacie, vratane emblému EU s napisom ,Financovany Eurépskou
Uniou NextGenerationEU"/,Financované Eurdpskou Uniou NextGenerationEU“. Ak tak urci
Vykonavatel v Zavaznej dokumentacii, informacia moze byt doplnena nazvom investicie/reformy
alebo inymi doplAujucimi informéciami, tykajucimi sa investicie/reformy;

2. dodrzanie pravidla, , aby pri zobrazeni v spojeni s inym logom bol emblém EU zobrazeny
minimalne tak zretefne a viditelne ako ostatné loga a bol najmenej rovnakej velkosti, ako najvacsie
zobrazené logo. Emblém musi zostat zretelny a samostatny a nemozno ho upravit pridanim dalSich
vizualnych prvkov, znagiek alebo textu. Okrem emblému EU nema byt pouzita Ziadna ina vizualna
identita alebo logo na zvyraznenie podpory EU. PouZije sa tiez oficialne logo Planu obnovy na
zaklade logo a dizajn manualu od NIKA. Mdze byt doplnené aj logo investicie/reformy;

3. umiestnenie takejto informécie bezprostredne, najneskor viak tri mesiace po Ukonéeni vecne;
realizacie Projektu v jeho bezprostrednej blizkosti na viditelnom mieste. Ak je Predmet Projektu
nehnutelnost’ a z Prostriedkov mechanizmu je poskytovana Ciastka mensia ako 20 000 eur, je
postacdujuce pouZit format velkosti A5; vo vSetkych ostatnych pripadoch sa pouZije forméat takého
rozsahu, ktory s ohladom na vefkost Predmetu Projektu a vySku poskytovanych Prostriedkov
mechanizmu mozno objektivne povazovat za primerane zretelny a nezamenitelny s inym logom,
vizudlom a podobnym prvkom uz umiestnenym na Predmete Projekiu. V pripade malych
reklamnych predmetov (napr. pero, $nurka na mobil, USB kIU¢) je Prijimatel povinny umiestnit odkaz
s napisom ,Financovany Europskou Uniou NextGenerationEU"/,Financované Eurdpskou Uniou
NextGenerationEU* a emblém EU s odkazom na EU, pri¢om minimaina velkost emblému EU je 10
mm na vy3ku; v pripade, Ze velkost predmetu takito velkost emblému EU neumozfiuje, je mozné
pouzit mensiu velkost. Pokial to povaha predmetu umoZziuje, tak sa takyto odkaz umiestni na
predmet. V pripade nemoznosti umiestnenia takéhoto odkazu na predmet sa viditelnost zabezpegi
inym primeranym spdsobom.

4. uvedenie emblému EU s napisom ,Financovany Eurdpskou Uniou NextGenerationEU*/
,Financované Eurdpskou uniou NextGenerationEU* a oficidlneho loga Planu obnovy na zaklade logo
a dizajn manualu od NIKA, ak je Predmetom Projektu dokumentacia, prezentacia, brozura, oficialny
dokument a/alebo akykolvek komunikaény a informacny material a pod. M6ze byt dopinené aj logo
investicie/reformy.

b) ak Predmet Projektu nepredstavuje hmotne zachytitelny vystup, uvedenie emblému EU s napisom
,Financovany Eurdpskou Uniou NextGenerationEU®/,Financované Eurdpskou Uniou NextGenerationEU*
a loga Planu obnovy na vlastnom webovom sidle, v komuniké&cii voCi verejnosti, na socialnych sietach a pod.
MbZe byt doplnené aj logo investicie/reformy.
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3.

Vlykonavatel je opravneny urcit blizSie technické podmienky na splnenie povinnych poziadaviek podfa tohto

¢lanku VZP v Zavaznej dokumentacii.

1.

a)

c)

Clanok 7. VLASTNICTVO A POUZITIE VYSTUPOV

V obdobi od Zacatia realizacie Projektu az do UkonCenia realiz&cie Projektu, resp. do skonéenia Doby
udrzatelnosti Projektu, ak sa na Projekt vztahuje Udrzatelnost, sa Prijimatel zavazuje ze:

nehnutelnosti, v stvislosti s ktorymi sa Projekt realizuje, budu spifiat vo Vyzve stanovené podmienky

poskytnutia Prostriedkov mechanizmu tykajuce sa vlastnickych, resp. inych uZivacich prév Prijimatela

k nehnutelnostiam, v ktorych alebo v suvislosti s ktorymi sa Projekt realizuje podla Vyzvy (dalej ako

,Nehnutelnosti na realizaciu Projektu). To znamend, Ze Prijimatel musi mat k Nehnutelnostiam na

realizaciu Projektu pravny vztah, ktory je v stlade s podmienkami podla Vyzvy, a to vratane podmienok

upravujlcich tarchy ainé prava tretich os6b viazuce sa k Nehnutelnostiam na realizaciu Projektu.

Z prévneho vztahu Prijimatela k Nehnutelnostiam na realizaciu Projektu musi byt zrejmé, Ze Prijimatel je

opravneny Nehnutelnosti na realizaciu Projektu neruSene a pinohodnotne uzivat od Zacatia realizacie

Projektu aZ do UkonCenia realizacie Projektu, resp. do skoncenia Doby udrzatelnosti Projektu, ak sa na

Projekt vztahuje Udrzatelnost. MéZe pritom dojst’ aj ku kombinacii roznych pravnych titulov, ktoré toto

pravo Prijimatela zakladaju aktoré sa mdézu navzajom menit pri dodrzani vSetkych podmienok

stanovenych Vyzvou;

Predmet Projektu, jeho Casti a iné veci, prava alebo iné majetkové hodnoty, ktoré Prijimatel obstaral alebo

zhodnotil v rdmci Projektu z Prostriedkov mechanizmu alebo z ich Casti (dalej len ,Majetok nadobudnuty

z Prostriedkov mechanizmu®):

() bude pouzivat vyluéne pri vykone vlastnej €innosti v suvislosti s Projektom, na ktory boli Prostriedky
mechanizmu poskytnuté, s vynimkou pripadov, kedy pre zabezpeCenie a udrzanie Ciela Projektu
je vhodné prenechanie prevadzkovania Majetku nadobudnutého z Prostriedkov mechanizmu tretej
osobe, alebo takéto prenechanie do prevadzkovania nebrani dosiahnutiu a udrzaniu Ciel'a Projektu
podia Kladne posudenej zZiadosti o prostriedky mechanizmu a v stlade s Vyzvou, pri dodrzani
pravidiel tykajucich sa $tatnej pomoci/pomoci de minimis, ak su relevantné,

(i)  zaradi do svojho majetku a ponecha vo svojom majetku (ak to jeho povaha dovoluje) pri dodrzani
prisluSného pravneho predpisu aplikovatelného na Prijimatela podfa jeho postavenia (napr. zakona
0 Uctovnictve), ak osobitné pravne predpisy vyslovne nestanovuiju iny postup pri aplikacii vynimiek
podla bodu (i) tohto pismena,

(i)  nadobudne od tretich osdb na zaklade trhovych podmienok pri vyuZiti postupov a podmienok
verejného obstaravania uvedenych v ¢lanku 3 VZP,

(iv)  predstavujuci nehmotny majetok, ktory je predmetom duSevného vlastnictva (autorského
prava, prav suvisiacich s autorskym pravom a prav priemyselného vlastnictva, vratane prav
z patentu, prav na ochranu designu, prav na ochranu UZitkového vzoru, prav ku know-how; dalej
len ,Majetok, ktory je predmetom duSevného vlastnictva“), bude nadobudat na zéklade pisomnej
zmluvy. Z obsahu pisomnej zmluvy musi vyplyvat, ze Prijimatel bude opravneny neruSene
pouzivat dielo, resp. vykonavat prava zodpovedajuce pravu priemyselného vlastnictva od Zacatia
realizacie Projektu az do Ukonéenia realizacie Projektu, resp. do skonéenia Doby udrzatelnosti
Projektu, ak sa na Projekt vztahuje Udrzatelnost. Ak je vytvorenie a dodavka prava duSevného
vlastnictva Ciefom Projektu, takato pisomna zmluva s dodavatelom musi obsahovat aj Gpravu
prevodu prava priemyselného vlastnictva na Prijimatefla. Vykonavatel je opravneny v Zavaznej
dokumentécii blizSie Specifikovat poziadavky na obsah zmluvy tykajicej sa Majetku, ktory je
predmetom duSevného vlastnictva, vratane moznosti ur€enia podmienky predchadzajuceho
schvalenia navrhu zmluvy zo strany Vykonavatela;

ak to uri Viykonavatel, Prijimatel oznaci jednotlivé hnutelné veci, ktoré tvoria Majetok nadobudnuty

z Prostriedkov mechanizmu, spésobom uréenym Vykonavatelom tak, aby nemohli byt zamenené s inou
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vecou; uvedena podmienka sa nedotyka povinnosti vyplyvajucich zinformovania, komunikacie
a viditelnosti podra ¢lanku 6 VZP.

2. Majetok nadobudnuty z Prostriedkov mechanizmu nemdze byt bez predchadzajiceho pisomného suhlasu
Vykonavatela od Zacatia realizacie Projektu aZz do UkonCenia realizacie Projektu, resp. do skon¢enia Doby
udrzatelnosti Projektu, ak sa na Projekt vztahuje Udrzatelnost:

a) prevedeny na tretiu osobu,

b) prenajaty tretej osobe alebo prenechany do iného druhu uzivania tretej osoby, v celku alebo
Ciastone, okrem vynimky vyplyvajlcej z ods. 1 pism. b) bodu i. tohto ¢lanku VZP alebo vynimky
vyplyvajucej z Vyzvy,

c) zatazeny akymkolvek pravom tretej osoby vratane zalozného prava. Vynimkou je také pravo
tretej osoby, ktoré objektivne neméze mat vplyv na dosiahnutie Géelu Zmluvy a dosiahnutie
alalebo udrzanie Ciela Projektu podla Zmluvy; vtomto pripade nie je potrebné udelenie
prechadzajiceho pisomného suhlasu Vykonavatela, Prijimatel vznik préva tretej osoby podia
tejto vety Vykonavatelovi Bezodkladne oznami.

3. Prijimatel je povinny akukolvek dispoziciu s Majetkom nadobudnutym z Prostriedkov mechanizmu vykonat
aZ po udeleni prechadzajiceho pisomného suhlasu Vykonavatela aj v pripadoch, na ktoré sa vztahuju
vynimky uvedené v ods. 1 pism. b) bodu i. a ods. 2 pism. b) tohto ¢lanku VZP, a to aj vo vztahu k takym
ukonom, o ktorych sa Prijimatel domnieva, Ze sa na ne nevztahuju vynimky podfa ods. 1 pism. b) bodu i.
a ods. 2 pism. b) tohto ¢lanku VZP. O sthlas podlia predchadzajicej vety Ziada Prijimatel Vykonavatela,
pri¢om sucastou ziadosti je dosledné vecné oddvodnenie spinenia podmienok na udelenie suhlasu, inak je
Vlykonavatel opravneny ziadost o suhlas zamietnut.

4, Ak ma byt Majetok nadobudnuty z Prostriedkov mechanizmu prenajaty alebo inak prenechany do uzivania
inej osobe, musi tak Prijimatel spravit v stlade s pravidlami uplatnitelnymi pre oblast $tatnej pomoci/pomoci
de minimis.

o. Pri dodrzani podmienok uvedenych v odseku 1 az 3 tohto &lanku VZP Prijimatel zaroven berie na vedomie,
Ze scudzenie, prenajom alebo akékolvek iné prenechanie Majetku nadobudnutého z Prostriedkov
mechanizmu za inych ako trhovych podmienok, moze zakladat hospodarsku vyhodu, ktord by podnik
nemohol ziskat za beznych trhovych podmienok podfa pravidiel Statnej pomoci/pomoci de minimis.,
V pripade spinenia kumulativnych podmienok definicie $tatnej pomoci v zmysle &l. 107 ZFEU, bude
Prijimatel’ povinny vratit alebo vymoct vratanie takto poskytnutej Statnej pomoci/pomoc de minimis spolu
s Urokmi vo vy3ke, v lehotach a spdsobom vyplyvajlcim z Pravneho ramca. Vykonavatel zarover méze
Ziadat vratenie Prostriedkov mechanizmu alebo ich Casti dotknutej konanim alebo opomenutim Prijimatela
podla predchadzajlcej vety v sulade s ¢lankom 14 VZP.

6. Prijimatel sa zavazuje poskytnit Vykonavatelovi a prislusnym organom SR a EU véetku dokumentaciu
vytvorenu prifalebo v suvislosti s Realizaciou Projektu na U&ely vyplyvajice z Pravneho rdmca, a tymto
zarovell udeluje Vykonavatelovi a prislusnym organom SR a EU pravo na pouzitie Udajov z tejto
dokumentacie na Ucely vyplyvajuce z Pravneho ramca a/alebo tejto Zmluvy v sulade s Pravnym ramcom.

7. Prijimatel’ sthlasi, aby si Vykonavatel aj ind Opravnena osoba alebo osoby nimi poverené vyhotovovali
fotografie a zvukovoobrazové zaznamy tykajuce sa ktorejkolvek Casti Projektu alebo ¢asovej fazy jeho
realiz&cie, ktoré mozu byt napr. prostrednictvom webového sidla Vykonavatela a/alebo NIKA spristupnené
verejnosti v stlade s Pravnym ramcom.

8. Prijimatel’ sa zavazuje zabezpecit vSetky pravne vztahy s tretimi osobami, ktoré sa podielali na Realizacii
Projektu, aich vysporiadanie, vratane prav vyplyvajucich tymto tretim osobdm z osobnostnych prav,
autorskych prav alebo inych prav duSevného, resp. priemyselného vlastnictva. Prijimatel sa zavazuje
uhradit Vykonavatelovi pripadnu $kodu vzniknutu Viykonavatelovi v dosledku poruSenia tejto povinnosti.

9. PoruSenie povinnosti Prijimatela uvedenych v ods. 1 az 3 tohto ¢lanku VZP sa povazuje za podstatné
porudenie Zmluvy podfa ¢lanku 11 VZP.
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Clanok 8. PREVOD A PRECHOD PRAV A POVINNOSTI

1. Prijimatel je oprévneny previest prédva apovinnosti zo Zmluvy na iny subjekt len vynimocne,
s predchadzajlcim pisomnym suhlasom Vykonavatela v stlade s ¢lankom 10 VZP a po splneni podmienok
stanovenych v Zmluve. Zmena Prijimatela mdZe byt schvalena iba v pripade, ak:

a) vjejdosledku neddjde k poruseniu Ziadnej z podmienok poskytnutia Prostriedkov mechanizmu uréenych
v prisludnej Vyzve, t. j. novy Prijimatel bude spifiat vSetky podmienky poskytnutia Prostriedkov
mechanizmu, a

b) tato zmena nebude mat Ziaden negativny vplyv na posudenie spinenia podmienok poskytnutia
Prostriedkov mechanizmu, za ktorych bol vybrany Projekt s Prijimatelom v postaveni Ziadatela, a

c) tato zmena nebude mat Ziaden negativny vplyv na Ciel projektu a na predmet a Ucel Zmluvy, pricom
Prijimatel musi preukazat, Ze uvedené nasledky ani nehrozia, a

d) Prijimatel zabezpedi, Ze tretia osoba, ktord mé byt novym Prijimatelom, osobitnym pravnym ukonom,
ktorého Ucastnikom bude Vykonavatel, vstipi do Zmluvy namiesto Prijimatela, a to aj v pripade, ak
v zmysle osobitného pravneho predpisu je tretia osoba, ktora mé byt novym Prijimatelom, univerzalinym
pravnym nastupcom Prijimatela.

Ak Prijimatel porusi povinnosti podla tohto odseku 1, ide o podstatné porusenie Zmluvy podfa ¢lanku 11 VZP.

2. Prijimatel spolu s odbévodnenou ziadostou o suhlas s prevodom prav a povinnosti zo Zmluvy predloZi
Vykonavatelovi dokumenty, ktorymi preukazuje spinenie podmienok pre udelenie sthlasu podla odseku 1
tohto €lanku VZP. Vykonavatel je opravneny poziadat Prijimatela o poskytnutie akejkolvek dokumentacie,
doplfiujucich informacii a vysvetleni potrebnych k preskimaniu spinenia podmienok pre udelenie suhlasu.
Prijimatel je povinny poskytnit Vykonavatelovi pozadovanu dokumentaciu, informacie a vysvetlenia
v primeranej lehote a spdsobom uréenym Vykonadvatelom. Ak Prijimatel neposkytne Vykonavatelovi
dokumentéciu, vysvetlenia a informéacie vyziadané podla predchadzajucej vety v uréenej lehote a spdsobom,
Vlykonavatel je opravneny suhlas so zmenou v osobe Prijimatela neudelit.

3.V pripade, ak Viykonavatel neudeli sthlas so zmenou v osobe Prijimatela, je zo Zmluvy voéi Vykonavatelovi
nadalej v nezmenenom rozsahu a obsahu zaviazany Prijimatel, bez ohladu na akékolvek zavézky Prijimatela
vodi tretim osobam.

4. Zmena vlastnickej Struktury Prijimatela (napriklad prevod akcii alebo prevod obchodného podielu v obchodne;
spolonosti, ktora je Prijimatefom) je pripustnd iba v pripade, ak t&to zmena nema vplyv na splnenie
podmienok poskytnutia Prostriedkov mechanizmu ur€enych vo Vyzve Prijimatefom a zaroven tato zmena
nebude mat Ziaden vplyv na dosiahnutie alebo udrzanie Ciela Projektu. Prijimatel je povinny oznamit
Vlykonavatelovi zmenu vo vlastnickej Strukture Prijimatela Bezodkladne po tom, ako sa o tejto zmene
dozvedel, resp. mohol dozvediet. Prijimatel je rovnako povinny oznamit Vykonavatelovi zmenu kone¢ného
uzivatela vyhod podia zakona o registri partnerov verejného sektora. Vykonavatel je opravneny po oznameni
zmeny vlastnickej Struktary Prijimatela alebo z vlastného podnetu, poZiadat Prijimatefa o akukolvek
dokumentéciu, doplfiujice informacie a vysvetlenie potrebné k preskimaniu skutoCnosti, ¢i je zmena
vlastnickej Struktlry Prijimatela pripustna. Prijimatel’ je povinny pozadovani dokumentaciu, doplfiujuce
informacie a vysvetlenia poskytnut v primeranej lehote a spdsobom uréenym Vykonavatelom. Neposkytnutie
dokumentécie, vysvetleni a dopliiujucich informécii vyZiadanych podla predchadzajlcej vety v stanovenej
lehote a spdsobom predstavuje poruSenie Zmluvy, za ktoré je Vykonavatel opravneny uplatnit’ voci
Prijimatelovi zmluvnU pokutu podfa ¢lanku 12 VZP.

5. Prijimatel je povinny pisomne informovat Vykonavatela o skutoCnosti, ze do$lo alebo méa déjst k prechodu
prav a povinnosti zo Zmluvy, ato Bezodkladne po tom, ako sa o tejto skutoénosti dozvedel. Nespinenie
povinnosti podla prechadzajlcej vety predstavuje porudenie Zmluvy, za ktoré je Vykonavatel opravneny
uplatnit voci Prijimatelovi zmluvnd pokutu podfa ¢lanku 12 VZP.

6. Postupenie pohladavky Prijimatela na vyplatenie Prostriedkov mechanizmu na tretiu osobu bez ohladu na
pravny titul, pravnu formu alebo spdsob postupenia nie je pripustné.

7. Prevod spravy pohfadavky vyplyvajucej Vykonavatelovi zo Zmluvy v zmysle vSeobecne zavéznych pravnych
predpisov SR nie je obmedzeny.
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8.V pripade, ak na zaklade pravnych predpisov SR prechadza vykon akychkolvek prav a povinnosti zo Zmluvy
alebo inych zmliv uzavretych medzi Vykonavatelom a Prijimatelom na zaklade Zmluvy (najma zmluvy
o zriadeni zalozného prava) z Vykonavatela na iny organ, tento organ automaticky vstupuje do vSetkych prav
a povinnosti Vykonavatefa zo Zmluvy v rozsahu uréenom prisluSnymi vSeobecne zavaznymi pravnymi
predpismi SR.

Clanok 9. REALIZACIA PROJEKTU

1. Prijimatel je povinny zrealizovat' schvaleny Projekt v sUlade so Zmluvou, Pravnym ramcom, Zavaznou
dokumentéciou a ukon€it ho Riadne a V¢as.

2. Prijimatel je opravneny pozastavit Realizaciu Projektu, ak jeho realizacii brani OVZ, a to po dobu trvania
OVZ. Pozastavenie Realizacie Projektu sa mdZe tykat celého Projektu alebo jeho Casti v zavislosti od
charakteru OVZ. Doba trvania OVZ sa nezapocitava do Obdobia realizacie Projektu, pri¢om vSak Realizacia
Projektu musi byt ukonCena najneskér do uplynutia Opravneného obdobia realizacie Projektu, ak bolo
stanovené vo Vyzve. Vykonavatel na zaklade oznamenia Prijimatela o pominuti OVZ zabezpeéi Upravu
¢asového harmonogramu Projektu uvedeného v Prilohe €. 2 Zmluvy - Opis Projektu, pri€om v tomto pripade
nie je Prijimatel povinny poZiadat Vykonavatela o zmenu Zmluvy podfa ¢lanku 10 VZP.

3. Prijimatel je opravneny pozastavit Realizaciu Projektu aj v pripade, ak:

a) sa Vykonavatel dostane do omeskania s vykonanim Ukonu alebo postupu, ktory realizuje podla tejto
Zmluvy alebo na jej zéklade Vykonavatel (alebo iny na to opravneny subjekt), o viac ako 30
kalendarnych dni, a to po dobu omeskania Vykonavatela; v pripade, ak tato Zmluva, Pravny ramec
alebo Zavazna dokumentacia nestanovuju lehotu na vykonanie Ukonu alebo postupu, Prijimatel je
opravneny pozastavit Realizaciu Projektu po marnom uplynuti 30 kalendarnych dni, odkedy mal
Vlykonavatel' povinnost zagat konat. Uvedené neplati, ak bolo omeSkanie Vykonavatela zavinené
Prijimatelom. Ak Vykonavatel predmetny Ukon alebo postup vykond, Prijimatel je povinny pokraCovat
v Realizacii Projektu driom, kedy sa o vykonani tohto tikonu alebo postupu dozvedel. Obdobie realizacie
Projektu sa predizi o dobu omeskania Vykonavatela, pricom viak Realizacia Projektu musi byt
ukonéena najneskor do uplynutia Opréavneného obdobia realizécie Projektu, ak bolo stanovené vo
Vyzve; alebo

b) Vykonavatel pozastavil poskytovanie Prostriedkov mechanizmu podla odseku 5 tohto ¢lanku VZP. Vo
vztahu k predizeniu Obdobia realizacie Projektu sa uplatni postup podra odseku 14 tohto &lanku VZP.

4, Prijimatel Bezodkladne po vzniku OVZ alebo po tom, ¢o sa o jej vzniku dozvedel, alebo po tom, ako nastala
skuto¢nost' podla odseku 3 tohto ¢lanku VZP, pisomne oznami Vykonavatelovi pozastavenie Realizacie
Projektu spolu s uvedenim dovodov pozastavenia. V pripade vzniku OVZ podia odseku 2 tohto ¢lanku VZP
alalebo skutoénosti podia odseku 3 tohto &lanku VZP Prijimatel v pisomnom ozndmeni uvedie skutoénosti,
ktoré viedli k vzniku OVZ alebo skutoénosti podla odseku 3 tohto ¢lanku VZP a datum ich vzniku, k ¢omu
prilozi prislusnu dokumentaciu. Doruéenim tohto ozndmenia Vykonavatelovi nastavaju uéinky pozastavenia
Realizacie Projektu, ak boli spinené podmienky podla odseku 2 alebo 3 tohto ¢lanku VZP. OdliSné plati v
pripade:

a) ddvodov pozastavenia podla odseku 2 tohto ¢lanku VZP, ak Prijimatel Vykonévatelovi jednoznacne
preukaze skor$i vznik OVZ a Vykonavatel tento skorSi vznik pisomne akceptuje. V oznameni
0 pozastaveni Realizacie Projektu z dévodov podia odseku 2 tohto ¢lanku VZP Prijimatel uvedie, &i sa
pozastavenie Realizacie Projektu tyka vSetkych Aktivit Projektu alebo iba niektorych Aktivit Projektu; v
pripade, ak sa pozastavenie Realizacie Projektu tyka len niektorych Aktivit Projektu, Prijimatel
v oznameni uvedie nézvy jednotlivych Aktivit podfa Prilohy €. 2 Zmluvy - Opis Projektu, ktorych sa
pozastavenie tyka. Ak v oznameni o pozastaveni Realizacie Projektu nie s Specifikované Ziadne
konkrétne Aktivity Projektu, plati, Ze pozastavenie sa tyka celej Realiz&cie Projektu, na z&klade ¢oho
nastavaju ucinky podfa odseku 9 prvej vety tohto clanku VZP;

b) pozastavenia Realizacie Projektu podfa odseku 3 tohto &lanku VZP, ak doSlo k uplynutiu lehét
stanovenych Zmluvou, Pravnym ramcom alebo Zavdznou dokumentaciou na vykonanie
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zodpovedajuceho ukonu alebo postupu (vratane pripadu, ak doSlo k marnemu uplynutiu lehoty na
preplatenie podanej ZoP stanovenej v Zavéznej dokumentacii) a Prijimatel si v ozndmeni uplatnil ako
den pozastavenia Realizacie Projektu najskor tridsiaty prvy kalendarny deri po uplynuti tychto leh6t;

c) aknazaklade predloZenej dokumentécie Vykonavatel vyhodnoti, ze nejde o OVZ; Viykonavatel v takom
pripade Bezodkladne pisomne oznami Prijimatelovi, ze vznik OVZ z dévodov uvedenych v oznameni
neakceptuje, v dosledku ¢oho k pozastaveniu Realizacie Projektu nedoslo.

5. Vykonavatel je opravneny pozastavit poskytovanie Prostriedkov mechanizmu:

a) v pripade nepodstatného porusenia Zmluvy Prijimatelom, a to aZ do doby odstranenia tohto porusenia
zo strany Prijimatela,

b) v pripade podstatného porusenia Zmluvy Prijimatelom, ak Vykonavatel neodstupil od Zmluvy, a to az
do doby odstranenia tohto porudenia zo strany Prijimatela,

c) v pripade, ak poskytnutiu Prostriedkov mechanizmu brani OVZ na strane Prijimatela, a to az do doby
zaniku tejto OVZ. Uvedené sa neuplatni v pripade, ak je predmetom ZoP vydavok vztahujici sa na
Aktivitu Projektu alebo jej ¢ast vykonanu v ramci Realizacie Projektu pred tym, ako do$lo k G¢inkom
pozastavenia Realizacie Projektu podla odseku 4 tohto ¢lanku VZP, a to aj v pripade, ak k vynaloZeniu
takéhoto vydavku do$lo az v ¢ase po vzniku ucinkov pozastavenia Realiz&cie Projektu podla odseku
4 tohto ¢lanku VZP,

d) az do doby, kym budu riadne zabezpedené pohladavky vyplyvajuce Vykonavatelovi sUvisiace s
Realizaciou Projektu, ak takéto zabezpecenie Vykonavatel pozaduije,

e) vpripade zaCatia trestného stihania za skutok suvisiaci s Realizaciou Projektu alebo
s posudzovanim Ziadosti o prostriedky mechanizmu, ktoré viedlo k uzavretiu Zmluvy, alebo v pripade
vznesenia obvinenia voci Prijimatelovi, osobam konajicim v mene Prijimatela alebo inym osobam
v priamej sUvislosti s Projektom,

f) v pripade, ak vznikne Nezrovnalost alebo podozrenie z Nezrovnalosti v stvislosti s Projektom,

g) v pripade, ak vznikne Nezrovnalost alebo podozrenie z Nezrovnalosti v stvislosti s Vyzvou, bez ohladu
na porudenie pravnej povinnosti Prijimatefom,

h) vpripade, ak je alebo bol Projekt predmetom vykonu auditu/kontroly a zistenia, resp. predbezné
zistenia auditu/kontroly obsahuju zavery, ktoré oddvodiuju doasné pozastavenie poskytovania
Prostriedkov mechanizmu, bez ohfadu na preukazanie porusenia pravnej povinnosti Prijimatelom,

i) vpripade, ak doSlo k za€atiu konania tykajliceho sa poskytnutia pomoci nezlucitelnej s vnitornym
trhom alebo neopravnenej pomoci v nadvéznosti na &lanok 108 Zmluvy o fungovani EU, najmé konania
tykajuceho sa neoznamenej alebo protipravnej pomoci podla kapitoly Il ¢lankov 12 aZ 16 nariadenia
Rady (EU) &. 2015/1589, ktorym sa ustanovujii podrobné pravidla na uplatfiovanie &lanok 108 Zmluvy
o fungovani Eurépskej Unie, alebo v pripade, ak Eurdpska komisia prijala rozhodnutie, ktorym prikazala
Clenskému Statu pozastavit' akukolvek protipravnu pomoc, kym Eurdpska komisia neprijme rozhodnutie
0 zlucitelnosti pomoci so spoloénym trhom,

j) v pripade, ak poskytnutiu Prostriedkov mechanizmu brani uzatvorenie Statnej pokladnice na prelome
kalendarnych rokov,

k) v pripade sudneho, exekucného alebo spravneho konania voci Prijimatelovi, ktoré maju alebo mozu
mat vplyv na Realizaciu Projektu a/alebo na naplnenie alebo udrzanie Ciefa Projektu.

6. Vykonavatel mbze pozastavit poskytovanie Prostriedkov mechanizmu, vratane vSetkych suvisiacich
procesov, v pripade vzniku Nezrovnalosti az do jej odstranenia. Ak k odstraneniu Nezrovnalosti ned6jde
v primeranej lehote poskytnutej Vykonavatelom, uvedené sa povazuje za podstatné poruenie Zmluvy podfa
Clanku 11 VZP.

7. Vykondvatel pozastavenie poskytovania Prostriedkov mechanizmu podfa odseku 5 alebo 6 tohto ¢lanku
VZP Prijimatelovi pisomne ozndmi. DoruCenim tohto oznamenia Prijimatelovi nastavaju ucinky
pozastavenia poskytovania Prostriedkov mechanizmu.

8. Ak Vykonavatel vozndmeni o pozastaveni poskytovania Prostriedkov mechanizmu uviedol Aktivity
Projektu, ktorych sa pozastavenie poskytovania Prostriedkov mechanizmu tyka, dosledky pozastavenia
poskytovania Prostriedkov mechanizmu sa vztahuju na tieto Aktivity a s nimi spojené vydavky. Vykonavatel
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je povinny, ak ho o to Prijimatel poziada, poskytnut mu vSetku nevyhnutnd st¢innost v stlade so Zmluvou
na to, aby Prijimatel mohol pokragovat v riadnej Realizacii Projektu.

Vlydavky realizované Prijimatefom pocas obdobia pozastavenia Realizacie Projektu sa nepovazuju za
opravnené vydavky. To neplati pre vydavky realizované Prijimatelom vyplyvajuce z Aktivit neuvedenych v
oznameni Vykonavatela podla odseku 8 tohto &lanku VZP, alebo ak tak ur¢i Vykonavatel.

Uginky OVZ st obmedzené iba na dobu, dokial trva prekazka, s ktorou s tieto G&inky spojené podla tohto
Clanku VZP.

V kaZdom momente pozastavenia Realizacie Projektu z dévodov existencie prekazky, ktora mé povahu
OVZ, je Vykonavatel opravneny skontrolovat, i trva tato prekazka. Na ten Ucel je Prijimatel povinny na
poziadanie Vykonavatela preukazat dodrziavanie vSetkych svojich povinnosti vyplyvajucich pre neho
z Pravneho ramca, Zavéaznej dokumentacie, Vyzvy alebo Zmluvy, vratane zmluvnych ainych vztahov
s dodavatefom.

Ak Prijimatel' m& za to, Ze odstranil zistené porudenia Zmluvy, a/alebo doslo k zaniku OVZ a/alebo zanikol
iny dévod pozastavenia, ktoré st podla odseku 5 tohto &lanku VZP prekazkou poskytovania Prostriedkov
mechanizmu, okrem dévodu podla ods. 5 pism. j) tohto ¢lanku VZP, je povinny tuto skutoénost Bezodkladne
pisomne oznamit a preukazat Vykonavatelovi.

V pripade, ak dojde k zaniku dévodu pozastavenia poskytovania Prostriedkov mechanizmu podla odseku 5
tohto ¢lanku VZP a obnoveniu poskytovania Prostriedkov mechanizmu nebrani iny pravny ukon, akakolvek
povinnost Vykonavatela vyplyvajica z Pravneho ramca alebo ind pravna skutoCnost, Vykonavatel sa
zavazuje Bezodkladne obnovit poskytovanie Prostriedkov mechanizmu Prijimatelovi.

V pripade obnovenia poskytovania Prostriedkov mechanizmu sa Obdobie realiz&cie Projektu automaticky
nepredlzuje o dobu, polas ktorej Vykonavatel pozastavil poskytovanie Prostriedkov mechanizmu
a Prijimateflovi nevznika z tohto dévodu Ziadne pravo. Vykonavatel je opravneny odliSne od predchéadzajicej
vety urdit, Ze Obdobie realizacie Projektu sa predlzuje o dobu, pocas ktorej Vykonavatel pozastavil
poskytovanie Prostriedkov mechanizmu, pri¢om Obdobie realizacie Projektu nesmie presiahnut Opravnené
obdobie realiz&cie Projektu, ak bolo stanovené vo Vyzve.

Clanok 10. ZMENA ZMLUVY

Prijimatel je povinny Bezodkladne ozndmit Vykonavatelovi vSetky zmeny alebo skutoCnosti, ktoré maju
alebo mdzu mat negativny vplyv na plnenie Zmluvy alebo dosiahnutie a/alebo udrzanie Ciefa Projektu
podla tejto Zmluvy, alebo sa akymkolvek spésobom tykaju alebo mdzu tykat neplnenia povinnosti
Prijimatela zo Zmluvy alebo nedosiahnutia/neudrzania Ciefa Projektu podfa tejto Zmluvy.
Vlykonavatel je opravneny pozadovat od Prijimatela poskytnutie vysvetleni, informacii, dokumentacie
alebo iného druhu sucinnosti, ktoré odévodnene povazuje za potrebné pre preskimanie akejkolvek
skutoCnosti stvisiacej s Projektom, ak ma alebo mdZe mat vplyv na vydavky Projektu, Realiz&ciu Projektu
alebo dosiahnutie a/alebo udrzanie Ciela Projektu podfa tejto Zmluvy.
V spojeni s ods. 6.2 ¢lanku 6 Zmluvy o poskytnuti prostriedkov mechanizmu sa Zmluvné strany dohodli
na nasledovnom spdsobe zmeny Zmluvy, a to s ohladom na hospodarnost a efektivnost, a tiez s ohlfadom
na skutonost, ze Zmluva je, tzv. povinne zverejiiovanou zmluvou podla § 5a zékona €. 211/2000 o
slobodnom pristupe k informaciam a o zmene a doplneni niektorych zakonov (zékon o slobode informécii)
v zneni neskorSich predpisov, priom zmena Zmluvy zahfia aj zmenu Projektu, ktory sa realizuje na
pravnom zaklade Zmluvy. Za zmenu Zmluvy sa povazuje:
a. Formélna zmena spoCivajlca v zmene:
. Udajov tykajucich sa zmluvnych stran alebo identifikacie Projektu (napr. obchodné
meno/nazov, sidlo/bydlisko, Statutarny organ, kontaktné Udaje, Cislo Uétu uréené na
Uhradu Prostriedkov mechanizmu) alebo ind zmena, ktora mé vo vztahu k Zmluve iba
deklaratérny Gcinok, alebo
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subjektu Vykonavatela, ku ktorej dojde na zaklade vSeobecne z&vazného préavneho
predpisu;

b. zmena Zmluvy z dévodu jej zosuladenia s platnym znenim Pravneho ramca alebo Zavazne;j
dokumentécie; ods. 6.7 ¢lanku 6 Zmluvy o poskytnuti prostriedkov mechanizmu tymto nie je
dotknuty;

c. zmena Zmluvy z dévodu menej vyznamnej zmeny Projektu; za menej vyznamnu zmenu
Projektu sa povazuje najma:

ome$kanie Zacatia realizacie Projektu o menej ako 3 mesiace v porovnani s terminom
uvedenym v Prilohe €. 2 Zmluvy - Opis projektu,

zmena projektovej alebo inej podkladovej dokumentacie vo vztahu k Projektu, resp.
Kladne posudenej Ziadosti o prostriedky mechanizmu, ktora nema vplyv na dosiahnutie
alalebo udrzatelnost Ciela Projektu, ani na dodrzanie podmienok poskytnutia
Prostriedkov mechanizmu (napriklad zmena vykresovej dokumentacie, zmena
technickych sprav, zmena $tidii a podobne),

odchylka v rozpoéte Projektu uvedenom v Prilohe €. 2 Zmluvy - Opis Projektu tykajdca
sa Opravnenych vydavkov vyluéne v pripade, ak ide o zniZenie vySky opravnenych
vydavkov a takéto znizenie nema vplyv na dosiahnutie a/alebo udrzatelnost Ciela
Projektu,

iv. presun Opravnenych vydavkov vramci rozpoCtovych poloZiek v rozpoéte Projektu
uvedenom v Prilohe €. 2 Zmluvy - Opis Projektu a takyto presun nemé vplyv na vySku
Celkovych opravnenych vydavkov ana dosiahnutie a/alebo udrzatefnost Ciela
Projektu,

v. skratenie doby Realizacie Projektu v porovnani s pdvodnym Obdobim realizacie
Projektu uvedenou v Prilohe €. 2 Zmluvy - Opis Projektu,

vi. zmena spdsobu spolufinancovania Projektu,

vii. iné zmeny Zmluvy alebo Projektu, ktoré nespadaju pod niektoru z definovanych

kategorii zmien a/alebo su ako menej vyznamné zmeny oznacené Vykonavatelom
v Zavaznej dokumentacii;

d. zmena Zmluvy z dévodu vyznamnej zmeny Projektu; za vyznamnu zmenu Projektu sa
povazuje najma zmena:

miesta realizacie Projektu,

miesta, kde sa nachadza Predmet Projektu alebo zéloh, ak nie je zaloh sucasne aj
Predmetom Projektu,

charakteru Aktivit Projektu a/alebo podmienok Realizacie Projektu,

iv. majetkovopravnych pomerov tykajlcich sa Predmetu Projektu,

v. priamo sa tykajuca podmienok poskytnutia Prostriedkov mechanizmu, ktoré vyplyvaju
z Vlyzvy a spbsobu ich splnenia Prijimatefom,

vi. pouZivaného systému financovania,

vii. doplnenia novej skupiny vydavkov a/alebo Aktivity Projektu, ktord je opravnena
v zmysle Vyzvy,

viii. Prijimatela podfa ¢lanku 8 VZP,

ix. odchylky v rozpoéte Projektu uvedenom v Prilohe €. 2 Zmluvy - Opis projektu tykajlcej
sa opravnenych vydavkov, ak nejde o menej vyznamnl zmenu Projektu podfa ods. 3
pism. ¢) bod iii. tohto ¢lanku VZP,

x. predizenia Obdobia realizacie Projektu v porovnani s pdvodnym Obdobim realizacie
Projektu uvedenym v Prilohe €. 2 Zmluvy - Opis Projektu,

xi. akychkolvek skutoCnosti rozhodujucich pre urCenie vySky a intenzity Statnej
pomoci/pomoci de minimis podla Vyzvy a opravnenosti jej poskytnutia,

Xii. spoCivajuca vinej zmene, ktord je ako vyznamnad zmena oznaCend v Zavaznej

dokumentacii.
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Zmena Zmluvy z dovodu na strane Prijimatela sa zrealizuje na z&klade ziadosti Prijimatela o zmenu
Zmluvy, ktori podava Prijimatel Vykonavatelovi vo forme ur€enej pre tento U¢el v Zavaznej dokumentacii.
Prijimatel je povinny poziadat o zmenu Zmluvy Bezodkladne pred vykonanim samotnej zmeny alebo pred
uplynutim doby, ku ktorej sa poZadovana zmena viaze, alebo pred vznikom, pripadne zanikom
skutoCnosti, ktora sa ma prostrednictvom vykonania zmeny odvratit, alebo v lehote uréenej
Vlykonavatelom v Zavaznej dokumentaci.

Ziadost 0 zmenu Zmluvy musi byt riadne odévodnena a musi obsahovat informacie a/alebo tdaje, ktoré
stanovuje Zmluva alebo Zavézna dokumentacia. Sucastou Ziadosti o zmenu Zmluvy su dokumenty
(zahfia i dokumenty v elektronickej forme), z ktorych zmena vyplyva a ktoré zmenu Zmluvy odévodriuju.
Vykonavatel nie je povinny zZiadosti 0 zmenu Zmluvy vyhoviet; zaroven nie je opravneny ziadost 0 zmenu
Zmluvy odmietnut bez udania dévodu.

V pripade, ak ned6jde ku zmene Zmluvy, Prijimatel nie je opravneny realizovat predmetni zmenu v ramci
Realizacie Projektu; ak by k realizacii zmeny doSlo, vydavky suvisiace s takouto zmenou mozu byt
povazované za neopravnené vydavky, ktoré nie je mozné financovat z Prostriedkov mechanizmu.
V pripade vyhovenia zZiadosti 0 zmenu Zmluvy Vykonavatel za$le Prijimatelovi navrh dodatku k Zmluve,
ktory bude upravovat Zmluvu v rozsahu predmetnej zmeny. Zmena Zmluvy sa vykond bezodkladne,
najneskor véak pred thradou najblizéej ZoP. Prijimatel berie na vedomie, Ze Vykonavatel neschvali ZoP
obsahujlcu vydavky, ktoré sa tykaju predmetnej zmeny skér, ako nadobudne uéinnost dodatok k Zmluve
obsahujuci predmetni zmenu Zmluvy.

Prijimatel je povinny zabezpeit, aby nedoSlo k takej zmene Projektu, ktora spdsobi, ze financovanie
Projektu nebude v stlade s Vyzvou, vratane pravidiel tykajlcich sa $tatnej pomoci/pomoci de minimis.
Zmena Projektu, v dosledku ktorej nebude Projekt v sulade s Vyzvou, vratane pravidiel tykajucich sa
Statnej pomoci/pomoci de minimis, sa povaZuje za podstatné porudenie Zmluvy podia ¢lanku 11 VZP.
Pravne ucinky vo vztahu k opravnenosti vydavkov suvisiacich so zmenou Projektu nastant v den, ktory
je uvedeny v dodatku k Zmluve, ktory obsahuje zmenu Projektu. V pripade zmien Projektu, ktoré nemaju
vplyv na znenie ustanoveni Zmluvy, nastanu pravne ucinky vo vztahu k opravnenosti vydavkov v den,
kedy Prijimatel predmetni zmenu Projektu oznamil Vykonavatelovi podla odseku 14 tohto ¢lanku VZP.
V pripade zmeny Zmluvy z dévodu na strane Vykonavatela alebo ziného dévodu (napriklad zmien
potrebnych z dévodu mimoriadnej situacie, nudzového stavu alebo vynimoéného stavu) Vykonavatel
pripravi navrh pisomného dodatku k Zmluve a zasle ho Prijimatelovi. Vykonavatel mbze zmenu Zmluvy
podla predchadzajlcej vety vopred Ustne, elektronicky alebo pisomne komunikovat s Prijimatelom.
Maximalna vyska Prostriedkov mechanizmu uvedena v ods. 3.1 ¢lanku 3 Zmluvy o poskytnuti prostriedkov
mechanizmu nesmie byt zmenou Zmluvy navysena.

Zmluvné strany sa dohodli a suhlasia, Ze vSetky zmeny v Zavaznej dokumentacii, z ktorych pre Prijimatela
vyplyvaju zmeny vo vykone prav a povinnosti podfa tejto Zmluvy, su pre Prijimatela zavazné, a to diiom
ich uéinnosti, za predpokladu ich zverejnenia.

V pripade zmeny alebo skuto€nosti, ktora nema vplyv na znenie Zmluvy, Prijimatel Vykonavatelovi takuto
zmenu alebo skutoCnost oznami v sulade sods. 5.1 ¢lanku 5 Zmluvy o poskytnuti prostriedkov
mechanizmu; v tomto pripade sa dodatok k Zmluve nevyhotovuije.

Clanok 11. UKONCENIE ZMLUVY

Zmluvné strany sa dohodli, ze Zmluvu mozno ukonit riadne alebo mimoriadne. Riadne ukon&enie Zmluvy
nastane splnenim zavazkov zmluvnych stran a suc¢asne uplynutim doby, na ktoru bola Zmluva uzatvorena,
podla ods. 6.3. ¢lanku 6 Zmluvy o poskytnuti prostriedkov mechanizmu.

Zmluvu mozno ukongit mimoriadne, a to:

a) dohodou zmluvnych stran,
b) vypovedou zo strany Prijimatela,
C) odstupenim od Zmluvy.
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3.

Zmluvné strany sa dohodli, Ze tito Zmluvu je mozné ukon¢it dohodou zmluvnych strén, ak maji zmluvné
strany vzajomne vysporiadané vSetky zavazky vyplyvajice zo Zmluvy alebo vzniknuté na zaklade Zmluvy,
alebo ak nedoslo ani k ¢iastocnému poskytnutiu Prostriedkov mechanizmu Prijimatelovi.

Prijimatel je opravneny Zmluvu vypovedat z dévodu, Ze nie je schopny realizovat Projekt tak, ako sa k

Realizacii Projektu zaviazal v Zmluve, a/alebo nie je schopny dosiahnut a/alebo udrzat Ciel Projektu

po¢as Doby udrZatelnosti Projektu. Prijimatel suhlasi s tym, Ze uplatnenim vypovede mu vznika povinnost

vratit uz vyplatené Prostriedky mechanizmu v celom rozsahu podfa €lanku 14 VZP za podmienok
stanovenych Vykonavatefom v Ziadosti o vratenie Prostriedkov mechanizmu. Po uplatneni vypovede
mdZe Prijimatel tito vziat spat'iba s pisomnym suhlasom Vykonévatela. Vypovedné doba je jeden mesiac
odo diia, kedy je vypoved doruena Vykonavatelovi. Po€as plynutia vypovednej doby zmluvné strany
vykonaju ukony smerujuce k vysporiadaniu vzajomnych prév a povinnosti, najma Vykonavatel' vykona

Ukony vztahuijlice sa k vysporiadaniu finan¢nych vztahov s Prijimatelom a Prijimatel je povinny poskytnut

vietku potrebnu sucinnost. Zmluva zanikd uplynutim vypovednej doby; tie prava a povinnosti

Vlykonavatela a Prijimatela, ktoré podla svojej povahy maju platit aj po skonéeni Zmluvy, zostavaju

zachované.

Od Zmluvy méze Prijimatel alebo Vykonavatel odstipit v pripadoch podstatného poruSenia Zmluvy

druhou zmluvnou stranou, nepodstatného porusenia Zmluvy druhou zmluvnou stranou a dalej v

pripadoch, ktoré ustanovuje Zmluva alebo Pravny rdmec. Zmluvné strany sa dohodli, ze pre odstUpenie

od Zmluvy platia vSeobecné ustanovenia Obchodného zakonnika o odstipeni od zmluvy, ak nie je

v Zmluve uvedené inak.

Prijimatel je v omeskani, ak nesplni Riadne a V/¢as povinnost alebo povinnosti stanovené v tejto Zmluve,

v Pravnom ramci a/alebo v Zavaznej dokumentacii, ktoré sa zaviazal plnit podla Zmluvy. Omeskanie

Prijimatela s plnenim povinnosti znamena porusenie zmluvnej povinnosti.

Porusenie Zmluvy je podstatné, ak strana porusujuca Zmluvu v ¢ase uzavretia Zmluvy vedela alebo v

tomto Case s prihliadnutim na ucel Zmluvy, ktory vyplynul z jej obsahu alebo z okolnosti, za ktorych bola

Zmluva uzavreta, bolo rozumné predvidat, Zze druhd zmluvna strana nebude mat zaujem na pineni

povinnosti pri takom poruseni Zmluvy. Porusenie Zmluvy je podstatné aj v pripadoch, ak tak ustanovuje

Zmluva. Za podstatné porudenie Zmluvy zo strany Prijimatela sa povaZuje najma:

a) porusenie povinnosti vyplyvajucich z ¢lanku 2 VZP a ¢lanku 10 ods. 5, 6, 8 a 9 VZP,

b) vznik takych okolnosti na strane Prijimatefa, v dosledku ktorych bude zmarené dosiahnutie ucelu
Zmluvy alalebo Ciela Projektu a sucasne nepdjde o0 OVZ,

c) nesplnenie alebo poruSenie podmienok poskytnutia Prostriedkov mechanizmu, ktoré su uvedené vo
Viyzve; za podstatné poruSenie Zmluvy sa nepovazuje, ak konkrétna podmienka poskytnutia
Prostriedkov mechanizmu zostava z objektivneho hfadiska spinend, ale inym spdsobom, ako bolo
uvedené v Kladne posudenej ziadosti o prostriedky mechanizmu,

d) poruSenie oznamovacej povinnosti Prijimatelom, ak udalost alebo skuto€nost, ktord Prijimatel
neoznamil, je podla ustanoveni tejto Zmluvy povazovana za podstatné poruSenie Zmluvy alebo ak
nie je povazovana za podstatné porudenie Zmluvy, ma tak zavazne negativny vplyv na Realizciu
Projektu a/alebo udrzanie Ciefa Projektu a/alebo el Zmluvy, Ze ju nemozno napravit,

e) poskytnutie nepravdivych alebo zavadzajlcich informacii Vykonévatelovi v stvislosti so Zmluvou,
pocas uéinnosti Zmluvy ako aj v ¢ase od podania ziadosti o prostriedky mechanizmu Vykonavatelovi,
ktorych spoloénym zakladom je skutoCnost, Ze Prijimatel nekonal dobromyselne alebo v suvislosti
s tymito informaciami Prijimatel alebo Vykonévatel vykonal ukon v suvislosti s Projektom, ktory by pri
poskytnuti pravdivych udajov nevykonal, alebo by ho vykonal inak,

f)  neukonCenie Realizécie Projektu do terminu uvedeného v Prilohe €. 2 Zmluvy - Opis Projektu, v zneni
pripadnej zmeny Projektu podfa ¢lanku 10 VZP,

g) porudenie zavazkov tykajucich sa vecnej alalebo ¢asovej stranky Realiz&cie Projektu, ktoré maju
podstatny negativny vplyv na Projekt, spdsob jeho realizacie, a/alebo Ciel Projektu alebo na
dosiahnutie ucelu Zmluvy; ide najma o zastavenie alebo preruSenie Realizacie Projektu z dévodov
na strane Prijimatela, ak ich nie je mozné podradit pod dévody uvedené v ¢lanku 9 VZP, poruSenie
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10.

1.

povinnosti pri pouziti Prostriedkov mechanizmu, nedodrZanie skutoénosti, podmienok alebo zavézkov
tykajucich sa Projektu, ktoré boli uvedené v Kladne postdenej ziadosti o prostriedky mechanizmu,

h) ak sa pravoplatnym rozhodnutim preukaze spachanie trestného Cinu v suvislosti s Projektom, a to
napriklad v suvislosti s procesom posudzovania Ziadosti o prostriedky mechanizmu, s Realizaciou
Projektu, alebo ak bude ako opodstatneny vyhodnoteny podnet smerujlci k ovplyviiovaniu procesu
overenia splnenia podmienok poskytnutia Prostriedkov mechanizmu alebo ku konfliktu zaujmov,
pripadne ak takéto ovplyviiovanie alebo poruSovanie skonstatuju na to opravnené kontrolné organy,
najmé ale nielen pravoplatné odsudenie za trestné ¢iny podla § 13 ods. 4 zakona o mechanizme;

i) poruSenie povinnosti Prijimatefom podfa Zmluvy, ktoré je konStatované v rozhodnuti Eurdpskej
Komisie podla ¢l. 108 Zmluvy o fungovani EU bez ohfadu na to, & doslo k pozastaveniu poskytovania
Prostriedkov mechanizmu zo strany Vykonavatela,

j)  také konanie alebo opomenutie konania Prijimatela alebo inych oséb, za konanie alebo opomenutie
ktorych Prijimatel zodpoveda, v suvislosti so Zmluvou, s Realizaciou Projektu alebo s dosiahnutim
alalebo udrzanim Ciela Projektu, ktoré je povazované za Nezrovnalost a Vykonavatel uréi, ze sa
povazuje za podstatné porusenie Zmluvy,

k) vyhlasenie konkurzu na majetok Prijimatela alebo zastavenie konkurzného konania/konkurzu pre
nedostatok majetku, vstup Prijimatela do likvidacie,

) opakované nepredlozenie Ziadosti o platbu v stanovenejlehote, ak ide oZoP - zlctovanie
predfinancovania alebo ZoP - z(¢tovanie zalohovej platby,

m) neposkytnutie sucinnosti zo strany Prijimatela (najméa pri vykonavani kontroly zo strany Opravnenych
0s0b),

n) ak nedo$lo k dodaniu tovarov, poskytnutiu sluzieb alebo vykonaniu stavebnych prac, ktoré boli
uhradené na zaklade Preddavkovej platby, ktora bola financovana uplne alebo z &asti z Prostriedkov
mechanizmu, spdsobom a v lehotach stanovenych zmluvou medzi Prijimatelom a jeho dodavatelom,

0) porusenie zakazu konfliktu zaujmov podla § 24 zakona o mechanizme alebo inych relevantnych
pravnych predpisov SR (napr. zakon o VO),

p) ak sa pravoplatnym rozhodnutim preukaze, ze zo strany Prijimatela doSlo k niektorej forme
nedovoleného obmedzovania sutaze podla zakona o ochrane hospodarskej sutaze,

q) kazdé poruSenie povinnosti Prijimatela, ktoré je v Zmluve oznaCené ako podstatné poruSenie
povinnosti alebo podstatné poruSenie Zmluvy.

Podstatnym porudenim Zmluvy je aj vykonanie takého Ukonu zo strany Prijimatela, na ktory je potrebny

predchadzajuci pisomny suhlas Vykonavatela a takyto suhlas nebol udeleny, a tiez vykonanie takého

Ukonu zo strany Prijimatela bez Ziadosti o takyto suhlas.

PoruSenie dalSich povinnosti stanovenych v Zmluve alebo vyplyvajucich z Pravneho rédmca je

nepodstatnym poruSenim Zmluvy okrem pripadov, ktoré sa podfa Zmluvy povazuju za podstatné

poruSenia.

V pripade podstatného porusenia Zmluvy je druha zmluvna strana opravnena od Zmluvy odstupit bez

zbytoného odkladu po tom, ako sa otomto porudeni dozvedela. Prijimatel berie na vedomie, Ze

s ohfadom na pravne postavenie a povinnosti Vykonavatela méze odstipeniu od Zmluvy predchadzat

vykonanie kontroly u Prijimatela, pripadne povinnost realizovat iné postupy a ukony. Z uvedeného

dévodu preto Prijimatel suhlasi s tym, ze na rozdiel od Standardnej obchodno-pravnej praxe, pri odstipeni
od Zmluvy pojem ,bez zbytocného odkladu“ zahfha dobu, poCas ktorej su v priamej nadvaznosti

Vykonévatelom vykondvané ukony podla predchadzajlicej vety.

V pripade nepodstatného porusenia Zmluvy je druha zmluvna strana opravnena od Zmluvy odstupit, ak

zmluvna strana, ktora je v omeskani, nesplni svoju povinnost ani v dodato¢nej primeranej lehote, ktoré jej

na to bola poskytnuta druhou zmluvnou stranou. Aj v pripade podstatného porudenia Zmluvy je druha
zmluvna strana opravnena poskytnut' dodatoénu lehotu zmluvnej strane na plnenie zmluvnej povinnosti,
pricom ani poskytnutie takejto dodatoénej lehoty sa nedotyka toho, ze ide o podstatné porusenie
povinnosti. Aj napriek tomu, Ze Vykonavatel pre podstatné porusenie Zmluvy zo strany Prijimatela od

Zmluvy neodstupi, je Vykonavatel opravneny postupovat podla ods. 1 pism. c) €lanku 14 VZP a Prijimatel

je povinny poskytnuté Prostriedky mechanizmu vrétit podfa ¢lanku 14 VZP.
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12.

13.

14.

1.

16.

Ak Viykonavatel odstlpi od Zmluvy z dévodu porudenia povinnosti podfa Zmluvy zo strany Prijimatela,
Prijimatel sa zavazuje vratit Vykonavatelovi vSetky poskytnuté Prostriedky mechanizmu podla ¢lanku 14
VZP. Této povinnost Prijimatela sa uplatni aj vtedy, ak sa v jednotlivom ustanoveni Zmluvy oznacujucom
poruenie Zmluvy vyslovne neuvadza, ze Prijimatel je povinny vratit Prostriedky mechanizmu alebo ich
Cast.

Ak Viykonavatel odstupi od Zmluvy z dévodu objektivnej alebo subjektivnej nemoznosti pinenia zavazkov
zo Zmluvy zo strany Prijimatela, Prijimatel sa zavazuje vratit Vykonavatelovi vSetky poskytnuté
Prostriedky mechanizmu podla élanku 14 VZP.

Ak spIneniu povinnosti zmluvnej strany brani OVZ, je druha zmluvna strana opravnena od Zmluvy odstupit
len vtedy, ak od vzniku OVZ uplynul aspor jeden rok. V pripade objektivnej nemoznosti plnenia (nezvratny
zanik predmetu Zmluvy a pod.) sa ustanovenie predchadzajucej vety neuplatni a zmluvné strany su
opravnené postupovat podfa prislusnych ustanoveni Obchodného zakonnika a podporne Obcianskeho
zakonnika.

Odstupenie od Zmluvy je ucinné diiom doruéenia pisomného oznamenia o odstupeni od Zmluvy podla
ods. 5.5 aZ 5.7 ¢lanku 5 Zmluvy o poskytnuti prostriedkov mechanizmu druhej zmluvnej strane.

V pripade odstUpenia od Zmluvy zostavaju zachované tie prava a povinnosti Vykonavatela a Prijimatela,
ktoré podla svojej povahy maju platit aj po skonéeni Zmluvy, a to najma pravo pozadovat vratenie
poskytnutych Prostriedkov mechanizmu alebo ich ¢asti, pravo na nahradu $kody, ktora vznikla porusenim
Zmluvy, povinnost Prijimatela vratit' poskytnuté Prostriedky mechanizmu alebo ich ¢ast' podia Zmluvy,
povinnost Prijimatela vysporiadat Nezrovnalost podia ods. 6 ¢lanku 14 VZP, prava a povinnosti spojené
s vykonom kontroly aauditu podfa ¢lanku 13 VZP, s vymahanim prostriedkov v oblasti $tatnej
pomoci/pomoci de minimis podla Zmluvy, povinnosti Prijimatela tykajuce sa uchovavania dokumentacie
podia ods. 4 pism. g) ¢lanku 2 VZP a préva a povinnosti, pri ktorych to vyplyva z ich obsahu.

Clanok 12. ZABEZPECENIE POHLADAVKY, POISTENIE MAJETKU A ZMLUVNA POKUTA

1.

Ak Vykonavatel vo Vyzve alebo po€as uinnosti Zmluvy uréi, Ze Prijimatel je povinny zabezpecit pohladavku
zo Zmluvy, Prijimatel sa zavazuje takéto zabezpeCenie poskytnit vo forme, spdsobom a za podmienok
stanovenych vo Vyzve, v Zavéaznej dokumentécii a v Zmluve, pri¢om prioritne sa zabezpeéenie vykonava
prostrednictvom zriadenia zaloZzného prava. Pre zriadenie a vznik zalozného prava a primerane aj pre iné
zabezpeCovacie prostriedky sluziace pre zabezpeéenie zavazkov vyplyvajucich zo Zmluvy platia vSetky
nasledovné podmienky:

a) zabezpeCenie vznikne v pisomnej forme na zaklade pravneho ukonu, ktory pre vznik
konkrétneho druhu zabezpeéenia predpoklada Obchodny zakonnik alebo Obgiansky zakonnik,

b)  zalohou mbze byt bud Majetok nadobudnuty z Prostriedkov mechanizmu alebo iné veci, prava
alebo majetkové hodnoty vo vlastnictve Prijimatela alebo tretej osoby,

c) k hnutelnym alebo nehnutelnym veciam, ktoré tvoria zéloh, musi byt vlastnicke pravo upine
majetkovopravne vysporiadané; to znamend, Ze je znamy vlastnik, resp. vSetci spoluvlastnici
veci a sucet ich spoluvlastnickych podielov k veci, ktora je predmetom zalohu, je 1/1,

d) v pripade postupného vyplacania Prostriedkov mechanizmu méze déjst ku vzniku zalozného
prava aj postupne,

e) hodnota zalohy musi byt rovnd alebo vy$Sia ako sicet uZz vyplatenych Prostriedkov
mechanizmu a Casti Prostriedkov mechanizmu, ktoru Prijimatel Ziada vyplatit na zéklade
predlozenej Ziadosti o platbu,

f)  zalohou mdzu byt:

(i) veci vo vylutnom vlastnictve Prijimatela, alebo

(ii) veci v spoluvlastnictve Prijimatela za podmienky, ze zalozcom budu aj ostatni
spoluvlastnici, pricom musi byt dosiahnuty suhlas vacsiny spoluvlastnikov so
zriadenim zalozného prava na zaloh pocitany podfa velkosti podielov
spoluvlastnikov veci, alebo
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(iii) veci vo viastnictve tretej osoby za podmienky, Ze so zriadenim zélozného prava
na zaloh suhlasi, alebo

(iv) veci v spoluvlastnictve tretich 0séb za splnenia podmienky podia bodu ii. tohto
pismena, alebo

(v) Vykonavatelom akceptované prava alebo iné majetkové hodnoty patriace
vyluéne Prijimatefovi, alebo ak nepatria vylu¢ne Prijimatelovi, obdobne za
splnenia podmienok podfa ii. az iv. podla tohto pismena,

g) ak su zalohou hnutelné veci a ak o to Vykonavatel poZiada, je Prijimatel povinny do troch
kalendarnych dni od vykonania zmeny oznamit' Vykonavatelovi kazdi zmenu miesta a tiez ich
sucasné miesto vyskytu; inak sa predpoklada, ze sa nachadzaju v mieste realizacie Projektu,

h)  Vykonavatel musi byt zaloznym veritefom prvym v poradi (t. j. ako prednostny zalozny veritel),
ak Vykonavatel neudeli vyslovny slhlas so zriadenim zalozného prava aj v pripade, ze
Vlykonavatel nebude prednostnym zaloznym veritelom.

2. Podrobnejsie pravidla tykajlce sa zriadenia, vzniku a vykonu zalozného prava budu predmetom pisomnej
zmluvy o zriadeni zalozného prava, alebo v pripade iného druhu zabezpecéenia predmetom inej pisomnej
dohody v stlade s Vyzvou, Zavaznou dokumentéciou, Zmluvou a Pravnym ramcom.

3. Prijimatel je povinny:

a) riadne poistit Majetok nadobudnuty z Prostriedkov mechanizmu,

b) riadne poistit majetok, ktory je zalohom zabezpedujicim zavazky Prijimatela podla Zmluvy, ak je
tento odliSny od majetku podfa pismena a) tohto odseku, priom tento zavazok bude obsahom
zmluvy o zriadeni z&loZného prava,

c) zabezpecit, aby bol riadne poisteny majetok vo vlastnictve tretej osoby/tretich osob, ak je zalohom
zabezpecujucim zavazky Prijimatela podla Zmluvy.

4, Povinnost podla odseku 3 tohto ¢lanku VZP sa nevztahuje na majetok, ktorého povaha to nedovoluje
(napr. software, licencie na predmety priemyselného vlastnictva, patenty, ochranné znamky a podobne),
na pozemky, ak ich nie je mozné poistit, a na majetok, ak z Vyzvy alebo zo Zavaznej dokumentécie
vyplyva, Ze sa poistenie tohto majetku nevyZaduje.

5. Viykonavatel' je opravneny stanovit' blizSie podrobnosti tykajuce sa poZiadaviek na riadne poistenie
majetku podla odseku 3 tohto ¢lanku VZP v Zavaznej dokumentécii.
6. Zmluvné strany dojednali zmluvnu pokutu, ak Prijimatel porusi svoju povinnost zo Zmluvy tym, Ze:

a) neposkytne Vykonavatelovi dokumentaciu, spravy, udaje alebo informécie, na ktorych poskytnutie
je Prijimatel povinny zo Zmluvy podla ¢l. 5 0ds. 9, €l. 8 ods. 2,4 a 5, €. 9 ods. 4, 11 a 12, ¢l. 10 ods.
1a2,¢l. 12 0ds. 1 pism. g), €. 13 ods. 10, €l. 14 ods. 2 a ods. 6 pism. b) a €l. 17 ods. 11 az 15 VZP
v rozsahu a v lehote stanovenej v Zmluve alebo urcenej Vykonavatelom, pricom tato lehota nesmie
byt kratSia ako lehota na Bezodkladné plnenie podla Zmluvy,

b) neposkytne Vykonavatelovi monitorovacie spravy v rozsahu a spdsobom podrfa ods. 4.1.2. &lanku
4 Zmluvy o poskytnuti prostriedkov mechanizmu v spojeni s ods. 2 az 6 ¢lanku 5 VZP,

c) porusi ktorikolvek povinnost spojent s informovanim, komunikaciou a viditelnostou podfa &lanku
6 VZP.

7. Viykonavatel je opravneny uplatnit zmluvnd pokutu vogi Prijimatelovi za kaZdé poruSenie povinnosti podfa
odseku 6 tohto ¢lanku VZP vo vySke zmluvnej pokuty 50,00 Eur za kazdy aj zacaty deri omeSkania, az do
splnenia porusenej povinnosti alebo do skoncenia ucinnosti tych ustanoveni Zmluvy, na zaklade ktorych
si Vykonavatel zmluvnu pokutu uplatfiuje, maximalne v8ak do vysky Prostriedkov mechanizmu podfa ods.
3.1. ¢lanku 3 Zmluvy o poskytnuti prostriedkov mechanizmu. Vykonavatel je opravneny uplatnit zmluvnu
pokutu podla predchadzajicej vety tohto odseku v pripade, ak za takéto poruSenie povinnosti nebola
ulozena ing sankcia podla Zmluvy, ani nedoSlo k odstupeniu od Zmluvy a suCasne, ak Vykonavatel
Prijimatefa vyzval na dodatoéné splnenie povinnosti, k porueniu ktorej sa viaze zmluvna pokuta
a Prijimatel uvedent povinnost nesplnil ani v poskytnutej dodato¢nej lehote, ktora nesmie byt kratSia ako
Bezodkladne podia tejto Zmluvy. Pravo Vykonavatela na nahradu Skody spdsobenu Prijimatelom
ustanoveniami Zmluvy o zmluvnej pokute nie je dotknuté.
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8.

10.

Viykonavatel ozndmi Prijimatelovi sumu zmluvnej pokuty, ktoru sa Prijimatel zavazuje uhradit
Vykonavatelovi.

Clanok 13. KONTROLA A AUDIT

Kontrolou Projektu sa rozumie suhrn €innosti Opravnenej osoby a tiez prizvanych osob podfa § 2 pism.
i) zakona o finanénej kontrole, ktorymi sa overuje plnenie podmienok poskytnutia Prostriedkov
mechanizmu v sulade so Zmluvou, sulad nérokovanych vydavkov a ostatnych Udajov predloZenych zo
strany Prijimatela a suvisiacej dokumentacie s Pravnym ramcom, dodrziavanie hospodarnosti,
efektivnosti, G¢innosti a Uéelnosti pouzitia poskytnutych Prostriedkov mechanizmu, overenie dosiahnutého
pokroku Realizacie Projektu vo vztahu k dosahovaniu, plneniu a udrzaniu Ciefa Projektu a dalSie
povinnosti Prijimatela stanovené v Zmluve.

Kontrola Projektu, ktord je vykondvand podfa zakona o finan¢nej kontrole, je vykonavana formou
zakladnej finan¢nej kontroly, administrativnej finanénej kontroly a finan¢nej kontroly na mieste. Audit
Projektu je vykonavany ako vladny audit v stlade so zakonom o finan¢nej kontrole.

Vykonédvanymi kontrolami sa zabezpedi najma overenie, i Ciel Projektu bol spineny a udrzany, i vietky
uplatnitelné pravidla a pravne predpisy boli dodrzané a i Prostriedky mechanizmu boli pouZzité na
stanoveny ucel.

Opravnena osoba na vykon kontroly/auditu méze vykonat' kontrolu/audit u Prijimatela kedykolvek od
nadobudnutia u€innosti Zmluvy do skonCenia ucinnosti Zmluvy podfa ods. 6.3. ¢lanku 6 Zmluvy
o poskytnuti prostriedkov mechanizmu. Uvedena doba sa predizi v pripade, ak tak ustanovuje Pravny
ramec.

Prijimatel sa zavéazuje v lehote ur€enej Vykonévatelom informovat Vykonavatela o zacati akejkolvek
kontroly/auditu Opravnenou osobou odliSnou od Vykonavatela a sufasne mu vlehote uréene;
Vykonévatefom zaslat na vedomie navrh spravy/spravu z kontroly/auditu alebo iny relevantny vysledny
dokument z vykonanej kontroly/auditu, vySetrovania alebo iného konania tychto oséb. Vykonavatelovi
v suvislosti s plnenim tejto informacnej povinnosti Prijimatela nevznikaju ziadne povinnosti podfa tejto
Zmluvy.

Prijimatel sa zavazuje, Zze poskytne sucinnost a umozni Opravnenej osobe vykon kontroly/auditu a
zabezpedi uplatiovanie jej prav v sulade s Zavéznou dokumentaciou a Pravnym ramcom, najma zadkonom
0 mechanizme, zakonom o finan¢nej kontrole, &l. 12 Dohody o financovani, ¢l. 129 nariadenia o
rozpoctovych pravidlach a touto Zmluvou. Prijimatel sa tieZ zavazuje, ze zabezpeci, aby akakolvek tretia
osoba zapojena do implementacie Planu obnovy udelila pristup v sulade s ods. 6 €. 12 Dohody
o financovani.

Prijimatel je poCas vykonu kontroly/auditu povinny najmé preukézat dosiahnutie a udrzanie Ciela
Projektu, opravnenost vynaloZenych vydavkov a dodrZanie podmienok poskytnutia Prostriedkov
mechanizmu podlia Zmluvy, Zdvaznej dokumentacie, Vyzvy a prislusnych pravnych predpisov.
Prijimatel je povinny vytvorit primerané podmienky na vykonanie kontroly/auditu, zdrzat sa konania, ktoré
by mohlo ohrozit' zaCatie a riadny priebeh vykonu kontroly/auditu a pinit' vSetky povinnosti, ktoré mu
vyplyvaju z Pravneho rdmca, najma zo zakona o finan¢nej kontrole. Ak je to potrebné pre U&ely vykonania
kontroly/auditu, Prijimatel je povinny zabezpecit pritomnost 0s6b zodpovednych za Realizaciu Projektu.
Pravo Opravnenej osoby na vykonanie kontroly/auditu Projektu nie je obmedzené Ziadnym ustanovenim
tejto Zmluvy. Uvedené pravo sa vztahuje aj na vykonanie opatovnej kontroly/auditu tych istych
skutoCnosti, bez ohladu na druh vykonanej kontroly/auditu, pri€om pri vykonévani kontroly/auditu je
Opravnend osoba viazand iba platnymi pravnymi predpismi atouto Zmluvou, nie vSak zavermi
predchadzajucej kontroly/auditu. Tym nie su nijak dotknuté povinnosti vyplyvajice z predchéadzajucich
kontrol/auditov (napriklad povinnost plnit' prijaté opatrenia).

Prijimatel berie na vedomie, Ze Opravnené osoby pri ziskavani informacii o Projekte vyuZivaju aj osobitné
néstroje vytvorené indtiticiami/organmi EU alebo SR (napr. systém ARACHNE) ako aj iné dostupné
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moznosti overenia Udajov a informacii (napr. verejne dostupné registre), a to najma za ucelom ochrany
finanénych zaujmov EU, vratane aktivneho overovania mozného vyskytu zavaznych Nezrovnalosti, akymi
sU najma podvod, korupcia, konflikt zaujmov alebo Dvojité financovanie z Prostriedkov mechanizmu a z
verejnych zdrojov, zdrojov EU alebo inych nastrojov finanénej pomoci poskytnutej SR zo zahranicia.
Prijimatel suhlasi s tym, aby Udaje tykajlce sa Projektu (najma osobné (daje Prijimatela a iné osobné
udaje ziskané v sulade s osobitnymi predpismi upravujucimi ochranu osobnych Udajov), ktoré poskytne
Vykonavatelovi, boli suCastou osobitnych nastrojov podla prvej vety. Prijimatel sa zarover zavazuje
poskytnut Vykonavatelovi suéinnost a/alebo akékolvek doplfiujice informécie, ktoré bude Vykonavatel
pozadovat v suvislosti s preverovanim ziskanych informécii.

Prijimatel si je vedomy a suhlasi, Ze vystupy a vysledky z kontroly/auditu Projektu mézu byt uverejnené v
informacnej databaze a/alebo na webovom sidle Vykonavatela a/alebo inej Opravnenej osoby.
Prijimatel je povinny zabezpecit, aby tretie osoby, prostrednictvom ktorych Prijimatel dosahuje napinenie
alalebo udrzanie Ciefa Projektu, pri vykone kontroly/auditu zo strany Opravnenych oséb podla tohto
¢lanku VZP na poziadanie poskytli sucinnost, informacie a dokumenty (napr. G¢tovné zédznamy a iné),
ktoré sUvisia s Projektom, najma s dodanim tovarov, sluzieb a stavebnych prac, ktoré boli financované
z Prostriedkov mechanizmu.

Clanok 14. VYSPORIADANIE FINANCNYCH VZTAHOV

Prijimatel sa zavazuije:

a) vratit Prostriedky mechanizmu alebo ich Cast, ak tieto nevyCerpal podla podmienok Zmluvy,
alebo ak nezuctoval celi sumu poskytnutého predfinancovania alebo zalohovej platby, alebo ak
mu vznikol kurzovy zisk,

b)  vrétit Prostriedky mechanizmu poskytnuté z titulu mylnej platby alebo poskytnuté neopravnene
(najma v pripadoch, kedy Prijimatelovi nevznikol narok na vyplatenie Prostriedkov mechanizmu
podla Zmluvy),

c) vratit Prostriedky mechanizmu alebo ich &ast, ak Prijimatel porusil povinnosti uvedené v Zmluve
alalebo ak v suvislosti s Projektom bolo porusené ustanovenie Prévneho ramca a s tymto
poruSenim sa spéja povinnost vratenia Prostriedkov mechanizmu alebo ich Casti (napr. porusenie
financnej discipliny, s ktorym sa spaja povinnost vratenia Prostriedkov mechanizmu),

d) vrétit Prostriedky mechanizmu alebo ich €ast v inych pripadoch, ak to ustanovuje Zmluva alebo
doslo k zaniku Zmluvy podra ¢lanku 11 VZP z dévodu mimoriadneho ukoncenia Zmluvy,

e) odviest vynos z Prostriedkov mechanizmu podla § 7 ods. 1 pism. m) zékona o rozpoctovych
pravidlach vzniknuty na zéklade UroCenia poskytnutych Prostriedkov mechanizmu (dalej len
,,vynos®), ak Prijimatel nepouZil vynos na financovanie Projektu alebo jeho &asti; uvedené plati
len v pripade zalohovej platby a/alebo predfinancovania,

f)  vrétit preplatok vzniknuty na zéklade zuctovania Preddavkovej platby v lehote urene;
Vlykonavatefom.

Prijimatel je povinny vykazat Vykonavatelovi pouZitie prostriedkov zodpovedajucich vynosu podia ods. 1
pism. e) tohto &lanku VZP v zavereénej Ziadosti o platbu. V pripade vzniku povinnosti odvodu vynosu podra
ods. 1 pism. e) tohto ¢lanku VZP sa Prijimatel zavazuje odviest vynos do 31. januéra roku nasledujuceho
po roku, v ktorom bola podana zavereéna Ziadost o platbu, ato spdsobom uréenym Vykonavatefom
v Zavéznej dokumentacii.

Ak Prijimatel z vlastnej iniciativy nevréati Prostriedky mechanizmu alebo ich Cast, ktoré je povinny vréatit podfa
odseku 1 tohto ¢lanku VZP, na ucet ureny Vykonavatelom oznameny Prijimatelovi podla ¢lanku 5 Zmluvy
o0 poskytnuti prostriedkov mechanizmu, Vykonavatel' stanovi sumu Prostriedkov mechanizmu alebo ich
Casti, ktorl je Prijimatel povinny vrétit, v ziadosti o vratenie finanénych prostriedkov, ktoru zaSle
Prijimatelovi. Vykonavatel v Ziadosti o vratenie finanénych prostriedkov uvedie vySku Prostriedkov
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mechanizmu, ktori ma Prijimatel vratit a zaroven urci Cislo uctu/Cisla uctov, na ktoré je Prijimatel povinny
vratenie vykonat.
Prijimatel sa zavazuje vrétit Prostriedky mechanizmu alebo ich Cast uvedenU v Ziadosti o vratenie
finanénych prostriedkov v lehote 30 dni odo dfia dorucenia Ziadosti o vratenie finanénych prostriedkov
Prijimatelovi. Ak Prijimatel tieto povinnosti nesplIni, ani ned6jde k uzatvoreniu dohody o splatkach alebo
dohody o odklade plnenia, Vykonévatel:
a. oznami porusenie pravidiel a podmienok uvedenych v Zmluve prisluSnému spravnemu organu
(ak ide o poruSenie finanénej discipliny) alebo
b. postupuje podla osobitného predpisu (napr. Civilny sporovy poriadok) a uplatni pohladavku na
vratenie Prostriedkov mechanizmu alebo ich €asti na prisluSnom organe (napr. na sde).
Prijimatel realizuje vratenie Prostriedkov mechanizmu alebo ich Casti formou platby na uéet urCeny
Vlykonavatelom; Prijimatel, ktory je Statnou rozpoCtovou organizaciou, realizuje vratenie Prostriedkov
mechanizmu alebo ich Casti formou platby na Ucet uréeny Vykonavatelom alebo formou rozpoctového
opatrenia.
Ak pocas Realizacie Projektu a poas Doby udrzatelnosti Projektu Prijimatel zisti Nezrovnalost suvisiacu s
Projektom, zavazuje sa
a. Bezodkladne tito Nezrovnalost oznamit Vykonavatelovi podla § 23 ods. 6 zakona o
mechanizme,
b. predlozit Vykonavatelovi prislusni dokumentaciu tykajlcu sa tejto Nezrovnalosti a
c. vysporiadat tuto Nezrovnalost postupom, ktory blizSie uréi Vykonavatel.
Nezrovnalost je na ucely Zmluvy mozné vo vztahu k Prijimatelovi povaZovat za vyrieSenu, len ak Prijimatel
odstranil protipravny stav, resp. pri¢iny vzniku Nezrovnalosti a vyrovnal vSetky zavazky voci Vykonavatelovi,
ktoré mu vznikli v suvislosti so vznikom Nezrovnalosti.
Ak Prijimatel vrati Prostriedky mechanizmu alebo ich ¢ast na ucet iny ako ucet uréeny Vykonavatelom,
prislusny zavazok Prijimatela zostava nesplneny a finanéné vztahy voci Vykonavatelovi sa povazuju za
nevysporiadané.
Prijimatel nie je opravneny jednostranne zapocitat akukolvek svoju pohladavku proti pohladavke na
vratenie Prostriedkov mechanizmu alebo ich Casti, ani proti akymkolvek inym pohladavkam Vykonévatela
voéi Prijimatelovi vzniknutych z akéhokolvek pravneho dévodu.
Ak je Prijimatel povinny vréatit Prostriedky mechanizmu alebo ich ¢ast podla tohto ¢lanku VZP, Vykonavatel
mdZe s Prijimatelom uzavriet dohodu o splatkach alebo dohodu o odklade plnenia.
Zmluvné strany sa osobitne dohodli, ze ak ¢o i len deri lehoty podla odseku 4 tohto ¢lanku VZP pripadne na
obdobie mimoriadnej situacie, nudzového stavu alebo vynimoéného stavu alebo na obdobie Siestich
mesiacov nasledujucich po ich odvolani, na vratenie Prostriedkov mechanizmu alebo ich Casti sa uplatni 30
dniova lehota; zaciatok plynutia lehoty sa nemeni.
Povinnost Prijimatela vratit Prostriedky mechanizmu alebo ich Cast, ak tato povinnost vyplynie z vysledku
vykonanej kontroly/auditu kedykolvek poCas ucinnosti Zmluvy, nie je vysledkom predchadzajucej
kontroly/auditu dotknuta.

Clanok 15. MENY A KURZOVE ROZDIELY

Ak Prijimatel uhradza vydavky Projektu vinej mene ako EUR, ZoP, ktora obsahuje prislugné Ustovné
doklady, je Vykonavatelom uhradzana v EUR. Pripadné kurzové rozdiely znaSa Prijimatel; ak tento ¢lanok
V/ZP neustanovuje inak. Pri pouziti vymenného kurzu pre potreby prepoCtu sumy vydavkov uhradzanych
Prijimatefom v cudzej mene je Prijimatel povinny postupovat v sulade s tymto lankom VZP a s § 24 z&kona
o Uc¢tovnictve.

Pri prevode penaznych prostriedkov v cudzej mene zo svojho uctu zriadeného v EUR na ucet dodavatela
zriadeného v cudzej mene Prijimatel na ugely ZoP pouzije kurz banky platny v defi odpisania prostriedkov
z UCtu, tzn. v den uskutoCnenia uétovného pripadu. Vydavok prepocitany tymto kurzom na EUR zahrnie
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Prijimatel do ZoP (ZoP - zi¢tovanie predfinancovania, ZoP - zugtovanie zalohovej platby alebo ZoP -
refundéacia).

Ak Prijimatel prevadza pefiazné prostriedky v cudzej mene zo svojho U¢tu zriadeného v cudzej mene na
Uget dodavatela v rovnakej cudzej mene, pouZije na idely ZoP referenény vymenny kurz uréeny a vyhlaseny
Eurépskou centralnou bankou v den predchadzajuci diiu uskutocnenia Uctovneho pripadu. Vydavok
prepogitany tymto kurzom na EUR zahrnie Prijimatel do ZoP (ZoP - zigtovanie predfinancovania, ZoP -
zUgtovanie zalohovej platby alebo ZoP - refundacia).

Ak Prijimatel vyuziva systém predfinancovania, v predlozenej ZoP - poskytnutie predfinancovania pouzije
kurz banky platny v defi uskutoénenia ugtovného pripadu. Nasledne pri ZoP - zigtovanie predfinancovania
uplatni postup podla tohto &lanku VZP.

Ak Prijimatel vyuZiva systém predfinancovania, je povinny priebezne sledovat a kumulativne naratavat
kladni a zapornu hodnotu vzniknutych kurzovych rozdielov. Tento zavere¢ny kumulativny prehlad
vzniknutych kurzovych rozdielov je Prijimatel povinny priloZit k zavereénej ZoP. Ak zo zavere&ného
kumulativneho prehfadu vyplyva pre Prijimatela kurzova strata, Prijimatel mbze v ramci zaveregnej ZoP
poziadat o jej preplatenie, ak Vykonavatel urcil takyto vydavok ako opravneny vo Vyzve alebo v Zavaznej
dokumentécii. Ak zo zavere¢ného kumulativneho prehladu vyplyva pre Prijimatela kurzovy zisk, Prijimatel
je povinny tuto sumu vratit podla ¢lanku 14 VZP.

Na ucely tohto €lanku VZP sa dilom uskutoénenia uctovného pripadu rozumie def uskutoénenia uctovného
pripadu podla § 2 opatrenia Ministerstva financii SR €. 23054/2002-92, ktorym sa ustanovuju podrobnosti o
postupoch U¢tovania a ramcovej uétovej osnove pre podnikatefov Uétujucich v sustave podvojného
uétovnictva, uverejneného v oznameni Ministerstva financii SR &. 740/2002 Z. z.; uvedené sa primerane
vztahuije aj na Prijimatela, ktory nie je uétovnou jednotkou.

Clanok 16. UCTY PRIJIMATELA

Vykondvatel zabezpedi Poskytnutie prostriedkov mechanizmu Prijimatelovi bezhotovostne/formou
rozpo¢tového opatrenia v stlade so zakonom o rozpoctovych pravidlach na ucet vedeny v EUR (dalej len
,ucet Prijimatela®). Cislo G¢tu Prijimatela je uvedené v Prilohe &. 2 Zmluvy - Opis Projektu.

Prijimatel je povinny udrZiavat Ucet Prijimatela otvoreny az do Finanéného ukoncenia Projektu. V pripade
zruSenia uctu Prijimatela je Prijimatel povinny nahradit ho inym U¢tom Prijimatela tak, aby vzdy existoval
otvoreny Ucet Prijimatela uréeny na prijem Prostriedkov mechanizmu, o ktorom je Vykonavatel informovany
podia Clanku 5 Zmluvy o poskytnuti prostriedkov mechanizmu. V pripade otvorenia uctu pre prijem
Prostriedkov mechanizmu v komer¢nej banke v zahraniCi Prijimatel zodpovedd za Uhradu vSetkych
nakladov spojenych s realizaciou platieb na a z tohto U¢tu na svoju tarchu.

Prijimatel méze realizovat' Uhrady Oprévnenych vydavkov aj z inych Gctov otvorenych Prijimatelom pri
dodrzani podmienok existencie uétu Prijimatela uréeného na prijem Prostriedkov mechanizmu. Prijimatel je
povinny oznamit Vykonavatelovi identifikaciu tychto uétov podla ¢lanku 5 Zmluvy o poskytnuti prostriedkov
mechanizmu.

Ak s Prostriedky mechanizmu poskytované systémom predfinancovania alebo zalohovych platieb a takto
poskytnuté prostriedky su na ucte Prijimatela uroCené, Prijimatel je povinny vzniknuté droky pouzit na
financovanie Projektu alebo jeho Casti. Ak Prijimatel nepouZil vynos na financovanie Projektu alebo jeho
Casti, je Prijimatel povinny vzniknuté droky vratit Vykonavatelovi podla clanku 14 VZP.

Ak je Prijimatefom $tatna rozpo¢tovéa organizacia, odsek 2 tohto ¢lanku VZP sa neuplatiuje.

Clanok 17. PLATBY

Financovanie Projektu Vykonavatelom z Prostriedkov mechanizmu sa realizuje systémom predfinancovania,
systémom zalohovych platieb, systémom refundacie alebo kombinaciou tychto systémov.
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Vzor Ziadosti o platbu uréi Vykonavatel v Zavéznej dokumentacii.
Na ucely tejto Zmluvy sa za defi poskytnutia Prostriedkov mechanizmu alebo ich &asti povazuje den
pripisania platby na ucet Prijimatela. V pripade Prijimatela, ktorym je Statna rozpoétova organizacia, sa za
defi poskytnutia Prostriedkov mechanizmu alebo ich asti povaZuje defi aktivacie evidencného listu Uprav
rozpo¢tu potvrdzujlci Upravu rozpoGtu Prijimatela rozpo&tovym opatrenim.
Jednotlivé systémy financovania je moZné vramci jedného Projektu kombinovat. Kombinacia dvoch
alebo viacerych systémov financovania je mozna za podmienky, ze konkrétny vydavok bude vykazany len
v ramci jedného systému financovania.
V pripade kombinacie dvoch alebo viacerych systémov financovania v ramci jedného Projektu sa na uréenie
prav a povinnosti zmluvnych stran si¢asne pouziju ustanovenia &lanku 17a az 17¢ VZP relevantné pre
pouzité systémy financovania.
Ak dbjde ku kombinacii dvoch alebo viacerych systémov financovania v ramci jedného Projektu, Prijimatel
je povinny na kazdy z pouzitych systémov financovania predkladat samostatn(i ZoP, t. j. Prijimatel nemoze
v ramci jednej ZoP vykazovat vydavky financované viacerymi systémami.
Vykonavatel je opravneny zvysit alebo zniZit vy$ku finanénych prostriedkov v ZoP z technickych dévodov
na strane Vykonavatela, a to maximalne vo vySke 0,01% z maximéalnej sumy Prostriedkov mechanizmu
podla ods. 3.1. ¢lanku 3 Zmluvy o poskytnuti prostriedkov mechanizmu v ramci jednej ZoP. Ustanovenie
ods. 3.4. ¢lanku 3 Zmluvy o poskytnuti prostriedkov mechanizmu tymto nie je dotknuté.
Prijimatel je povinny vo v&etkych predkladanych ZoP uvadzat vyluéne vydavky, ktoré st v stlade so
Zmluvou. Prijimatel zodpoveda za pravost, spravnost a kompletnost Udajov uvedenych v ZoP. Ak na
zaklade nepravych alebo nespravnych Gdajov uvedenych v akejkolvek ZoP dojde k vyplateniu alebo
schvaleniu platby, Prijimatel je povinny takto vyplatené alebo schvalené Prostriedky mechanizmu vratit
Bezodkladne, od kedy sa o tejto skutoénosti dozvie; ak sa o skutoénosti, Ze doSlo k vyplateniu alebo
schvaleniu platby na zaklade nespravnych alebo nepravych Udajov dozvie Vykonavatel, postupuje podia
Clanku 14 VZP.
Podrobnejsi postup zmluvnych stran vratane blizSieho urCenia spdsobu vykonu ich prav a povinnosti
tykajlcich sa systémov financovania urci Zavazna dokumentacia.
Na Ugely tejto Zmluvy sa za Uhradu Ugtovnych dokladov dodavatelovi povazuie aj:
a) Uhrada Ugtovnych dokladov postupnikovi v pripade, Ze dodavatel postipil pohfadavku vodi
Prijimatelovi tretej osobe podla § 524 aZ § 530 Obcianskeho zakonnika,
b)  uhrada zaloznému veritelovi na zaklade vykonu zalozného prava na pohladavku dodavatela voci
Prijimatelovi podia § 151a az § 151me Obcianskeho zakonnika,
c) Uhrada opravnenej osobe na zaklade vykonu rozhodnutia voéi dodavatelovi podia pravnych
predpisov SR,
d) zapoCitanie pohladévok dodavatela a Prijimatela podia § 580 a 581 Obcianskeho zakonnika
alebo § 358 az 364 Obchodného zakonnika,
e) splnenie zavazku voci dodavatelovi podia § 568 Obcianskeho zakonnika.
V pripade, Ze dodavatel postupil pohladavku voli Prijimatelovi tretej osobe podla § 524 az § 530
Obgianskeho zé&konnika, Prijimatel v ramci dokumentacie ZoP predlozi aj dokumenty preukazujlice
postupenie pohladavky dodavatela na postupnika.
V pripade uhrady zavazku Prijimatela zaloznému veritelovi pri vykone zélozného prava na pohladavku
dodavatela voCi Prijimatefovi podfa § 151a az § 151me Obcianskeho zakonnika Prijimatel v ramci
dokumentacie ZoP predlozi aj dokumenty preukazujuce vznik zalozného prava.
V pripade uhrady z&vazku Prijimatela opravnenej osobe na zaklade vykonu rozhodnutia voci dodavatelovi
podla pravnych predpisov SR Prijimatel v ramci dokumentacie ZoP predlozi aj dokumenty preukazujice
vykon rozhodnutia (napr. exekuény prikaz alebo vykonatelné rozhodnutie).
V pripade uhrady z&vazku Prijimatefa dodavatefovi na zaklade uloZenia predmetu z&vazku medzi
Prijimatelom a veritelom do notarskej Uschovy podla § 568 Obcianskeho zakonnika Prijimatel v ramci
dokumentacie ZoP prediozi notarsku zapisnicu a dokumenty preukazujlice vykonanie ulozenia predmetu
zavazku do notarskej Uschovy.
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15.

16.

V pripade zapocitania pohladavok dodavatefa a Prijimatefa podia § 580 a 581 Obcianskeho zékonnika
alebo § 358 az 364 Obchodného zakonnika Prijimatel v ramci dokumentacie ZoP predlozi dokumenty
preukazujlce zapocitanie pohfadavok.

Ustanovenia tohto ¢lanku VZP sa nevztahujd na Prijimatela, ktory sa pri aplikécii niektorého z postupov
podla tohto ¢lanku VZP dostal do rozporu s pravnymi predpismi SR (napr. so zakonom o rozpoCtovych
pravidlach). Ustanovenia tohto ¢lanku VZP sa zaroven nevztahuji na pohladavku podfa ods. 6 ¢lanku 8
VZP.

Clanok 17a. Systém predfinancovania

Systémom predfinancovania sa Prostriedky mechanizmu poskytuju na Opravnené vydavky Projektu alebo ich
&ast na zaklade Prijimatelom predlozenych neuhradenych Uétovnych dokladov v lehote splatnosti zavazku
dodavatelom.

Vykonavatel zabezpeti poskytnutie platby vyluéne na zaklade ZoP - poskytnutie predfinancovania
predloZenej Prijimatefom v EUR. Prijimatel v ramci ZoP — poskytnutie predfinancovania uvedie prehlad
vykazanych vydavkov, vratane celkovych vykazanych vydavkov, narokovanej sumy finanénych prostriedkov
a ostatnych nenarokovanych vydavkov, a to v stlade s rozpo¢tom Projektu.

Prijimatel predklada Vykonavatelovi ZoP — poskytnutie predfinancovania spolu s neuhradenymi Ugtovnymi
dokladmi (napr. faktdra) prijatymi od dodavatela a s relevantnou podpornou dokumentaciou podra platnych
pravnych predpisov (najma zakona o U¢tovnictve a zakona o dani z prijmov), ktorej minimalny rozsah a dalSie
nalezitosti uréi Viykonavatel v Zavaznej dokumentacii, a to v lehote splatnosti tychto Ugtovnych dokladov.
Jeden rovnopis Uétovnych dokladov si ponechava Prijimatel.

Prijimatel je povinny uhradit dodavatefom Ugtovné doklady, na ktoré bolo poskytnuté predfinancovanie,
najneskor do 10 pracovnych dni odo diia pripisania prisluSnej platby na uéet Prijimatela, alebo odo dia
aktivacie evidencného listu Uprav rozpoétu potvrdzujiceho Upravu rozpoétu v pripade Prijimatela, ktorym je
$tatna rozpoétova organizacia. Urok z omeskania v pripade omeskania Prijimatela s (ihradou zavazku voci
dodavatelovi a iné zmluvné sankcie znasa Prijimatel.

Po poskytnuti kazdej platby systémom predfinancovania je Prijimatel povinny celu jej vy$ku zuctovat, a to do
10 dni odo dfa pripisania tychto prostriedkov na ucet Prijimatela alebo odo diia aktivacie evidenéného listu
Uprav rozpoCtu potvrdzujiceho Upravu rozpoCtu v pripade Prijimatela, ktorym je Statna rozpoctova
organizacia. Nezuctovany rozdiel predfinancovania je Prijimatel’ povinny vratit Vykonavatefovi najneskér do
Sasu dorucenia ZoP — zU&tovanie predfinancovania Vykonavatelovi, pricom sigastou takejto ZoP -
zUctovanie predfinancovania su aj doklady preukazuijuce vratenie nezuctovaného rozdielu predfinancovania.
Vlykonavatel je opravneny akceptovat aj neskorsie vratenie neziétovaného rozdielu predfinancovania a jeho
preukazanie zo strany Prijimatela, ak ete nedo$lo k ukonéeniu overovania v ramci kontroly ZoP — z(&tovanie
predfinancovania zo strany Vykonavatela.

Prijimatel zG&tuje platbu Viykonavatelovi prediozenim ZoP — zigtovanie predfinancovania, ktoru predklada
spolu s vypisom z Uétu potvrdzujicim prijem Prostriedkov mechanizmu, ako aj s dokladmi potvrdzujucimi
skutoéndi Uhradu vydavkov deklarovanych v ZoP — z&tovanie predfinancovania, najma vypisom z G¢tu alebo
prehlasenim banky o hrade. Doklady potvrdzujice skuto&nt Ghradu vydavkov deklarovanych v ZoP -
zUctovanie predfinancovania nie je potrebné predkladat pri vydavkoch vykazovanych formou zjednodudeného
vykazovania a vydavkoch, ktoré sa svojou povahou neuhradzaju.

Prijimatel berie na vedomie, Ze Viykonavatel je povinny vykonat kontrolu ZoP — poskytnutie predfinancovania
a ZoP - zlgtovanie predfinancovania podla zakona o finanénej kontrole. Po vykonani kontroly podla
predchadzajlcej vety Vykonavatel ZoP — poskytnutie predfinancovania a ZoP — zigtovanie predfinancovania
schvali v plnej vyske, schvali vo vySke zniZenej o sumu neopravnenych vydavkov alebo neschvali. Na zaklade
zaverov kontroly moZe Vykonavatel poskytnut Prijimateflovi predfinancovanie v sume, ktord zodpoveda
identifikovanym Opravnenym vydavkom. V pripade, ak Vykonavatel ZoP — zi&tovanie predfinancovania na
zaklade vykonanej kontroly neschvali alebo schvéli v znizenej sume, Vykonavatel vyzve Prijimatela na
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vratenie nezlctovaného predfinancovania, resp. nezlictovanej Casti predfinancovania postupom podra clanku
14 VZP. Predfinancovanie sa povazuje za zU¢tovang, ak je ZoP — zuctovanie predfinancovania schvalena
v plnej vySke, alebo ak Prijimatel vratil celd sumu poskytnutého predfinancovania alebo vréatil nezictovany
rozdiel poskytnutého predfinancovania Vykonévatelovi.

V pripade, ak Prijimatel neprediozi ZoP — zué&tovanie predfinancovania v lehote uréenej Vykonavatefom,
Vykonévatel mdZe umoznit' Prijimatefovi zUCtovat poskytnuté predfinancovanie v dodatoénej lehote alebo
poziadat' Prijimatela o vratenie predfinancovania. Pokial vznikne Prijimatelovi povinnost vratit' poskytnuté
predfinancovanie a Prijimatel predfinancovanie nevrati z viastnej iniciativy, Vykonavatel vyzve Prijimatela na
vratenie nezuétovaného predfinancovania postupom podfa ¢lanku 14 VZP.

Prijimatel vrati nezuctované predfinancovanie, resp. nezl¢tovani ¢&ast predfinancovania na Ucet
Vykonavatela, a to v priebehu rozpoétového roka na vydavkovy Ucet Vykonavatefa a z predchadzajuceho
roka na prijmovy Ucet Vykonavatela. Prijimatel, ktorym je Statna rozpoCtova organizacia, realizuje vratenie
formou prevodu z U¢tu Prijimatela na ucet Vykonavatela alebo formou rozpo¢tového opatrenia, v sulade so
Ziadostou o vratenie podla ¢lanku 14 VZP.

Clanok 17b. Systém zalohovych platieb

Systémom zalohovych platieb sa Prostriedky mechanizmu poskytuju na Opravnené vydavky Projektu alebo
ich ¢ast na zaklade ZoP - poskytnutie zalohovej platby predioZenej Prijimatefom v EUR.

Prijimatel predklada Vykonavatelovi ZoP — poskytnutie zalohovej platby maximalne do vysky 40% z celkovych
opravnenych prostriedkov mechanizmu.

Po poskytnuti zalohovej platby je Prijimatel povinny kazdu poskytnuti zalohovu platbu priebezne zuétovavat,
priom najneskér do 12 mesiacov odo dia pripisania platby na ucte Prijimatela alebo odo dia aktivacie
evidenéného listu Uprav rozpoCtu potvrdzujuceho Upravu rozpoCtu v pripade Prijimatela, ktorym je $tatna
rozpoctova organizécia, je Prijimatel povinny zuctovat 100 % sumy kazdej poskytnutej zalohovej platby.
Prijimatel zagtuje zalohovu platbu Vykonavatelovi prediozenim ZoP — ziétovanie zalohovej platby. Prijimatel
v ramci ZoP — zGgtovanie zalohovej platby uvedie prehlad vykdzanych vydavkov, vratane celkovych
vykéazanych vydavkov, narokovanej sumy finanénych prostriedkov a ostatnych nenarokovanych vydavkov, a
to v stilade s rozpoétom Projektu. Prijimatel predklada ZoP — zGétovanie zalohovej platby spolu s Uétovnymi
dokladmi (napr. faktdra) prijatymi od dodavatela ako aj s Ugtovnymi dokladmi preukazujicimi skutoént Ghradu
vydavkov vykazanych v ZoP — zugtovanie zalohovej platby a relevantnou podpornou dokumentaciou podfa
platnych pravnych predpisov (najmé zakona o Uctovnictve a zakona o dani z prijmov), ktorej minimélny rozsah
a dalSie naleZitosti urCi Vykonavatel v Zavaznej dokumentécii. Doklady potvrdzujice skutoénl Uhradu
vydavkov deklarovanych v ZoP — ziétovanie zalohovej platby nie je potrebné predkladat pri vydavkoch
vykazovanych formou zjednoduSeného vykazovania a vydavkoch, ktoré sa svojou povahou neuhradzaju.
Jednu zalohovi platbu mozno zugtovat predlozenim viacerych ZoP — z(&tovanie zalohovej platby. Povinnost
zUctovat 100 % sumy kazdej poskytnutej zalohovej platby v lehote 12 mesiacov odo dnia pripisania finanénych
prostriedkov na ucte Prijimatela alebo odo dia aktivacie evidenéného listu Uprav rozpoétu potvrdzujuceho
Upravu rozpoétu v pripade Prijimatela, ktorym je Statna rozpoCtova organizécia, sa vztahuje osobitne ku
kazdej poskytnutej zalohovej platbe, pri¢om kazd(i predkladanti ZoP — zi&tovanie zalohovej platby je potrebné
priradit’ k najstarSej poskytnutej nezuctovanej zalohovej platbe. Viaceré zalohové platby mozno zuctovat
predlozenim jednej ZoP — zu&tovanie zlohovej platby.

Ak predchadzajuca zélohova platba nebola poskytnuta v maximalnej vyske zalohovej platby podla odseku 2
tohto Clanku VZP, Prijimatel mdZe poziadat o dalSiu zalohovl platbu v sume rovnajicej sa rozdielu
maximalnej vySky zélohovej platby a predchédzajucej poskytnutej zalohovej platby. Ak predchadzajuca
zalohovéa platba bola Ciastoéne zuctovana, Prijimatel mdZe poZiadat o dalsiu zalohovu platbu v sume
rovnajlcej sa rozdielu maximainej vySky zalohovej platby podla odseku 2 tohto ¢lanku VZP a predchadzajuce;
poskytnutej a nezUctovanej zélohovej platby.
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7.

10.

1.

12.

Prijimatel berie na vedomie, Ze Vykonévatel je povinny vykonat kontrolu ZoP — poskytnutie zalohovej platby
a ZoP - zigtovanie zalohovej platby podia zakona o finanénej kontrole. Po vykonani kontroly podfa
predchadzajlicej vety Vykonavatel ZoP — poskytnutie zalohovej platby a ZoP — zu&tovanie zalohovej platby
schvali v plnej vyske, schvali vo vySke zniZenej o sumu neopravnenych vydavkov alebo neschvali. Na zaklade
zaverov kontroly méze Vykonavatel poskytnut’ Prijimatelovi zalohovu platbu v sume, ktora zodpoveda
identifikovanym Opravnenych vydavkom. Zalohova platba sa povazuje za zugtovan(, ak je ZoP — zli¢tovanie
zalohovej platby (alebo viaceré ZoP - zUétovanie zalohovej platby) schvalena v sume poskytnutej zalohovej
platby alebo Prijimatel vratil celu sumu poskytnutej zalohovej platby alebo vrétil nezictovany rozdiel
poskytnutej zalohy Vykonavatelovi.

Ak Vykonavatel v predlozenej ZoP — zUé&tovanie zalohovej platby identifikoval neopravnené vydavky pred
uplynutim prisludnej 12-mesacnej lehoty na zuc¢tovanie, Prijimatel moze takto identifikovanu nezuctovanu
sumu zudtovat prediozenim daldej ZoP - ziétovanie zalohovej platby do skonéenia prislusnej 12-mesaéne;
lehoty na zuctovanie.

Ak Prijimatel nezUctuje 100 % poskytnutej zalohovej platby do 12 mesiacov odo diia pripisania platby na ucet
Prijimatela alebo odo dfa aktivacie evidenéného listu Uprav rozpoCtu potvrdzujiceho Upravu rozpodtu v
pripade Prijimatela, ktorym je Statna rozpoétové organizacia, Prijimatel je povinny do 10 dni po uplynuti 12-
mesacnej lehoty na zUctovanie danej zalohovej platby vratit sumu neztétovaného rozdielu poskytnute
zalohovej platby.

Ak Vykonavate! v predlozenej ZoP — zUd&tovanie zalohovej platby identifikoval neopravnené vydavky po
uplynuti 12-mesacnej lehoty na zl&tovanie, Prijimatel je povinny vratit sumu nezuétovaného rozdielu
poskytnutej zalohovej platby podla &lanku 14 VZP.

V pripade, ak Prijimatel najneskor do skoncenia lehoty na z(ctovanie poskytnutej zélohovej platby nepredioZi
Z0oP - z(&tovanie zalohovej platby alebo nepredlozi ZoP — zi&tovanie zalohovej platby v objeme dostatonom
na zuctovanie kazdej poskytnutej zalohovej platby, Vykonavatel méze umoznit Prijimatelovi z(¢tovat
poskytnutu zalohovu platbu v dodatocnej lehote alebo poziadat Prijimatela o vratenie nezictovanej zalohovej
platoy alebo nezuétovaného rozdielu zalohovej platby. Pokial vznikne Prijimatelovi povinnost vrétit
nezuctovant poskytnutl zalohovu platbu alebo nezuétovany rozdiel poskytnutej zalohovej platby
Viykonévatelovi a Prijimatel tak neurobi z vlastnej iniciativy, Vykonévatel' vyzve Prijimatefa na vratenie
postupom podla ¢lanku 14 VZP.

Prijimatel vrati nezuétovanu poskytnutl zalohovu platbu, resp. neziétovany rozdiel poskytnutej zalohovej
platoy na Ucet Vykonavatela, ato v priebehu rozpodtového roka na vydavkovy uCet Vykonavatela a
z predchadzajuceho roka na prijmovy ucet Vykonavatela. Prijimatel, ktorym je $tatna rozpoctova organizacia,
realizuje vratenie formou prevodu z Uctu Prijimatela na ucet Vykonavatela alebo formou rozpoétového
opatrenia, v sulade so Ziadostou o vratenie podfa ¢lanku 14 VZP.

Clanok 17¢c. Systém refundacie

Systémom refundécie sa Prostriedky mechanizmu poskytuji na Oprévnené vydavky Projektu alebo ich ¢ast
na zaklade ZoP — priebezna platba predioZenej Prijimatefom v EUR.

V/ ramci systému refundacie je Prijimatel povinny uhradit vydavky najskér z vlastnych zdrojov a tieto mu su
nasledne pri jednotlivych platbach refundované z Prostriedkov mechanizmu az do vy$ky Opravnenych
vydavkov.

Vramci ZoP - priebezna platba Prijimatel uvedie prehlad vykazanych vydavkov, vratane celkovych
vykéazanych vydavkov, narokovanej sumy finan¢nych prostriedkov a ostatnych nenérokovanych vydavkov, a
to v stlade s rozpoétom Projektu. Prijimatel predklada ZoP — priebezné platba spolu s Ugtovnymi dokladmi
(napr. faktura) prijaté od dodavatela ako aj s Utovnymi dokladmi preukazujlicimi skutoénd Ghradu vydavkov
vykazanych v ZoP — priebezna platba a relevantnou podpornou dokumentaciu podla platnych pravnych
predpisov (najma zakona o U¢tovnictve a zakona o dani z prijmov), ktorej minimalny rozsah a dalSie naleZitosti
uréi Vykonavatel' v Zavaznej dokumentécii. Doklady potvrdzujuce skutoénl dhradu vydavkov deklarovanych
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v ZoP - priebezna platba nie je potrebné predkladat pri vydavkoch vykazovanych formou zjednoduseného
vykazovania a vydavkoch, ktoré sa svojou povahou neuhradzaju.

4.  Prijimatel berie na vedomie, Ze Vykonavatel je povinny vykonat kontrolu ZoP — priebeZn4 platba podla zékona
o finanénej kontrole. Po vykonani kontroly podla predchadzajiicej vety Viykonavatel ZoP — priebezna platba
schvali v plnej vy$ke, schvali vo vyske zniZenej o sumu neopravnenych vydavkov alebo neschvali. Na zaklade
zaverov kontroly moze Vykonévatel poskytnut Prijimatelovi platbu v sume, ktoré zodpoveda identifikovanym
Opravnenym vydavkom.
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OPIS PROJEKTU

VSEOBECNE IDENTIFIKACNE UDAJE O PROJEKTE

Kéd vyzvy 17104-04-V02
Kéd projektu 17104-04-V02-00010
Nazov projektu v slovenskom jazyku VTTP - Platforma na detekciu a identifikaciu hrozieb

Nazov projektu v anglickom jazyku - za ¢ast’

. . o . VTTP - VNET Threat Perception Platform
spolufinancovania v ramci Grantovej zmluvy s EK

Zaciatok realizacie projektu 01.09. 2023

Koniec realizacie projektu 30. 06. 2026

Cernysevského 48 85101 Bratislava - mestska ¢ast Petrzalka,

AR IR AR JiEfE Bratislavsky kraj, Slovenska republika

MONITOROVACIE SPRAVY A FINANCOVANIE PROJEKTU

- prvd monitorovaciu spravu do 60 dni od konca monitorovacieho obdobia (t. j.
28.02.2025)
zavereén monitorovaciu sprdvu do 60 dni od ukongenia monitorovacieho
obdobia (t. j. 30.06.2026).

Plan predkladania monitorovacich sprav

- Ziadost o poskytnutie predfinancovania/zalohovej/refundacnej platby v zmysle
VZP, ktoré st neoddelitefnou sucastou tejto Zmluvy;

Plan predkladania Ziadosti o platbu o ; Lo
- zavereénu ziadost o platbu do 30 dni od ukoncenia Projektu (30.06.2026).

e Nazov banky: UniCredit Bank Czech Republic and Slovakia, a.s.,
pobocka zahranitnej banky

e Nazov Uctu prijemcu: BEZNY UCET - EUR

o Cislo G&tu: SK16 1111 0000 0010 0022 9002

Bankové udaje Prijimatefa

CIEL A ZHRNUTIE PROJEKTU

stranalz8
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Ciel projektu

VNET je klasifikovany ako poskytovatel zakladnych sluZieb a kriticke;
infraStruktary, a jeho zékaznici su tieZ poskytovatelmi kritickej infrastruktury,
agregovany tok tychto sluzieb, prechadzajuci cez datové centra VNET,
dosahuje viac ako 100 Gbps. Riziko destruktivneho preruenia sluZieb zo
strany Skodlivych aktérov tiez exponenciélne rastie.

Sluzby VNET su poskytované desiatkam organizacii v oblasti zdravotnictva,
financii, bankovnictva, verejnej spravy, verejnej dopravy, priemyslu a
energetiky. Dokonca aj najvacsie organizacie, ktoré adekvatne hodnotia a
rieSia potreby kybernetickej bezpe€nosti, pracuju s obmedzenymi
finan¢nymi a fudskymi zdrojmi. Vacsinou bojuju proti velmi podobnym
hrozbam, zvy€ajne samostatne. Pouzivanie spolo¢nych zdrojov by malo
priniest kvalitativnu zmenu.

Cielom projektu je vyvoj a vybudovanie technologickej zékladne pre zber,
spracovanie, Al/ML vyhodnocovanie a zdielanie dat na detekciu a
identifikaciu modernych hrozieb v nasledujucich krokoch:

1. Integraciu najmodernejSich nastrojov na analyzu paketov, IDS a
SIEM/SOAR ako aj inych prostriedkov.

2. Pokrocilé spracovanie zhromazdenych dat, napriklad pouZitim Anti-
DDoS enginu, kedZe DDoS Utoky su asto pouZivané ako rozptylenie na
maskovanie sofistikovanejSich a potencialne nebezpecnejSich hrozieb
(krédez citlivych dat, ransomware, loT utoky...).

3. Pokro€ilé pouzivanie Al/ML nastrojov, najma integraciou modulu na
analyzu dat po¢as prenosu, ktory bol vyvinuty ako st¢ast nasho projektu
MINERWA (2019-SK-IA-0140) financovaného EU v ramci programu CEF
Telekom.

4. Prepojenie dalSich zdielanych nastrojov (pozri nizSie) ako dalSie zdroje
dat.

Planované vyuZzitie umelej inteligencie nevyvolava ziadne etické obavy
suvisiace s dodrziavanim fudskych prav a hodnot. Navrhnuta platforma
Threat Perception bude spracovavat a §irit nizkoUrovriové strojové data bez
akéhokolvek priameho alebo nepriameho spojenia s oblastami, ako su
ludské prava, spracovanie osobnych Udajov alebo inymi potencialne pravne
alebo eticky spornymi oblastami. Koncentrovany pristup dalej zvysi
efektivitu zdielania CTl s narodnym CSIRT. NavySe, platforma nebude slizit
len na zmiernenie Utokov, ale aj na forenznu analyzu studenych dat na
zhromazdovanie dékazov a zachovanie retazca dokazov pri post-Utokovych
vySetrovaniach.

Permanentné testovanie penetracie

V/ rdmci preventivnych opatreni bude vyvinuté a nasadené rieSenie
permanentne vykonavat testovanie penetracie pripojenych infrastruktar.
Zdielanie tejto sluzby umoZni permanentny charakter tohto testovania, ako
aj pokrytie Sirokého spekira ciefov a znamych zranitelnosti.

Spoloéna sada nastrojov na prevenciu Utokov
Na z&klade analyzy pozorovanych vektorov utokov a odbornych znalosti v
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oblasti VNET identifikoval protiopatrenia, ktoré mozu byt efektivne
poskytované vietkym pripojenym subjektom ako zdiefana sluzba, ¢im sa
vyznamne zmierni riziko a/alebo dopad niektorych beznych typov Utokov:

« Utoky na internetové smerovanie, ktoré je prakticky nemozné zmiernit na
urovni jednotlivych subjektov. Tie budd zabranené implementéciou
infraStruktury Resource Public Key Infrastructure (RPKI).

* PotlaCenie Utokov ransomware a Unikov dat nasadenim bezpecnostnej
infradtruktury v sulade s nariadenim NIS2 8pecificky adresuje utoky so
zavaznym dopadom ransomware a Uniky dat vyuzitim dedikovanych
hardvérovych bezpeénostnych modulov a externych komponentov Key
Management Server. Tieto HW a SW komponenty pomahaju oddelit
zaSifrované déta od Sifrovacich kfu¢ov, zabezpe€uju oddelenie povinnosti,
zavadzaju dualnu kontrolu a rozdelené znalosti a plne suladia s
priemyselnymi Standardmi (FIPS-140-2, NATO SECRET, EAL) a smermicou
EU NIS2 (2022/2555).

Zdielanie znalosti

Ako sucast projektu, na zmiernenie kybernetickych hrozieb v¢as, planujeme
navrhnUt a vyuzivat spravodajské noviny pre odbornikov na kyberneticku
bezpecnost nasich zakaznikov, aby sme zdiefali informécie o hrozbach
zistenych navrhovanym rieSenim VNET, aby zakaznici mohli na ne rychlo
reagovat. Planujeme tiez vyuZivat open-source systémy, ktoré nam
umoziuju zdielat ziskané skusenosti s implementaciou a pouzivanim,
trendy a niektoré tvrdé technické data s inymi komunitami kybernetickej
bezpecnosti a narodnym CSIRT. Na zaklade tychto aktivit planujeme
publikovat blogovu sériu o kybernetickej bezpec€nosti, vyvinut online
vzdelavacie kurzy pre zamestnancov VNET a odbornikov na kyberneticku
bezpe&nost nasich zakaznikov. Dal$im krokom je vyvinut online workshopy
na zvySenie povedomia pre slovenské vzdelavacie institucie.
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Aktivity projektu a ich ¢asovy
harmonogram

1. Project management and coordination

Predpokladany zaCiatok realiz&cie aktivity
1.9.2023

Predpokladané ukoncenie realizacie aktivity
30. 6. 2026

2. Building basis for application traffic visibility and threat hunting

Predpokladany zaciatok realizacie aktivity
1.9. 2023

Predpokladané ukoncenie realizacie aktivity
30. 4. 2025

3. Perpetual and automatized Penetration Testing

Predpokladany zaCiatok realizacie aktivity
1.9.2023

Predpokladané ukonéenie realizacie aktivity
30. 6. 2026

4. Enhancing Zeek’s high performance threat detection capabilities with
AI/ML

Predpokladany zaciatok realizacie aktivity
1.10. 2023

Predpokladané ukonéenie realizacie aktivity
30. 6. 2026

5. Cybersecurity threat investigation platform

Predpokladany zaCiatok realiz&cie aktivity
1.9.2023

Predpokladané ukonéenie realizacie aktivity
30. 6. 2026

6. Preventing Ransomware and Data Leaks with compliant security
Infrastructure

Predpokladany zaciatok realizacie aktivity
1.10. 2023

Predpokladané ukoncenie realizacie aktivity
30. 6. 2026

7. Preventing global routing attacks with RPKI framework

Predpokladany zaciatok realizacie aktivity
1.11.2023

Predpokladané ukonéenie realizacie aktivity
30. 4. 2026
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Zhrnutie projektu

VNET je na trhu uz viac ako 20 rokov. NaSe profilovanie rastie nad ramec
Standardnych sluZieb ISP a sme v procese transforméacie smerom ku
komplexnému poskytovatelovi digitalnej infratruktiry so skisenostami so
systémovou integraciou v oblastiach laaS, PaaS, SaaS, SASE, SD-WAN a
loT sluzieb prevadzkovanych v 4 datovych centrach. VNET momentéine
poskytuje tieto sluzby viac ako 6500 zakaznikom s viac ako 25 000 aktivnymi
sluzbami v prevadzkovom portfdliu. Datové centrd VNET su tiez z&kladnymi
stavebnymi blokmi slovenského internetu, pretoze prevadzkuju internet
exchange points sliZiace ako prepojovacie body pre inych ISP ako aj
platformy pre prenos dat pre infradtrukturu krajiny.Sietova infrastruktara
VNET zahffia internetové vymenné uzly, vratane najvacsieho na svete, DE-
CIX, ako aj v inych regionalnych internetovych peeringoch ako st NIX.SK;
NIX.CZ; SIX.SK; BIX.HU a dalSie.

VNET je klasifikovany ako poskytovatel zakladnych sluzieb a kritickej
infradtruktary, a jeho zakaznici sU tiez poskytovatelmi kritickej infrastruktary,
agregovany tok tychto sluzieb, prechadzajuci cez datové centra VNET,
dosahuje viac ako 100 Gbps. Riziko destruktivneho prerusenia sluzieb zo
strany Skodlivych aktérov tiez exponencialne rastie.

Sluzby VNET s poskytované desiatkam organizacii v oblasti zdravotnictva,
financii, bankovnictva, verejnej spravy, verejnej dopravy, priemyslu a
energetiky. Dokonca aj najvacSie organizacie, ktoré adekvatne hodnotia a
rieSia potreby kybernetickej bezpecnosti, pracuju s obmedzenymi finanénymi
a ludskymi zdrojmi. VacéSinou bojuju proti velmi podobnym hrozbam, zvy&ajne
samostatne. PouZivanie spolonych zdrojov by malo priniest kvalitativnu
zmenu.

VNET je v unikatnej pozicii, ktora spolo¢nosti poskytuje moznost, ako aj
povinnost riesit tento potencial. Cielom je vyvoj a vybudovanie technologicke;
zakladne pre zber, spracovanie, AI/ML vyhodnocovanie a zdielanie dat na
detekciu a identifikdciu modernych hrozieb. Tento navrh to riesi niekolkymi
spbsobmi:

* Vacsi zaklad sietovej prevadzky a inych zdrojovych dat poskytuje vy$Siu
$ancu na detekciu vzorcov poukazujlcich na vznikajuce hrozby,

+ Zdielané pouzivanie nastrojov, ktoré by boli mimo dosahu jednotlivych
subjektov,

+ Vacési subor nastrojov, o zase otvara prilezitosti na ich vzajomnu integraciu,
Cim sa dosahuje eSte vy$Sia pridana hodnota,

* LepSie vyuzitie pristupov zalozenych na Al/ML, ktoré profituju z vacSieho
mnozstva vstupnych dat,

* Zdielanie operacnych znalosti a know-how v rdmci komunity pouzivatelov.

PLANOVANE HODNOTY SPOLOCNYCH A KLUCOVYCH UKAZOVATELOV

gislo Oficialny nazov KPI Pracovny balik | Koordinator Typ

D1.1 Navrh rieSenia WP1 VNET a.s. R — Document, report
D1.2 Dodavka IT WP1 VNET ass. OTHER

D1.3 Finalny/ZavereCny report | WP1 VNET as. R — Document, report
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D1.4 S, - WP1 VNET a.s. R — Document, report
Diseminacia a komunikacia
Sprievodnad  dokumentacia

D2.1 sUvisiaca s obstaravanim | WP2 VNET a.s. R — Document, report
WP2
Protokol s demonStrovanymi

D2.2 Eodropnostam 0 vykone oy VNET as. R — Document, report

apacite  technologického
rieSenia
Protokol s demonstrovanym
odrobnostami o vykone

D2.3 2 kapacite AntiéDoS WP2 VNET a.s. R — Document, report
rieSenia
Sprievodnad  dokumentacia

D3.1 tykajuca sa obstaravania | WP3 VNET a.s. R — Document, report
WP3
Komplexna sprava
poskytujica podrobnosti o

D3.2 implementacii politiky ZERO | WP3 VNET a.s. R — Document, report
TRUST a stave
zabezpecenia pred a po
Sprievodnad  dokumentacia

D4.1 tykajuca sa obstaravania | WP4 VNET a.s. R — Document, report
WP4

D422 Vylepsenie AVML moznosti o, VNET ass. R — Document, report
detekcie nastroja Zeek
Sprievodnad  dokumentacia

D5.1 tykajuca sa obstargvania | WP5 VNET a.s. R — Document, report
WP5

D5.2 h“":);ﬁezbme”t kybemetickych | \yps VNET ass. R — Document, report

D5.3 glpEri/\I/a nasadencho riesenia WP5 VNET a.s. R — Document, report
Sprievodnd  dokumentacia

D6.1 tykajuca sa obstaravania | WP6 VNET a.s. R — Document, report
WP6

D6.2 Kompl? Xna - sprava - Ofyypg VNET a.s. R — Document, report
bezpe€nosti
Sprava o overovani RPKI

D71 ROA a filtracif tras WpP7 VNET a.s. R — Document, report
Sprava o RPKI CA,

D7.2 vytvarajuca digitalne WP7 VNET a.s. R — Document, report
podpisané zaznamy ROA

PARTNERSKA SPOLUPRACA (lilohy a zodpovednosti jednotlivych partnerov v ramci projektu). V zmysle zakona ¢&.
368/2021 Z. z. 0 mechanizme na podporu obnovy a odolnosti a 0 zmene a doplneni niektorych zakonov, § 14, ods. (6)
,Ak sa na realizacii investicie alebo realizacii reformy spolupodiel'a partner, zmluva podfa odseku 1 obsahuje aj
udaje o partnerovi v rozsahu potrebnom na jednoznaénu identifikaciu partnera.

Nazov organizacie a identifikaéné idaje | Ulohal/zodpovednosti v ramci projektu
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VNET, a.s. prijimatel

PRACOVNE BALIKY

Nazov Zodoovedna Zaciatok Koniec Pocet Predpokladané
Pracovny balik | pracovného balika or apnizécia realizacie realizacie osobomesiacov celkové naklady
9 (mesiac/rok) (mesiac/rok) (EUR)

Projektovy
WP1 manazment a | VNET a.s. 1.9.2023 30. 6. 2026 6 44.570,00
koordinacia

Zaklad pre
viditelnost  do
aplikacnej
prevadzky a
vyhladavanie
hrozieb

WP2 VNET a.s. 1.9.2023 30. 4. 2025 17 328.903,00

Trvalé a
WP3 automalizovane | \NeTas. | 8.4.2021 2.9.2023 12 147.236,00
penetracné

testovanie

VylepSenie
vysoko
vykonnych
WP4 moznosti VNET a.s. 1.10. 2023 30. 6. 2026 32 393.903,00
detekcie hrozieb
Zeek pomocou
Al/ML

Platforma na
investigaciu

WP5 hrozieb VNETas, | 1-92023 30.6.2006 | 28 398.905,00
kybernetickej
bezpecénosti

Zabranenie

Ransomware

WP6 and Dataleaks | \NeTas. [ 1.10.2023 | 30.6.2026 | 18 143.236,00
pomocou

bezpecnostnej

infraStruktary

Zabranenie
globalnym
WP7 smerovacim VNET a.s. 1.11. 2023 30. 4. 2026 3 102.237,00
Utokom
pomocou RPKI

VYSKA PRISPEVKU MECHANIZMU NA PODPORU OBNOVY A ODOLNOSTI (EUR) - v pripade koordinatora. Ziadater

uvedie celkové opravnené vydavky projektu podporeného z priamo riadeného programu EU, prispevok predmetného programu a pozadovand vysku prispevku
mechanizmu s presnostou na dve desatinné miesta.

A. Cglkove opravnené 1558 990,00 EUR
vydavky

B. Prostriedky mechanizmu
bez PDH 0,00 EUR
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C. Prostriedky DPH 0,00 EUR

D. Pozadovana vyska
prostriedkov 389 747,50 EUR
mechanizmu (D = B+C)

VYSKA PRISPEVKU MECHANIZMU NA PODPORU OBNOVY A ODOLNOSTI (EUR) - v pripade partnera. Ziadatel uvedie

celkové opravnené vydavky rozpoétu partnera v projekte podporeného z priamo riadeného programu EU, prispevok predmetného programu a pozadovani vysku
prispevku mechanizmu s presnostou na dve desatinné miesta.

A. S;(Ijl:\),\(& opravnené 0,00 EUR
B. Prostriedky mechanizmu

bez PDH 0,00 EUR
C. Prostriedky DPH 0,00 EUR
D. Pozadovana vyska

prostriedkov 0,00 EUR

mechanizmu (D = B+C)

ROZPOCET PROJEKTU

Ostatné priame

Personalne naklady naklady

Nepriame naklady Celkové naklady

VNET a.s. 580 000,00 EUR 877 000,00 EUR 101 990,00 EUR 1558 990,00 EUR
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PROTIKORUPCNA DOLOZKA!

1. Zmluvné strany sa pri pineni predmetnej Zmluvy zavazuiju strikine dodrziavat platné a ucinné pravne predpisy
vztahujlce sa ku korupcii a korupénému spravaniu, protipravnemu ovplyviovaniu verejnych Cinitelov, praniu
$pinavych pefazi a zavazuju sa zaviest a vykonavat vSetky nevyhnutné a vhodné postupy a opatrenia veduce
k zabréneniu korupcie a korupénému spravaniu.

2. Prijimatel’ vyhlasuje, Ze podla jeho vedomosti u ziadneho z jeho predstavitelov, zastupcov, zamestnancov,
alebo inych 0sbb konajlcich v jeho mene, nebola v minulosti preukazana korupcia alebo korup&né spravanie.

Prijimatel dalej vyhlasuje, Ze podla jeho vedomosti ziaden z jeho predstavitelov, zastupcov, zamestnancov,
alebo inych 0s6b konajlcich v jeho mene pri poskytovani plnenia podla tejto Zmluvy pre Vykonavatela alebo
v jeho mene na zéklade tejto Zmluvy, neponuka ani nebude priamo alebo nepriamo ponukat, davat,
poskytovat, vyzadovat ani prijimat’ finanéné prostriedky alebo akékolvek iné ocenitelné hodnoty, alebo
poskytovat akékolvek vyhody, dary, alebo pohostenia osobe, spolo€nosti alebo organizacii alebo
zamestnancovi, politickej strane & hnutiu, kandidatovi na politicki nominéciu, osobe, ktord posobi v
zakonodarnom, spravnom alebo sudnom orgéne akéhokolvek druhu, alebo v medzinarodnej verejne;
organizacii za Uc¢elom ovplyviiovat konanie takejto osoby v jej funkcii, s vyuzitim odmerovania, alebo
navadzania k nekorektnému vykonu prislu$nej funkcie alebo Cinnosti akoukolvek osobou, za Géelom ziskania
alebo udrZania vyhody pri pineni tejto Zmluvy v prospech Prijimatela.

3. Vsuvislosti s uzavretim a plnenim zavazkov na zéklade tejto Zmluvy sa Prijimatel zavazuje, ze:

1 Vysvetlenie pojmov:

Korupciou sa rozumie ponukanie, sfubovanie, poskytnutie, prijatie alebo pozadovanie neopravnenej vyhody akejkolvek majetkovej alebo nemajetkovej
hodnoty, konania alebo zdrzanie sa konania, priamo alebo cez sprostredkovatela, v stvislosti s obstaravanim veci vdeobecného zaujmu alebo v rozpore s
platnymi pravnymi predpismi, ako aj Uplatok alebo odmena pre osobu za to, aby konala alebo sa zdrZala konania v suvislosti s plnenim svojich povinnosti,
vykonom pravomoci, povolania alebo funkcie. Pod pojmom korupcia sa rozumie aj zneuzitie moci alebo postavenia vo viastny prospech alebo v prospech
inych osbb.

Korupénym spravanim sa rozumie konanie poSkodzujlice verejny zaujem, najmé zneuZivanie moci, pravomoci, vplyvu ¢i postavenia, navadzanie na takéto
zneuzitie, klientelizmus, rodinkarstvo, protekcionarstvo, vydieranie, uprednostriovanie osobného zaujmu pred verejnym zaujmom pri plneni sluzobnych alebo
pracovnych Gloh, poskytovanie a prijimanie nenalezitych vyhod bez opravneného néroku na poskytnutie protisluzby (tzv. prikrmovanie), sprenevera verejnych
zdrojov, prejavy, o ktorych je mozné odévodnene predpokladat, ze osoba dava najavo svoj imysel byt G¢astnikom korupéného vztahu.

Spriaznenou osobou sa rozumie blizka osoba podia § 116 zakona ¢. 40/1964 Zb. Obciansky zakonnik v zneni neskorSich predpisov; prisludnik urcitej
politickej strany, ktorej je alebo bol zamestnanec ¢lenom; fyzicka osoba, pravnicka osoba a ich zdruzenie, s ktorym zamestnanec udrZiava alebo udrziaval
obchodné styky, alebo ktorého je alebo bol ¢lenom; pravnicka osoba, v ktorej mé& zamestnanec priamo alebo nepriamo majetkovu ucast alebo osobné
prepojenie prostrednictvom blizkych osdb; fyzicka osoba a pravnicka osoba, z ktorej ¢innosti ma zamestnanec prospech; alebo ina osoba, ktori zamestnanec
pozna na zaklade predchadzajucich profesijnych alebo inych vztahov a tieto vztahy medzi zamestnancom a dotknutou osobou vzbudzuju opravnené obavy
0 nestrannost zamestnanca.

Dévodnym podozrenim sa rozumie zacatie trestného stihania podfa § 199 zakona ¢. 301/2005 Z. z. Trestny poriadok v zneni neskorsich predpisov, resp.
podla § 23 zakona €. 91/2016 Z. z. o trestnej zodpovednosti pravnickych oséb a o zmene a doplneni niektorych zakonov v zneni neskorsich predpisov.

Preukazanim sa rozumie pravoplatné rozhodnutie prisluSného organu v merite veci.

Konfliktom zaujmov sa rozumie konflikt medzi verejnou funkciou a sikromnymi zaujmami verejného ¢initela, ked' ma verejny Cinitel skromné zaujmy, ktoré
by mohli nepatriéne ovplyvnit vykonavanie jeho sluzobnych dloh a povinnosti. Je nim tiez situacia, v ktorej jednotlivec alebo subjekt, pre ktory pracuje, je
konfrontovany s vyberom medzi povinnostami a poZiadavkami svojho postavenia a viastnymi skromnymi zaujmami. Verejnym zaujmom sa rozumie zaujem,
ktory prinaSa majetkovy alebo iny prospech vietkym obcanom alebo mnohym obéanom. Naproti tomu osobnym zaujmom rozumieme zaujem, ktory prinaSa
majetkovy alebo iny prospech v prospech toho, kto ma pravomoc, alebo jemu blizkym osobam.

Vo véeobecnej definicii pod blizkymi osobami rozumieme nielen osoby blizke podla obgianskeho zakonnika, ale aj iné osoby, ktoré maju $irsi vztah ako
pribuzensky.

Konfliktom zaujmov sa rozumie aj situdcia, v ktorej by obchodné, finan¢né, rodinné, politické alebo osobné zaujmy mohli ovplyvnit nazor oséb
vykondvajucich svoje povinnosti pre organizaciu alebo konflikt zaujmov v zmysle ust. § 24 zakona o mechanizme.
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a)

kazda osoba konajuca v jeho mene sa zdrzi akejkolvek Cinnosti, ktord& ma povahu korupcie alebo
korupéného spravania, alebo poskytovania darov ktorémukolvek zamestnancovi alebo Statutarnemu
zastupcovi Vykonavatela alebo im spriaznenym osobam alebo osobe konajlcej v mene Vykonavatela, s
ciefom urychlit bezné &innosti Vykonavatela alebo dojednat’ vyhody pre seba alebo inli osobu, ktora sa
podiela na uzavreti alebo realizacii tejto Zmluvy,

v pripade dévodného podozrenia, Ze ktorakolvek fyzické alebo pravnicka osoba konajuca v jeho mene sa
priamo alebo cez sprostredkovatela podielala na korupcii alebo korupénom spravani alebo inej
protizakonnej Cinnosti v slvislosti s uzavretim alebo plnenim tejto Zmluvy alebo prisltbila, pontkla alebo
poskytla dar alebo inG nendleziti vyhodu, v o€akavani vyhody pri ziskavani, zachovavani €i realizcii
zmluvnych vztahov s Vykonavatelom K-17 POO, Prijimatel PPM bezodkladne ozndmi tuto skutonost
prislusnému organu, alebo v pripade pochybnosti o okolnostiach takéhoto dévodného podozrenia tuto
skutoCnost 0znami na e-mailovu adresu protikorupcii@mirri.gov.sk,

v pripade, ked ho Vykonavatel upozorni, Ze ma dévodné podozrenie o poruSeni ktoréhokolvek
ustanovenia tejto doloZky, je Prijimatel povinny poskytnut potrebnu su¢innost pri objasfiovani podozrenia,
vratane vSetkych potrebnych dokumentov.

Vykonavatel mdze prijat potrebné opatrenia na ochranu svojho dobrého mena.

Neposkytnutie sucinnosti na odstranenie tohto dévodného podozrenia je dévodom na odstupenie od tejto
Zmluvy. Zaroven akékolvek preukdzané korupéné spravanie zo strany Prijimatela alebo poruSenie
povinnosti podfa tejto Protikorupénej dolozky sa povaZzuje za podstatné porusenie tejto Zmluvy.

v pripade, ked sa preukaZze, Ze Prijimatel, resp. Partner Prijimatela, sa priamo alebo cez
sprostredkovatela podielal na korupcii alebo ingj protizakonnej €innosti v suvislosti s uzavretim alebo
plnenim tejto Zmluvy, Vykonavatel je opravneny aj bez predchéadzajuceho upozornenia odstupit od tejto
Zmluvy s okamZitou platnostou bez toho, aby Prijimatelovi vznikol akykolvek narok zo zodpovednosti za
odstupenie Vykonavatefa od tejto Zmluvy, ak nebolo dohodnuté inak. Prijimatel sa zavazuje, Ze ak sa
preukaze jeho porusenie ustanoveni tejto dolozky, odSkodni Vykonavatefa v maximalnom moznom
rozsahu alebo nahradi naklady vzniknuté v suvislosti s porusenim tejto Protikorup&nej dolozky.

Prijimatel podpisom tejto Zmluvy prehlasuje, Zze bol oboznameny s Protikorupénou politikou MIRRI

zverejnenou na https://www.mirri.gov.sk/ministerstvo/prevencia-korupcie/protikorupcna-politika/index.html, jej
obsahu porozumel a zavazuje sa ju reSpektovat.

5. Prijimatel' podpisom tejto Zmluvy prehlasuje, Ze nie je v konflikte zaujmov vo vztahu k zamestnancom
Vykonavatel'a a/alebo k zamestnancom Narodnej implementaénej a koordinaénej autority, ktoré by mohli
ovplyvnit realizaciu predmetu tejto Zmluvy.


https://www.mirri.gov.sk/ministerstvo/prevencia-korupcie/protikorupcna-politika/index.html
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GRANT AGREEMENT

Project 101128069 — VTPP

PREAMBLE
This Agreement (‘the Agreement’) is between the following parties:
on the one part,

the European Union (‘EU’), represented by the European Commission (‘European Commission’ or
‘granting authority’),

and
on the other part,
1. ‘the coordinator’:

VNET AS (VNET A S), PIC 897519273, established in CERNYSEVSKEHO 48, BRATISLAVA
851 01, Slovakia,

Unless otherwise specified, references to ‘beneficiary’ or ‘beneficiaries’ include the coordinator and
affiliated entities (if any).

If only one beneficiary signs the grant agreement (‘mono-beneficiary grant’), all provisions referring
to the ‘coordinator’ or the ‘beneficiaries’ will be considered — mutatis mutandis — as referring to
the beneficiary.

The parties referred to above have agreed to enter into the Agreement.

By signing the Agreement and the accession forms, the beneficiaries accept the grant and agree to
implement the action under their own responsibility and in accordance with the Agreement, with all
the obligations and terms and conditions it sets out.

The Agreement is composed of:
Preamble

Terms and Conditions (including Data Sheet)
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Annex 1 Description of the action!

Annex 2 Estimated budget for the action

Annex 2a  Additional information on unit costs and contributions (if applicable)
Annex 3 Accession forms (if applicable)?

Annex 3a  Declaration on joint and several liability of affiliated entities (if applicable)?
Annex 4 Model for the financial statements

Annex 5 Specific rules (if applicable)

! Template published on Portal Reference Documents.
2 Template published on Portal Reference Documents.
3 Template published on Portal Reference Documents.
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DATA SHEET

1. General data

Project summary:

Project summary

VNET has been around for more than 20 years now. Our profiling continues to grow beyond standard ISP services, and we are in
process of transformation towards complex Digital Infrastructure provider with system integration experiences in laaS, PaaS, SaaS,
SASE, SD-WAN and IoT services. Since VNET is classified as essential services and critical infrastructure provider and its customers
are also critical infrastructure providers, the risk of destructive service interruptions from malicious actors also increases exponentially.
Another distinction is the ability of VNET to guarantee data sovereignty. This proposal aims to implement full-scale security platform
protecting traditional and modern digital services. It includes detection capabilities enhancement of Zeek’s open-source system, traffic
dissection TAPs, Al-based services, automatized penetration testing, security events processing automation, high standard HSM/KMS
data encryption and digital keys management, DDoS protection, virtualized HW utilization and data analytics that will be managed and
visualized with flexible SIEM interface all adhering to NIS2 (EU) 2022/2555 directive. Many of our clients don't have required expertise
to detect and mitigate the sheer amount and complexity of threats & attacks. We decided to build cybersecurity platform integrated into
our infrastructure to protect services for majority of clients. Our reaction is to propose a sophisticated solution that will contribute to the
fulfillment of the stated goals, such as: - prevent potential security breaches via better monitoring and real-time analytics, deployment of
new hardware platforms and strengthening our encryption capabilities - save expenses by having coherent cybersecurity platform that
will be expandable and further optimized by process automation, Al layer and ML models - real-time reporting, log collection, analysis,
and data retention - raising overall cybersecurity awareness and knowledge-sharing

Keywords:
—  Data Security and Privacy
—  Cybersecurity-aware culture (e.g. including children education)
—  Trust in securing digital as well as physical assets
—  Cybersecurity
—  Security
—  Trust
— Data Leak Prevention (DLP), Deep Packet Inspection, Threat Perception, Open-source contribution
Project number: 101128069
Project name: VNET Threat Perception Platform
Project acronym: VTPP
Call: DIGITAL-ECCC-2022-CYBER-03
Topic: DIGITAL-ECCC-2022-CYBER-03-UPTAKE-CYBERSOLUTIONS
Type of action: DIGITAL JU SME Support Actions
Granting authority: European Commission-EU
Grant managed through EU Funding & Tenders Portal: Yes (eGrants)
Project starting date: fixed date: 1 September 2023
Project end date: 31 August 2026

Project duration: 36 months

Consortium agreement: Yes

2. Participants

List of participants:
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Lzl Max grant
N° | Role Short name Legal name Ctry PIC eligible costs - ogunt
(BEN and AE)
1 COO | VNETAS VNET AS SK | 897519273 1 558 990.00 1 169 242.50
Total 1 558 990.00 1169 242.50
Coordinator:
—  VNETAS (VNET A S)
3. Grant

Maximum grant amount, total estimated eligible costs and contributions and funding rate:

Total eligible costs
(BEN and AE)

Funding rate
(%)

Maximum grant amount
(Annex 2)

Maximum grant amount
(award decision)

1558 990.00

1169 242.50

1169 242.50

50,75

Grant form: Budget-based
Grant mode: Action grant
Budget categories/activity types:
- A. Personnel costs
- A.1 Employees, A.2 Natural persons under direct contract, A.3 Seconded persons
- A.4 SME owners and natural person beneficiaries
- B. Subcontracting costs
- C. Purchase costs
- C.1 Travel and subsistence
- C.2 Equipment

- C.3 Other goods, works and services

- D. Other cost categories
- D.2 Internally invoiced goods and services

- E. Indirect costs
Cost eligibility options:
- Standard supplementary payments
- Average personnel costs (unit cost according to usual cost accounting practices)
- Country restrictions for subcontracting costs
- Limitation for subcontracting
- Travel and subsistence:
- Travel: Actual costs
- Accommodation: Actual costs

- Subsistence: Actual costs

- Equipment: depreciation and full costs for listed equipment
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- Indirect cost flat-rate: 7% of the eligible direct costs (categories A-D, except volunteers costs and exempted
specific cost categories, if any)

- VAT: Yes
- Country restrictions for eligible costs
- Other ineligible costs

Budget flexibility: Yes (no flexibility cap)

4. Reporting, payments and recoveries

4.1 Continuous reporting (art 21)

Deliverables: see Funding & Tenders Portal Continuous Reporting tool

4.2 Periodic reporting and payments

Reporting and payment schedule (art 21, 22):

Reporting Payments

Deadline

Reporting periods Type Deadline Type (time to pay)

RP No Month from Month to

30 days from entry

into force/10 days
before starting date/
Initial prefinancing financial guarantee
(if required)

— whichever
is the latest
1 1 18 Periodic report 60 days after end Interim payment 90 days from
of reporting period receiving

periodic report

2 19 36 Periodic report 60 days after end Final payment 90 days from
of reporting period receiving
periodic report

Prefinancing payments and guarantees:

Prefinancing payment Prefinancing guarantee
Guarantee
T Amount Division per participant
ype amount perp P
Prefinancing 1 (initial) 935 394.00 n/a 1-VNETAS n/a

Reporting and payment modalities (art 21, 22):

Mutual Insurance Mechanism (MIM): No
Restrictions on distribution of initial prefinancing: The prefinancing may be distributed only if the minimum number of
beneficiaries set out in the call condititions (if any) have acceded to the Agreement and only to beneficiaries that have
acceded.
Interim payment ceiling (if any): 90% of the maximum grant amount

No-profit rule: Yes

Late payment interest: ECB + 3.5%

10
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Bank account for payments:
SK1611110000001000229002
Conversion into euros: Double conversion
Reporting language: Language of the Agreement
4.3 Certificates (art 24):
Certificates on the financial statements (CFS):
Conditions:
Schedule: only at final payment, if threshold is reached
Standard threshold (beneficiary-level):
- financial statement: requested EU contribution to costs > EUR 325 000.00
4.4 Recoveries (art 22)
First-line liability for recoveries:
Beneficiary termination: Beneficiary concerned
Final payment: Coordinator
After final payment: Beneficiary concerned
Joint and several liability for enforced recoveries (in case of non-payment):
Limited joint and several liability of other beneficiaries — up to the maximum grant amount of the beneficiary

Joint and several liability of affiliated entities — n/a

5. Consequences of non-compliance, applicable law & dispute settlement forum

Applicable law (art 43):
Standard applicable law regime: EU law + law of Belgium
Dispute settlement forum (art 43):
Standard dispute settlement forum:
EU beneficiaries: EU General Court + EU Court of Justice (on appeal)

Non-EU beneficiaries: Courts of Brussels, Belgium (unless an international agreement provides for the
enforceability of EU court judgements)

6. Other

Specific rules (Annex 5): Yes

Standard time-limits after project end:
Confidentiality (for X years after final payment): 5

Record-keeping (for X years after final payment): 5 (or 3 for grants of not more than EUR 60 000)

11
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Reviews (up to X years after final payment): 5 (or 3 for grants of not more than EUR 60 000)
Audits (up to X years after final payment): 5 (or 3 for grants of not more than EUR 60 000)

Extension of findings from other grants to this grant (no later than X years after final payment): 5 (or 3 for grants of
not more than EUR 60 000)

Impact evaluation (up to X years after final payment): 5 (or 3 for grants of not more than EUR 60 000)

12



Project: 101128069 — VTPP — DIGITAL-ECCC-2022-CYBER-03

BB Associated with RGHhAY NEPAresM888)5s328 Whfde/2023

CHAPTER 1 GENERAL

ARTICLE 1 — SUBJECT OF THE AGREEMENT

This Agreement sets out the rights and obligations and terms and conditions applicable to the grant
awarded for the implementation of the action set out in Chapter 2.

ARTICLE 2 — DEFINITIONS

For the purpose of this Agreement, the following definitions apply:

Actions —  The project which is being funded in the context of this Agreement.
Grant — The grant awarded in the context of this Agreement.

EU grants — Grants awarded by EU institutions, bodies, offices or agencies (including EU executive
agencies, EU regulatory agencies, EDA, joint undertakings, etc.).

Participants — Entities participating in the action as beneficiaries, affiliated entities, associated
partners, third parties giving in-kind contributions, subcontractors or recipients of
financial support to third parties.

Beneficiaries (BEN) — The signatories of this Agreement (either directly or through an accession
form).

Affiliated entities (AE) — Entities affiliated to a beneficiary within the meaning of Article 187 of

EU Financial Regulation 2018/1046* which participate in the action with similar rights
and obligations as the beneficiaries (obligation to implement action tasks and right to
charge costs and claim contributions).

Associated partners (AP) — Entities which participate in the action, but without the right to charge
costs or claim contributions.

Purchases — Contracts for goods, works or services needed to carry out the action (e.g. equipment,
consumables and supplies) but which are not part of the action tasks (see Annex 1).

Subcontracting — Contracts for goods, works or services that are part of the action tasks (see Annex 1).

In-kind contributions — In-kind contributions within the meaning of Article 2(36) of EU Financial

4 For the definition, see Article 187 Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council
of 18 July 2018 on the financial rules applicable to the general budget of the Union, amending Regulations (EU)
No 1296/2013, (EU) No 1301/2013, (EU) No 1303/2013, (EU) No 1304/2013, (EU) No 1309/2013, (EU) No 1316/2013,
(EU) No 223/2014, (EU) No 283/2014, and Decision No 541/2014/EU and repealing Regulation (EU, Euratom)
No 966/2012 (‘EU Financial Regulation’) (OJ L 193, 30.7.2018, p. 1): “affiliated entities [are]:

(a) entities that form a sole beneficiary [(i.e. where an entity is formed of several entities that satisfy the criteria for
being awarded a grant, including where the entity is specifically established for the purpose of implementing an
action to be financed by a grant)];

(b) entities that satisfy the eligibility criteria and that do not fall within one of the situations referred to in Article 136(1)
and 141(1) and that have a link with the beneficiary, in particular a legal or capital link, which is neither limited to
the action nor established for the sole purpose of its implementation”.

13
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Regulation 2018/1046, i.e. non-financial resources made available free of charge by
third parties.

Fraud — Fraud within the meaning of Article 3 of EU Directive 2017/1371° and Article 1 of the
Convention on the protection of the European Communities’ financial interests, drawn

up by the Council Act of 26 July 1995°, as well as any other wrongful or criminal
deception intended to result in financial or personal gain.

Irregularities — Any type of breach (regulatory or contractual) which could impact the EU
financial interests, including irregularities within the meaning of Article 1(2) of EU

Regulation 2988/95’.

Grave professional misconduct — Any type of unacceptable or improper behaviour in exercising one’s
profession, especially by employees, including grave professional misconduct within
the meaning of Article 136(1)(c) of EU Financial Regulation 2018/1046.

Applicable EU, international and national law — Any legal acts or other (binding or non-binding)
rules and guidance in the area concerned.

Portal — EU Funding & Tenders Portal; electronic portal and exchange system managed by the
European Commission and used by itself and other EU institutions, bodies, offices
or agencies for the management of their funding programmes (grants, procurements,
prizes, etc.).

CHAPTER 2 ACTION

ARTICLE 3 — ACTION

The grant is awarded for the action 101128069 — VTPP (‘action’), as described in Annex 1.

ARTICLE 4 — DURATION AND STARTING DATE

The duration and the starting date of the action are set out in the Data Sheet (see Point 1).

CHAPTER 3 GRANT

ARTICLE 5 — GRANT
5.1 Form of grant

The grant is an action grant® which takes the form of a budget-based mixed actual cost grant (i.e. a

3 Directive (EU) 2017/1371 of the European Parliament and of the Council of 5 July 2017 on the fight against fraud to
the Union’s financial interests by means of criminal law (OJ L 198, 28.7.2017, p. 29).

60J C316,27.11.1995, p. 48.

7 Council Regulation (EC, Euratom) No 2988/95 of 18 December 1995 on the protection of the European Communities
financial interests (OJ L 312, 23.12.1995, p. 1).

8 For the definition, see Article 180(2)(a) EU Financial Regulation 2018/1046: ‘action grant’ means an EU grant to
finance “an action intended to help achieve a Union policy objective”.

14



Project: 101128069 — VTPP — DIGITAL-ECCC-2022-CYBER-03

BB Associated with RGHhAY NEPAresM888)5s328 Whfde/2023

grant based on actual costs incurred, but which may also include other forms of funding, such as unit
costs or contributions, flat-rate costs or contributions, lump sum costs or contributions or financing
not linked to costs).

5.2 Maximum grant amount

The maximum grant amount is set out in the Data Sheet (see Point 3) and in the estimated budget
(Annex 2).

5.3 Funding rate

The funding rate for costs is 75% of the eligible costs for beneficiaries that are SMEs and 50% of the
eligible costs for other beneficiaries.

Contributions are not subject to any funding rate.

5.4 Estimated budget, budget categories and forms of funding
The estimated budget for the action is set out in Annex 2.

It contains the estimated eligible costs and contributions for the action, broken down by participant
and budget category.

Annex 2 also shows the types of costs and contributions (forms of funding)’ to be used for each budget
category.

If unit costs or contributions are used, the details on the calculation will be explained in Annex 2a.
5.5 Budget flexibility

The budget breakdown may be adjusted — without an amendment (see Article 39) — by transfers
(between participants and budget categories), as long as this does not imply any substantive or
important change to the description of the action in Annex 1.

However:

changes to the budget category for volunteers (if used) always require an amendment

- changes to budget categories with lump sums costs or contributions (if used; including
financing not linked to costs) always require an amendment

- changes to budget categories with higher funding rates or budget ceilings (if used) always
require an amendment

- addition of amounts for subcontracts not provided for in Annex 1 either require an amendment
or simplified approval in accordance with Article 6.2

- other changes require an amendment or simplified approval, if specifically provided for in
Article 6.2

% See Article 125 EU Financial Regulation 2018/1046.

15
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ARTICLE 6 — ELIGIBLE AND INELIGIBLE COSTS AND CONTRIBUTIONS

In order to be eligible, costs and contributions must meet the eligibility conditions set out in this
Article.

6.1 General eligibility conditions
The general eligibility conditions are the following:
(a) for actual costs:
(i) they must be actually incurred by the beneficiary

(i1) they must be incurred in the period set out in Article 4 (with the exception of costs relating
to the submission of the final periodic report, which may be incurred afterwards; see
Article 21)

(i1i1)) they must be declared under one of the budget categories set out in Article 6.2 and
Annex 2

(iv) they mustbe incurred in connection with the action as described in Annex 1 and necessary
for its implementation

(v) they must be identifiable and verifiable, in particular recorded in the beneficiary’s
accounts in accordance with the accounting standards applicable in the country where
the beneficiary is established and with the beneficiary’s usual cost accounting practices

(vi) they must comply with the applicable national law on taxes, labour and social security
and

(vil) they must be reasonable, justified and must comply with the principle of sound financial
management, in particular regarding economy and efficiency

(b) for unit costs or contributions (if any):

(i) they must be declared under one of the budget categories set out in Article 6.2 and
Annex 2

(i1) the units must:

- be actually used or produced by the beneficiary in the period set out in Article 4
(with the exception of units relating to the submission of the final periodic report,
which may be used or produced afterwards; see Article 21)

- be necessary for the implementation of the action and

(ii1) the number of units must be identifiable and verifiable, in particular supported by records
and documentation (see Article 20)

(c) for flat-rate costs or contributions (if any):

16
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(i) they must be declared under one of the budget categories set out in Article 6.2 and
Annex 2

(i1) the costs or contributions to which the flat-rate is applied must:
- beeligible

- relate to the period set out in Article 4 (with the exception of costs or contributions
relating to the submission of the final periodic report, which may be incurred
afterwards; see Article 21)

(d) for lump sum costs or contributions (if any):

(1) they must be declared under one of the budget categories set out in Article 6.2 and
Annex 2

(i) the work must be properly implemented by the beneficiary in accordance with Annex 1

(i) the deliverables/outputs must be achieved in the period set out in Article 4 (with the
exception of deliverables/outputs relating to the submission of the final periodic report,
which may be achieved afterwards; see Article 21)

(e) for unit, flat-rate or lump sum costs or contributions according to usual cost accounting
practices (if any):

(1) they must fulfil the general eligibility conditions for the type of cost concerned

(i) the cost accounting practices must be applied in a consistent manner, based on objective
criteria, regardless of the source of funding

(f) for financing not linked to costs (if any): the results must be achieved or the conditions must
be fulfilled as described in Annex 1.

In addition, for direct cost categories (e.g. personnel, travel & subsistence, subcontracting and other
direct costs) only costs that are directly linked to the action implementation and can therefore be
attributed to it directly are eligible. They must not include any indirect costs (i.e. costs that are only
indirectly linked to the action, e.g. via cost drivers).

6.2 Specific eligibility conditions for each budget category
For each budget category, the specific eligibility conditions are as follows:

Direct costs

A. Personnel costs

A.1 Costs for employees (or equivalent) are eligible as personnel costs if they fulfil the general
eligibility conditions and are related to personnel working for the beneficiary under an employment
contract (or equivalent appointing act) and assigned to the action.

They must be limited to salaries, social security contributions, taxes and other costs linked to the
remuneration, if they arise from national law or the employment contract (or equivalent appointing

17
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act) and be calculated on the basis of the costs actually incurred, in accordance with the following
method:

{daily rate for the person
multiplied by

number of day-equivalents worked on the action (rounded up or down to the nearest half-day)}.

The daily rate must be calculated as:
{annual personnel costs for the person
divided by
215},

The number of day-equivalents declared for a person must be identifiable and verifiable (see
Article 20).

The total number of day-equivalents declared in EU grants, for a person for a year, cannot be higher
than 215.

The personnel costs may also include supplementary payments for personnel assigned to the action
(including payments on the basis of supplementary contracts regardless of their nature), if:

- it is part of the beneficiary’s usual remuneration practices and is paid in a consistent manner
whenever the same kind of work or expertise is required

- the criteria used to calculate the supplementary payments are objective and generally applied
by the beneficiary, regardless of the source of funding used.

If the beneficiary uses average personnel costs (unit cost according to usual cost accounting practices),
the personnel costs must fulfil the general eligibility conditions for such unit costs and the daily rate
must be calculated:

- using the actual personnel costs recorded in the beneficiary’s accounts and excluding any
costs which are ineligible or already included in other budget categories; the actual personnel
costs may be adjusted on the basis of budgeted or estimated elements, if they are relevant
for calculating the personnel costs, reasonable and correspond to objective and verifiable
information

and

- according to usual cost accounting practices which are applied in a consistent manner, based
on objective criteria, regardless of the source of funding.

A.2 and A.3 Costs for natural persons working under a direct contract other than an employment
contract and costs for seconded persons by a third party against payment are also eligible as
personnel costs, if they are assigned to the action, fulfil the general eligibility conditions and:

(a) work under conditions similar to those of an employee (in particular regarding the way the
work is organised, the tasks that are performed and the premises where they are performed) and

(b) the result of the work belongs to the beneficiary (unless agreed otherwise).

18
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They must be calculated on the basis of a rate which corresponds to the costs actually incurred for
the direct contract or secondment and must not be significantly different from those for personnel
performing similar tasks under an employment contract with the beneficiary.

A.4 The work of SME owners for the action (i.e. owners of beneficiaries that are small and medium-

sized enterprises'® not receiving a salary) or natural person beneficiaries (i.e. beneficiaries that are
natural persons not receiving a salary) may be declared as personnel costs, if they fulfil the general
eligibility conditions and are calculated as unit costs in accordance with the method set out in Annex
2a.

B. Subcontracting costs

Subcontracting costs for the action (including related duties, taxes and charges, such as non-
deductible or non-refundable value added tax (VAT)) are eligible, if they are calculated on the basis
of the costs actually incurred, fulfil the general eligibility conditions and are awarded using the
beneficiary’s usual purchasing practices — provided these ensure subcontracts with best value for
money (or if appropriate the lowest price) and that there is no conflict of interests (see Article 12).

Beneficiaries that are ‘contracting authorities/entities’ within the meaning of the EU Directives on
public procurement must also comply with the applicable national law on public procurement.

The beneficiaries must ensure that the subcontracted work is performed in the eligible countries or
target countries set out in the call conditions — unless otherwise approved by the granting authority.

Subcontracting may cover only a limited part of the action.

The tasks to be subcontracted and the estimated cost for each subcontract must be set out in Annex 1
and the total estimated costs of subcontracting per beneficiary must be set out in Annex 2 (or may
be approved ex post in the periodic report, if the use of subcontracting does not entail changes to the
Agreement which would call into question the decision awarding the grant or breach the principle of
equal treatment of applicants; ‘simplified approval procedure’).

C. Purchase costs

Purchase costs for the action (including related duties, taxes and charges, such as non-deductible or
non-refundable value added tax (VAT)) are eligible if they fulfil the general eligibility conditions and
are bought using the beneficiary’s usual purchasing practices — provided these ensure purchases with
best value for money (or if appropriate the lowest price) and that there is no conflict of interests (see
Article 12).

10 For the definition, see Commission Recommendation 2003/361/EC: micro, small or medium-sized enterprise (SME)
are enterprises

- engaged in an economic activity, irrespective of their legal form (including, in particular, self- employed persons
and family businesses engaged in craft or other activities, and partnerships or associations regularly engaged
in an economic activity) and

- employing fewer than 250 persons (expressed in ‘annual working units’ as defined in Article 5 of the

Recommendation) and which have an annual turnover not exceeding EUR 50 million, and/or an annual balance
sheet total not exceeding EUR 43 million.
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Beneficiaries that are ‘contracting authorities/entities’ within the meaning of the EU Directives on
public procurement must also comply with the applicable national law on public procurement.

C.1 Travel and subsistence
Purchases for travel, accommodation and subsistence must be calculated as follows:

- travel: on the basis of the costs actually incurred and in line with the beneficiary’s usual
practices on travel

- accommodation: on the basis of the costs actually incurred and in line with the beneficiary’s
usual practices on travel

- subsistence: on the basis of the costs actually incurred and in line with the beneficiary’s usual
practices on travel .

C.2 Equipment

Purchases of equipment, infrastructure or other assets used for the action must be declared as
depreciation costs, calculated on the basis of the costs actually incurred and written off in accordance
with international accounting standards and the beneficiary’s usual accounting practices.

Only the portion of the costs that corresponds to the rate of actual use for the action during the action
duration can be taken into account.

Costs for renting or leasing equipment, infrastructure or other assets are also eligible, if they do not
exceed the depreciation costs of similar equipment, infrastructure or assets and do not include any
financing fees.

Moreover, for the following equipment, infrastructure or other assets purchased specifically for the
action (or developed as part of the action tasks): See the list in the table "Equipment with full cost
option" in Annex 1 Part B of the Grant Agreement

costs may exceptionally be declared as full capitalised costs, if they fulfil the cost eligibility conditions
applicable to their respective cost categories.

‘Capitalised costs’ means:

- costs incurred in the purchase or for the development of the equipment, infrastructure or other
assets and

- which are recorded under a fixed asset account of the beneficiary in compliance with
international accounting standards and the beneficiary’s usual cost accounting practices.

If such equipment, infrastructure or other assets are rented or leased, full costs for renting or leasing
are eligible, if they do not exceed the depreciation costs of similar equipment, infrastructure or assets
and do not include any financing fees.

C.3 Other goods, works and services

Purchases of other goods, works and services must be calculated on the basis of the costs actually
incurred.
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Such goods, works and services include, for instance, consumables and supplies, promotion,
dissemination, protection of results, translations, publications, certificates and financial guarantees,
if required under the Agreement.

D. Other cost categories
D.2 Internally invoiced goods and services

Costs for internally invoiced goods and services directly used for the action may be declared as unit
cost according to usual cost accounting practices, if and as declared eligible in the call conditions, if
they fulfil the general eligibility conditions for such unit costs and the amount per unit is calculated:

- using the actual costs for the good or service recorded in the beneficiary’s accounts, attributed
either by direct measurement or on the basis of cost drivers, and excluding any cost which
are ineligible or already included in other budget categories; the actual costs may be adjusted
on the basis of budgeted or estimated elements, if they are relevant for calculating the costs,
reasonable and correspond to objective and verifiable information

and

- according to usual cost accounting practices which are applied in a consistent manner, based
on objective criteria, regardless of the source of funding.

‘Internally invoiced goods and services’ means goods or services which are provided within the
beneficiary’s organisation directly for the action and which the beneficiary values on the basis of its
usual cost accounting practices.

Indirect costs

E. Indirect costs

Indirect costs will be reimbursed at the flat-rate of 7% of the eligible direct costs (categories A-D,
except volunteers costs and exempted specific cost categories, if any).

Contributions

Not applicable

6.3 Ineligible costs and contributions
The following costs or contributions are ineligible:

(a) costs or contributions that do not comply with the conditions set out above (Article 6.1 and
6.2), in particular:

(1) costs related to return on capital and dividends paid by a beneficiary
(i) debt and debt service charges
(ii1) provisions for future losses or debts

(iv) interest owed
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(v) currency exchange losses
(vi) bank costs charged by the beneficiary’s bank for transfers from the granting authority
(vil) excessive or reckless expenditure

(viii) deductible or refundable VAT (including VAT paid by public bodies acting as public
authority)

(ix) costs incurred or contributions for activities implemented during grant agreement
suspension (see Article 31)

(x) 1in-kind contributions by third parties

(b) costs or contributions declared under other EU grants (or grants awarded by an EU Member
State, non-EU country or other body implementing the EU budget), except for the following
cases:

(1) Synergy actions: not applicable

(i1) if the action grant is combined with an operating grant!! running during the same period
and the beneficiary can demonstrate that the operating grant does not cover any (direct
or indirect) costs of the action grant

(c) costs or contributions for staff of a national (or regional/local) administration, for activities that
are part of the administration’s normal activities (i.e. not undertaken only because of the grant)

(d) costs or contributions (especially travel and subsistence) for staff or representatives of EU
institutions, bodies or agencies

(e) other :

(1) costs or contributions for activities that do not take place in one of the eligible countries or
target countries set out in the call conditions — unless approved by the granting authority

(i1) costs or contributions declared specifically ineligible in the call conditions.

6.4 Consequences of non-compliance
If a beneficiary declares costs or contributions that are ineligible, they will be rejected (see Article 27).

This may also lead to other measures described in Chapter 5.

CHAPTER 4 GRANT IMPLEMENTATION

SECTION 1 CONSORTIUM: BENEFICIARIES, AFFILIATED ENTITIES AND OTHER
PARTICIPANTS

1 For the definition, see Article 180(2)(b) of EU Financial Regulation 2018/1046: ‘operating grant’ means an EU grant
to finance “the functioning of a body which has an objective forming part of and supporting an EU policy”.
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ARTICLE 7 — BENEFICIARIES

The beneficiaries, as signatories of the Agreement, are fully responsible towards the granting authority
for implementing it and for complying with all its obligations.

They must implement the Agreement to their best abilities, in good faith and in accordance with all
the obligations and terms and conditions it sets out.

They must have the appropriate resources to implement the action and implement the action under
their own responsibility and in accordance with Article 11. If they rely on affiliated entities or other
participants (see Articles 8 and 9), they retain sole responsibility towards the granting authority and
the other beneficiaries.

They are jointly responsible for the technical implementation of the action. If one of the beneficiaries
fails to implement their part of the action, the other beneficiaries must ensure that this part is
implemented by someone else (without being entitled to an increase of the maximum grant amount
and subject to an amendment; see Article 39). The financial responsibility of each beneficiary in case
of recoveries is governed by Article 22.

The beneficiaries (and their action) must remain eligible under the EU programme funding the grant
for the entire duration of the action. Costs and contributions will be eligible only as long as the
beneficiary and the action are eligible.

The internal roles and responsibilities of the beneficiaries are divided as follows:
(a) Each beneficiary must:
(1) keep information stored in the Portal Participant Register up to date (see Article 19)

(i1) inform the granting authority (and the other beneficiaries) immediately of any events or
circumstances likely to affect significantly or delay the implementation of the action (see
Article 19)

(ii1) submit to the coordinator in good time:
- the prefinancing guarantees (if required; see Article 23)

- the financial statements and certificates on the financial statements (CFS) (if
required; see Articles 21 and 24.2 and Data Sheet, Point 4.3)

- the contribution to the deliverables and technical reports (see Article 21)

- any other documents or information required by the granting authority under the
Agreement

(iv) submit via the Portal data and information related to the participation of their affiliated
entities.

(b) The coordinator must:
(1)  monitor that the action is implemented properly (see Article 11)

(i1) act as the intermediary for all communications between the consortium and the granting
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authority, unless the Agreement or granting authority specifies otherwise, and in
particular:

submit the prefinancing guarantees to the granting authority (if any)

- request and review any documents or information required and verify their quality
and completeness before passing them on to the granting authority

- submit the deliverables and reports to the granting authority

- inform the granting authority about the payments made to the other beneficiaries
(report on the distribution of payments; if required, see Articles 22 and 32)

(i11)  distribute the payments received from the granting authority to the other beneficiaries
without unjustified delay (see Article 22).

The coordinator may not delegate or subcontract the above-mentioned tasks to any other beneficiary
or third party (including affiliated entities).

However, coordinators which are public bodies may delegate the tasks set out in Point (b)(ii) last
indent and (iii) above to entities with ‘authorisation to administer’ which they have created or which
are controlled by or affiliated to them. In this case, the coordinator retains sole responsibility for the
payments and for compliance with the obligations under the Agreement.

Moreover, coordinators which are ‘sole beneficiaries’'” (or similar, such as European research
infrastructure consortia (ERICs)) may delegate the tasks set out in Point (b)(i) to (ii1) above to one of
their members. The coordinator retains sole responsibility for compliance with the obligations under
the Agreement.

The beneficiaries must have internal arrangements regarding their operation and co-ordination, to
ensure that the action is implemented properly.

If required by the granting authority (see Data Sheet, Point 1), these arrangements must be set out in
a written consortium agreement between the beneficiaries, covering for instance:

the internal organisation of the consortium
- the management of access to the Portal

- different distribution keys for the payments and financial responsibilities in case of recoveries
(if any)

- additional rules on rights and obligations related to background and results (see Article 16)

- settlement of internal disputes

liability, indemnification and confidentiality arrangements between the beneficiaries.

The internal arrangements must not contain any provision contrary to this Agreement.

12 For the definition, see Article 187(2) EU Financial Regulation 2018/1046: “Where several entities satisfy the criteria
for being awarded a grant and together form one entity, that entity may be treated as the sole beneficiary, including
where it is specifically established for the purpose of implementing the action financed by the grant.”
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ARTICLE 8 — AFFILIATED ENTITIES

Not applicable

ARTICLE 9 — OTHER PARTICIPANTS INVOLVED IN THE ACTION

9.1 Associated partners

Not applicable

9.2 Third parties giving in-kind contributions to the action

Other third parties may give in-kind contributions to the action (i.e. personnel, equipment, other goods,
works and services, etc. which are free-of-charge), if necessary for the implementation.

Third parties giving in-kind contributions do not implement any action tasks. They may not charge
costs or contributions to the action and the costs for the in-kind contributions are not eligible.

The third parties and their in-kind contributions should be set out in Annex 1.

9.3 Subcontractors
Subcontractors may participate in the action, if necessary for the implementation.

Subcontractors must implement their action tasks in accordance with Article 11. The costs for the
subcontracted tasks (invoiced price from the subcontractor) are eligible and may be charged by the
beneficiaries, under the conditions set out in Article 6. The costs will be included in Annex 2 as part
of the beneficiaries’ costs.

The beneficiaries must ensure that their contractual obligations under Articles 11 (proper
implementation), 12 (conflict of interest), 13 (confidentiality and security), 14 (ethics), 17.2
(visibility), 18 (specific rules for carrying out action), 19 (information) and 20 (record-keeping) also
apply to the subcontractors.

The beneficiaries must ensure that the bodies mentioned in Article 25 (e.g. granting authority, OLAF,
Court of Auditors (ECA), etc.) can exercise their rights also towards the subcontractors.

9.4 Recipients of financial support to third parties

If the action includes providing financial support to third parties (e.g. grants, prizes or similar forms of
support), the beneficiaries must ensure that their contractual obligations under Articles 12 (conflict of
interest), 13 (confidentiality and security), 14 (ethics), 17.2 (visibility), 18 (specific rules for carrying
out action), 19 (information) and 20 (record-keeping)also apply to the third parties receiving the
support (recipients).

The beneficiaries must also ensure that the bodies mentioned in Article 25 (e.g. granting authority,
OLAF, Court of Auditors (ECA), etc.) can exercise their rights also towards the recipients.

ARTICLE 10 — PARTICIPANTS WITH SPECIAL STATUS

10.1 Non-EU participants
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Participants which are established in a non-EU country (if any) undertake to comply with their
obligations under the Agreement and:

- to respect general principles (including fundamental rights, values and ethical principles,
environmental and labour standards, rules on classified information, intellectual property
rights, visibility of funding and protection of personal data)

- for the submission of certificates under Article 24: to use qualified external auditors which
are independent and comply with comparable standards as those set out in EU Directive
2006/43/EC!3

- for the controls under Article 25: to allow for checks, reviews, audits and investigations
(including on-the-spot checks, visits and inspections) by the bodies mentioned in that Article
(e.g. granting authority, OLAF, Court of Auditors (ECA), etc.).

Special rules on dispute settlement apply (see Data Sheet, Point 5).

10.2 Participants which are international organisations

Participants which are international organisations (IOs; if any) undertake to comply with their
obligations under the Agreement and:

- to respect general principles (including fundamental rights, values and ethical principles,
environmental and labour standards, rules on classified information, intellectual property
rights, visibility of funding and protection of personal data)

- for the submission of certificates under Article 24: to use either independent public officers or
external auditors which comply with comparable standards as those set out in EU Directive
2006/43/EC

- for the controls under Article 25: to allow for the checks, reviews, audits and investigations
by the bodies mentioned in that Article, taking into account the specific agreements concluded
by them and the EU (if any).

For such participants, nothing in the Agreement will be interpreted as a waiver of their privileges or
immunities, as accorded by their constituent documents or international law.

Special rules on applicable law and dispute settlement apply (see Article 43 and Data Sheet, Point 5).

10.3 Pillar-assessed participants

Pillar-assessed participants (if any) may rely on their own systems, rules and procedures, in so far as
they have been positively assessed and do not call into question the decision awarding the grant or
breach the principle of equal treatment of applicants or beneficiaries.

‘Pillar-assessment’ means a review by the European Commission on the systems, rules and procedures
which participants use for managing EU grants (in particular internal control system, accounting
system, external audits, financing of third parties, rules on recovery and exclusion, information on
recipients and protection of personal data; see Article 154 EU Financial Regulation 2018/1046).

13 Directive 2006/43/EC of the European Parliament and of the Council of 17 May 2006 on statutory audits of annual
accounts and consolidated accounts or similar national regulations (OJ L 157, 9.6.2006, p. 87).
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Participants with a positive pillar assessment may rely on their own systems, rules and procedures,
in particular for:

- record-keeping (Article 20): may be done in accordance with internal standards, rules and
procedures

- currency conversion for financial statements (Article 21): may be done in accordance with
usual accounting practices

- guarantees (Article 23): for public law bodies, prefinancing guarantees are not needed
- certificates (Article 24):

- certificates on the financial statements (CFS): may be provided by their regular internal
or external auditors and in accordance with their internal financial regulations and
procedures

- certificates on usual accounting practices (CoMUC): are not needed if those practices
are covered by an ex-ante assessment

and use the following specific rules, for:

- recoveries (Article 22): in case of financial support to third parties, there will be no recovery if
the participant has done everything possible to retrieve the undue amounts from the third party
receiving the support (including legal proceedings) and non-recovery is not due to an error or
negligence on its part

- checks, reviews, audits and investigations by the EU (Article 25): will be conducted taking
into account the rules and procedures specifically agreed between them and the framework
agreement (if any)

- impact evaluation (Article 26): will be conducted in accordance with the participant’s internal
rules and procedures and the framework agreement (if any)

- grant agreement suspension (Article 31): certain costs incurred during grant suspension are
eligible (notably, minimum costs necessary for a possible resumption of the action and costs
relating to contracts which were entered into before the pre-information letter was received and
which could not reasonably be suspended, reallocated or terminated on legal grounds)

- grant agreement termination (Article 32): the final grant amount and final payment will be
calculated taking into account also costs relating to contracts due for execution only after
termination takes effect, if the contract was entered into before the pre-information letter was
received and could not reasonably be terminated on legal grounds

- liability for damages (Article 33.2): the granting authority must be compensated for damage
it sustains as a result of the implementation of the action or because the action was not
implemented in full compliance with the Agreement only if the damage is due to an
infringement of the participant’s internal rules and procedures or due to a violation of third
parties’ rights by the participant or one of its employees or individual for whom the employees
are responsible.

Participants whose pillar assessment covers procurement and granting procedures may also do
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purchases, subcontracting and financial support to third parties (Article 6.2) in accordance with their
internal rules and procedures for purchases, subcontracting and financial support.

Participants whose pillar assessment covers data protection rules may rely on their internal standards,
rules and procedures for data protection (Article 15).

The participants may however not rely on provisions which would breach the principle of equal
treatment of applicants or beneficiaries or call into question the decision awarding the grant, such as
in particular:

- eligibility (Article 6)
- consortium roles and set-up (Articles 7-9)
- security and ethics (Articles 13, 14)

- IPR (including background and results, access rights and rights of use), communication,
dissemination and visibility (Articles 16 and 17)

- information obligation (Article 19)
- payment, reporting and amendments (Articles 21, 22 and 39)
- rejections, reductions, suspensions and terminations (Articles 27, 28, 29-32)

If the pillar assessment was subject to remedial measures, reliance on the internal systems, rules and
procedures is subject to compliance with those remedial measures.

Participants whose assessment has not yet been updated to cover (the new rules on) data protection
may rely on their internal systems, rules and procedures, provided that they ensure that personal data is:

- processed lawfully, fairly and in a transparent manner in relation to the data subject

- collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes

- adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed

- accurate and, where necessary, kept up to date

- kept in a form which permits identification of data subjects for no longer than is necessary for
the purposes for which the data is processed and

- processed in a manner that ensures appropriate security of the personal data.

Participants must inform the coordinator without delay of any changes to the systems, rules and
procedures that were part of the pillar assessment. The coordinator must immediately inform the
granting authority.

Pillar-assessed participants that have also concluded a framework agreement with the EU, may
moreover — under the same conditions as those above (i.e. not call into question the decision awarding
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the grant or breach the principle of equal treatment of applicants or beneficiaries) — rely on the
provisions set out in that framework agreement.

SECTION 2 RULES FOR CARRYING OUT THE ACTION

ARTICLE 11 — PROPER IMPLEMENTATION OF THE ACTION

11.1 Obligation to properly implement the action

The beneficiaries must implement the action as described in Annex 1 and in compliance with the
provisions of the Agreement, the call conditions and all legal obligations under applicable EU,
international and national law.

11.2 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28).

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 12 — CONFLICT OF INTERESTS

12.1 Conflict of interests

The beneficiaries must take all measures to prevent any situation where the impartial and objective
implementation of the Agreement could be compromised for reasons involving family, emotional life,
political or national affinity, economic interest or any other direct or indirect interest (‘conflict of
interests’).

They must formally notify the granting authority without delay of any situation constituting or likely
to lead to a conflict of interests and immediately take all the necessary steps to rectify this situation.

The granting authority may verify that the measures taken are appropriate and may require additional
measures to be taken by a specified deadline.

12.2 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28) and the grant or the beneficiary may be terminated (see Article 32).

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 13 — CONFIDENTIALITY AND SECURITY

13.1 Sensitive information

The parties must keep confidential any data, documents or other material (in any form) that is identified
as sensitive in writing (‘sensitive information’) — during the implementation of the action and for at
least until the time-limit set out in the Data Sheet (see Point 6).
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If a beneficiary requests, the granting authority may agree to keep such information confidential for
a longer period.

Unless otherwise agreed between the parties, they may use sensitive information only to implement
the Agreement.

The beneficiaries may disclose sensitive information to their personnel or other participants involved
in the action only if they:

(a) need to know it in order to implement the Agreement and
(b) are bound by an obligation of confidentiality.

The granting authority may disclose sensitive information to its staff and to other EU institutions and
bodies.

It may moreover disclose sensitive information to third parties, if:
(a) this is necessary to implement the Agreement or safeguard the EU financial interests and
(b) the recipients of the information are bound by an obligation of confidentiality.
The confidentiality obligations no longer apply if:
(a) the disclosing party agrees to release the other party
(b) the information becomes publicly available, without breaching any confidentiality obligation
(c) the disclosure of the sensitive information is required by EU, international or national law.

Specific confidentiality rules (if any) are set out in Annex 5.

13.2 Classified information

The parties must handle classified information in accordance with the applicable EU, international or
national law on classified information (in particular, Decision 2015/444'* and its implementing rules).

Deliverables which contain classified information must be submitted according to special procedures
agreed with the granting authority.

Action tasks involving classified information may be subcontracted only after explicit approval (in
writing) from the granting authority.

Classified information may not be disclosed to any third party (including participants involved in the
action implementation) without prior explicit written approval from the granting authority.

Specific security rules (if any) are set out in Annex 5.

13.3 Consequences of non-compliance

14 Commission Decision 2015/444/EC, Euratom of 13 March 2015 on the security rules for protecting EU classified
information (OJ L 72, 17.3.2015, p. 53).
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If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28).

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 14 — ETHICS AND VALUES

14.1 Ethics

The action must be carried out in line with the highest ethical standards and the applicable EU,
international and national law on ethical principles.

Specific ethics rules (if any) are set out in Annex 5.

14.2 Values

The beneficiaries must commit to and ensure the respect of basic EU values (such as respect for
human dignity, freedom, democracy, equality, the rule of law and human rights, including the rights
of minorities).

Specific rules on values (if any) are set out in Annex 5.

14.3 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28).

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 15 — DATA PROTECTION

15.1 Data processing by the granting authority

Any personal data under the Agreement will be processed under the responsibility of the data
controller of the granting authority in accordance with and for the purposes set out in the Portal Privacy
Statement.

For grants where the granting authority is the European Commission, an EU regulatory or executive
agency, joint undertaking or other EU body, the processing will be subject to Regulation 2018/1725".

15.2 Data processing by the beneficiaries

The beneficiaries must process personal data under the Agreement in compliance with the applicable
EU, international and national law on data protection (in particular, Regulation 2016/679'°).

15 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of
natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies
and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC
(OJ L 295,21.11.2018, p. 39).

16 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (‘GDPR’) (OJ L 119, 4.5.2016, p. 1).
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They must ensure that personal data is:
- processed lawfully, fairly and in a transparent manner in relation to the data subjects

- collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes

- adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed

- accurate and, where necessary, kept up to date

- kept in a form which permits identification of data subjects for no longer than is necessary for
the purposes for which the data is processed and

- processed in a manner that ensures appropriate security of the data.

The beneficiaries may grant their personnel access to personal data only if it is strictly necessary
for implementing, managing and monitoring the Agreement. The beneficiaries must ensure that the
personnel is under a confidentiality obligation.

The beneficiaries must inform the persons whose data are transferred to the granting authority and
provide them with the Portal Privacy Statement.

15.3 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28).

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 16 — INTELLECTUAL PROPERTY RIGHTS (IPR) — BACKGROUND AND
RESULTS —ACCESS RIGHTS AND RIGHTS OF USE

16.1 Background and access rights to background

The beneficiaries must give each other and the other participants access to the background identified
as needed for implementing the action, subject to any specific rules in Annex 5.

‘Background’ means any data, know-how or information — whatever its form or nature (tangible or
intangible), including any rights such as intellectual property rights — that is:

(a) held by the beneficiaries before they acceded to the Agreement and
(b) needed to implement the action or exploit the results.

If background is subject to rights of a third party, the beneficiary concerned must ensure that it is able
to comply with its obligations under the Agreement.

16.2 Ownership of results

The granting authority does not obtain ownership of the results produced under the action.
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‘Results’ means any tangible or intangible effect of the action, such as data, know-how or information,
whatever its form or nature, whether or not it can be protected, as well as any rights attached to it,
including intellectual property rights.

16.3 Rights of use of the granting authority on materials, documents and information
received for policy, information, communication, dissemination and publicity purposes

The granting authority has the right to use non-sensitive information relating to the action and
materials and documents received from the beneficiaries (notably summaries for publication,
deliverables, as well as any other material, such as pictures or audio-visual material, in paper or
electronic form) for policy, information, communication, dissemination and publicity purposes —
during the action or afterwards.

The right to use the beneficiaries’ materials, documents and information is granted in the form of a
royalty-free, non-exclusive and irrevocable licence, which includes the following rights:

(a) use for its own purposes (in particular, making them available to persons working for the
granting authority or any other EU service (including institutions, bodies, offices, agencies,
etc.) or EU Member State institution or body; copying or reproducing them in whole or in part,
in unlimited numbers; and communication through press information services)

(b) distribution to the public (in particular, publication as hard copies and in electronic or digital
format, publication on the internet, as a downloadable or non-downloadable file, broadcasting
by any channel, public display or presentation, communicating through press information
services, or inclusion in widely accessible databases or indexes)

(c) editing or redrafting (including shortening, summarising, inserting other elements (e.g.
meta-data, legends, other graphic, visual, audio or text elements), extracting parts (e.g. audio
or video files), dividing into parts, use in a compilation)

(d) translation
(e) storage in paper, electronic or other form
(f) archiving, in line with applicable document-management rules

(g) the right to authorise third parties to act on its behalf or sub-license to third parties the modes
of use set out in Points (b), (c), (d) and (f), if needed for the information, communication and
publicity activity of the granting authority

(h) processing, analysing, aggregating the materials, documents and information received and
producing derivative works.

The rights of use are granted for the whole duration of the industrial or intellectual property rights
concerned.

If materials or documents are subject to moral rights or third party rights (including intellectual
property rights or rights of natural persons on their image and voice), the beneficiaries must ensure
that they comply with their obligations under this Agreement (in particular, by obtaining the necessary
licences and authorisations from the rights holders concerned).

Where applicable, the granting authority will insert the following information:
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“© — [year] — [name of the copyright owner]. All rights reserved. Licensed to the [name of granting authority]
under conditions.”

16.4 Specific rules on IPR, results and background

Specific rules regarding intellectual property rights, results and background (if any) are set out in
Annex 5.

16.5 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28).

Such a breach may also lead to other measures described in Chapter 5.

ARTICLE 17 — COMMUNICATION, DISSEMINATION AND VISIBILITY

17.1 Communication — Dissemination — Promoting the action

Unless otherwise agreed with the granting authority, the beneficiaries must promote the action and its
results by providing targeted information to multiple audiences (including the media and the public),
in accordance with Annex 1 and in a strategic, coherent and effective manner.

Before engaging in a communication or dissemination activity expected to have a major media impact,
the beneficiaries must inform the granting authority.

17.2 Visibility — European flag and funding statement

Unless otherwise agreed with the granting authority, communication activities of the beneficiaries
related to the action (including media relations, conferences, seminars, information material, such as
brochures, leaflets, posters, presentations, etc., in electronic form, via traditional or social media, etc.),
dissemination activities and any infrastructure, equipment, vehicles, supplies or major result funded
by the grant must acknowledge EU support and display the European flag (emblem) and funding
statement (translated into local languages, where appropriate):

Funded by the
European Union

Co-funded by the
European Union
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Funded by the Co-funded by the
European Union European Union

The emblem must remain distinct and separate and cannot be modified by adding other visual
marks, brands or text.

Apart from the emblem, no other visual identity or logo may be used to highlight the EU support.

When displayed in association with other logos (e.g. of beneficiaries or sponsors), the emblem must
be displayed at least as prominently and visibly as the other logos.

For the purposes of their obligations under this Article, the beneficiaries may use the emblem without
first obtaining approval from the granting authority. This does not, however, give them the right to
exclusive use. Moreover, they may not appropriate the emblem or any similar trademark or logo, either
by registration or by any other means.

17.3 Quality of information — Disclaimer

Any communication or dissemination activity related to the action must use factually accurate
information.

Moreover, it must indicate the following disclaimer (translated into local languages where
appropriate):

“Funded by the European Union. Views and opinions expressed are however those of the author(s) only
and do not necessarily reflect those of the European Union or [name of the granting authority]. Neither
the European Union nor the granting authority can be held responsible for them.”

17.4 Specific communication, dissemination and visibility rules

Specific communication, dissemination and visibility rules (if any) are set out in Annex 5.

17.5 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28).

Such breaches may also lead to other measures described in Chapter 5.
ARTICLE 18 — SPECIFIC RULES FOR CARRYING OUT THE ACTION

18.1 Specific rules for carrying out the action

Specific rules for implementing the action (if any) are set out in Annex 5.

18.2 Consequences of non-compliance
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If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28).

Such a breach may also lead to other measures described in Chapter 5.

SECTION 3 GRANT ADMINISTRATION

ARTICLE 19 — GENERAL INFORMATION OBLIGATIONS

19.1 Information requests

The beneficiaries must provide — during the action or afterwards and in accordance with Article 7 —
any information requested in order to verify eligibility of the costs or contributions declared, proper
implementation of the action and compliance with the other obligations under the Agreement.

The information provided must be accurate, precise and complete and in the format requested,
including electronic format.

19.2 Participant Register data updates

The beneficiaries must keep — at all times, during the action or afterwards — their information stored
in the Portal Participant Register up to date, in particular, their name, address, legal representatives,
legal form and organisation type.

19.3 Information about events and circumstances which impact the action

The beneficiaries must immediately inform the granting authority (and the other beneficiaries) of any
of the following:

(a) events which are likely to affect or delay the implementation of the action or affect the EU’s
financial interests, in particular:

(1) changes in their legal, financial, technical, organisational or ownership situation
(including changes linked to one of the exclusion grounds listed in the declaration of
honour signed before grant signature)

(i1) linked action information: not applicable
(b) circumstances affecting:
(i) the decision to award the grant or

(i1) compliance with requirements under the Agreement.

19.4 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, the grant may be reduced (see
Article 28).

Such breaches may also lead to other measures described in Chapter 5.

36



Project: 101128069 — VTPP — DIGITAL-ECCC-2022-CYBER-03

BB Associated with RGHhAY NEPAresM888)5s328 Whfde/2023

ARTICLE 20 — RECORD-KEEPING

20.1 Keeping records and supporting documents

The beneficiaries must — at least until the time-limit set out in the Data Sheet (see Point 6) — keep
records and other supporting documents to prove the proper implementation of the action in line with
the accepted standards in the respective field (if any).

In addition, the beneficiaries must — for the same period — keep the following to justify the amounts
declared:

(a) for actual costs: adequate records and supporting documents to prove the costs declared (such
as contracts, subcontracts, invoices and accounting records); in addition, the beneficiaries’
usual accounting and internal control procedures must enable direct reconciliation between
the amounts declared, the amounts recorded in their accounts and the amounts stated in the
supporting documents

(b) for flat-rate costs and contributions (if any): adequate records and supporting documents to
prove the eligibility of the costs or contributions to which the flat-rate is applied

(c) for the following simplified costs and contributions: the beneficiaries do not need to keep
specific records on the actual costs incurred, but must keep:

(1) for unit costs and contributions (if any): adequate records and supporting documents to
prove the number of units declared

(i) for lump sum costs and contributions (if any): adequate records and supporting
documents to prove proper implementation of the work as described in Annex 1

(ii1) for financing not linked to costs (if any): adequate records and supporting documents
to prove the achievement of the results or the fulfilment of the conditions as described
in Annex 1

(d) for unit, flat-rate and lump sum costs and contributions according to usual cost accounting
practices (if any): the beneficiaries must keep any adequate records and supporting documents
to prove that their cost accounting practices have been applied in a consistent manner, based on
objective criteria, regardless of the source of funding, and that they comply with the eligibility
conditions set out in Articles 6.1 and 6.2.

Moreover, the following is needed for specific budget categories:

(e) for personnel costs: time worked for the beneficiary under the action must be supported
by declarations signed monthly by the person and their supervisor, unless another reliable
time-record system is in place; the granting authority may accept alternative evidence
supporting the time worked for the action declared, if it considers that it offers an adequate
level of assurance

(f) additional record-keeping rules: not applicable

The records and supporting documents must be made available upon request (see Article 19) or in the
context of checks, reviews, audits or investigations (see Article 25).
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If there are on-going checks, reviews, audits, investigations, litigation or other pursuits of claims under
the Agreement (including the extension of findings; see Article 25), the beneficiaries must keep these
records and other supporting documentation until the end of these procedures.

The beneficiaries must keep the original documents. Digital and digitalised documents are considered
originals if they are authorised by the applicable national law. The granting authority may accept
non-original documents if they offer a comparable level of assurance.

20.2 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, costs or contributions insufficiently
substantiated will be ineligible (see Article 6) and will be rejected (see Article 27), and the grant may
be reduced (see Article 28).

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 21 — REPORTING

21.1 Continuous reporting

The beneficiaries must continuously report on the progress of the action (e.g. deliverables,
milestones, outputs/outcomes, critical risks, indicators, etc; if any), in the Portal Continuous
Reporting tool and in accordance with the timing and conditions it sets out (as agreed with the granting
authority).

Standardised deliverables (e.g. progress reports not linked to payments, reports on cumulative
expenditure, special reports, etc; if any) must be submitted using the templates published on the Portal.

21.2 Periodic reporting: Technical reports and financial statements

In addition, the beneficiaries must provide reports to request payments, in accordance with the
schedule and modalities set out in the Data Sheet (see Point 4.2):

- for additional prefinancings (if any): an additional prefinancing report
- for interim payments (if any) and the final payment: a periodic report.
The prefinancing and periodic reports include a technical and financial part.

The technical part includes an overview of the action implementation. It must be prepared using the
template available in the Portal Periodic Reporting tool.

The financial part of the additional prefinancing report includes a statement on the use of the previous
prefinancing payment.

The financial part of the periodic report includes:
- the financial statements (individual and consolidated; for all beneficiaries/affiliated entities)

- the explanation on the use of resources (or detailed cost reporting table, if required)
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- the certificates on the financial statements (CFS) (if required; see Article 24.2 and Data Sheet,
Point 4.3).

The financial statements must detail the eligible costs and contributions for each budget category
and, for the final payment, also the revenues for the action (see Articles 6 and 22).

All eligible costs and contributions incurred should be declared, even if they exceed the amounts
indicated in the estimated budget (see Annex 2). Amounts that are not declared in the individual
financial statements will not be taken into account by the granting authority.

By signing the financial statements (directly in the Portal Periodic Reporting tool), the beneficiaries
confirm that:

- the information provided is complete, reliable and true
- the costs and contributions declared are eligible (see Article 6)

- the costs and contributions can be substantiated by adequate records and supporting documents
(see Article 20) that will be produced upon request (see Article 19) or in the context of checks,
reviews, audits and investigations (see Article 25)

- for the final periodic report: all the revenues have been declared (if required; see Article 22).

Beneficiaries will have to submit also the financial statements of their affiliated entities (if any). In case
of recoveries (see Article 22), beneficiaries will be held responsible also for the financial statements
of their affiliated entities.

21.3 Currency for financial statements and conversion into euros
The financial statements must be drafted in euro.

Beneficiaries with general accounts established in a currency other than the euro must convert the
costs recorded in their accounts into euro, at the average of the daily exchange rates published in the C
series of the Official Journal of the European Union (ECB website), calculated over the corresponding
reporting period.

If no daily euro exchange rate is published in the Official Journal for the currency in question, they
must be converted at the average of the monthly accounting exchange rates published on the European
Commission website (InforEuro), calculated over the corresponding reporting period.

Beneficiaries with general accounts in euro must convert costs incurred in another currency into euro
according to their usual accounting practices.

21.4 Reporting language

The reporting must be in the language of the Agreement, unless otherwise agreed with the granting
authority (see Data Sheet, Point 4.2).

21.5 Consequences of non-compliance

If a report submitted does not comply with this Article, the granting authority may suspend the
payment deadline (see Article 29) and apply other measures described in Chapter 5.
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If the coordinator breaches its reporting obligations, the granting authority may terminate the grant or
the coordinator’s participation (see Article 32) or apply other measures described in Chapter 5.

ARTICLE 22 — PAYMENTS AND RECOVERIES — CALCULATION OF AMOUNTS
DUE

22.1 Payments and payment arrangements

Payments will be made in accordance with the schedule and modalities set out in the Data Sheet (see
Point 4.2).

They will be made in euro to the bank account indicated by the coordinator (see Data Sheet, Point 4.2)
and must be distributed without unjustified delay (restrictions may apply to distribution of the initial
prefinancing payment; see Data Sheet, Point 4.2).

Payments to this bank account will discharge the granting authority from its payment obligation.
The cost of payment transfers will be borne as follows:

- the granting authority bears the cost of transfers charged by its bank

- the beneficiary bears the cost of transfers charged by its bank

- the party causing a repetition of a transfer bears all costs of the repeated transfer.

Payments by the granting authority will be considered to have been carried out on the date when they
are debited to its account.

22.2 Recoveries

Recoveries will be made, if — at beneficiary termination, final payment or afterwards — it turns out
that the granting authority has paid too much and needs to recover the amounts undue.

The general liability regime for recoveries (first-line liability) is as follows: At final payment, the
coordinator will be fully liable for recoveries, even if it has not been the final recipient of the undue
amounts. At beneficiary termination or after final payment, recoveries will be made directly against
the beneficiaries concerned.

Beneficiaries will be fully liable for repaying the debts of their affiliated entities.
In case of enforced recoveries (see Article 22.4):

- the beneficiaries will be jointly and severally liable for repaying debts of another beneficiary
under the Agreement (including late-payment interest), if required by the granting authority
(see Data Sheet, Point 4.4)

- affiliated entities will be held liable for repaying debts of their beneficiaries under the
Agreement (including late-payment interest), if required by the granting authority (see
Data Sheet, Point 4.4).

22.3 Amounts due
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22.3.1 Prefinancing payments
The aim of the prefinancing is to provide the beneficiaries with a float.
It remains the property of the EU until the final payment.

For initial prefinancings (if any), the amount due, schedule and modalities are set out in the
Data Sheet (see Point 4.2).

For additional prefinancings (if any), the amount due, schedule and modalities are also set out in
the Data Sheet (see Point 4.2). However, if the statement on the use of the previous prefinancing
payment shows that less than 70% was used, the amount set out in the Data Sheet will be reduced by
the difference between the 70% threshold and the amount used.

Prefinancing payments (or parts of them) may be offset (without the beneficiaries’ consent) against
amounts owed by a beneficiary to the granting authority — up to the amount due to that beneficiary.

For grants where the granting authority is the European Commission or an EU executive agency,
offsetting may also be done against amounts owed to other Commission services or executive
agencies.

Payments will not be made if the payment deadline or payments are suspended (see Articles 29 and
30).

22.3.2 Amount due at beneficiary termination — Recovery

In case of beneficiary termination, the granting authority will determine the provisional amount due
for the beneficiary concerned. Payments (if any) will be made with the next interim or final payment.

The amount due will be calculated in the following step:
Step 1 — Calculation of the total accepted EU contribution

Step 1 — Calculation of the total accepted EU contribution

The granting authority will first calculate the ‘accepted EU contribution’ for the beneficiary for all
reporting periods, by calculating the ‘maximum EU contribution to costs’ (applying the funding rate
to the accepted costs of the beneficiary), taking into account requests for a lower contribution to costs
and CFS threshold cappings (if any; see Article 24.5) and adding the contributions (accepted unit,
flat-rate or lump sum contributions and financing not linked to costs, if any).

After that, the granting authority will take into account grant reductions (if any). The resulting amount
is the ‘total accepted EU contribution’ for the beneficiary.

The balance is then calculated by deducting the payments received (if any; see report on the
distribution of payments in Article 32), from the total accepted EU contribution:

{total accepted EU contribution for the beneficiary

minus

{prefinancing and interim payments received (if any)}}.
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If the balance is positive, the amount will be included in the next interim or final payment to the
consortium.

If the balance is negative, it will be recovered in accordance with the following procedure:
The granting authority will send a pre-information letter to the beneficiary concerned:

- formally notifying the intention to recover, the amount due, the amount to be recovered and
the reasons why and

- requesting observations within 30 days of receiving notification.

If no observations are submitted (or the granting authority decides to pursue recovery despite the
observations it has received), it will confirm the amount to be recovered and ask this amount to be
paid to the coordinator (confirmation letter).

The amounts will later on also be taken into account for the next interim or final payment.
22.3.3 Interim payments

Interim payments reimburse the eligible costs and contributions claimed for the implementation of
the action during the reporting periods (if any).

Interim payments (if any) will be made in accordance with the schedule and modalities set out the
Data Sheet (see Point 4.2).

Payment is subject to the approval of the periodic report. Its approval does not imply recognition of
compliance, authenticity, completeness or correctness of its content.

The interim payment will be calculated by the granting authority in the following steps:
Step 1 — Calculation of the total accepted EU contribution
Step 2 — Limit to the interim payment ceiling

Step 1 — Calculation of the total accepted EU contribution

The granting authority will calculate the ‘accepted EU contribution’ for the action for the reporting
period, by first calculating the ‘maximum EU contribution to costs’ (applying the funding rate to the
accepted costs of each beneficiary), taking into account requests for a lower contribution to costs, and
CFS threshold cappings (if any; see Article 24.5) and adding the contributions (accepted unit, flat-rate
or lump sum contributions and financing not linked to costs, if any).

After that, the granting authority will take into account grant reductions from beneficiary termination
(if any). The resulting amount is the ‘total accepted EU contribution’.

Step 2 — Limit to the interim payment ceiling

The resulting amount is then capped to ensure that the total amount of prefinancing and interim
payments (if any) does not exceed the interim payment ceiling set out in the Data Sheet (see Point 4.2).

Interim payments (or parts of them) may be offset (without the beneficiaries’ consent) against amounts
owed by a beneficiary to the granting authority — up to the amount due to that beneficiary.
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For grants where the granting authority is the European Commission or an EU executive agency,
offsetting may also be done against amounts owed to other Commission services or executive
agencies.

Payments will not be made if the payment deadline or payments are suspended (see Articles 29 and
30).

22.3.4 Final payment — Final grant amount — Revenues and Profit — Recovery

The final payment (payment of the balance) reimburses the remaining part of the eligible costs and
contributions claimed for the implementation of the action (if any).

The final payment will be made in accordance with the schedule and modalities set out in the
Data Sheet (see Point 4.2).

Payment is subject to the approval of the final periodic report. Its approval does not imply recognition
of compliance, authenticity, completeness or correctness of its content.

The final grant amount for the action will be calculated in the following steps:
Step 1 — Calculation of the total accepted EU contribution
Step 2 — Limit to the maximum grant amount
Step 3 — Reduction due to the no-profit rule

Step 1 — Calculation of the total accepted EU contribution

The granting authority will first calculate the ‘accepted EU contribution’ for the action for all reporting
periods, by calculating the ‘maximum EU contribution to costs’ (applying the funding rate to the total
accepted costs of each beneficiary), taking into account requests for a lower contribution to costs, CFS
threshold cappings (if any; see Article 24.5) and adding the contributions (accepted unit, flat-rate or
lump sum contributions and financing not linked to costs, if any).

After that, the granting authority will take into account grant reductions (if any). The resulting amount
is the ‘total accepted EU contribution’.

Step 2 — Limit to the maximum grant amount

If the resulting amount is higher than the maximum grant amount set out in Article 5.2, it will be
limited to the latter.

Step 3 — Reduction due to the no-profit rule

If the no-profit rule is provided for in the Data Sheet (see Point 4.2), the grant must not produce a
profit (i.e. surplus of the amount obtained following Step 2 plus the action’s revenues, over the eligible
costs and contributions approved by the granting authority).

‘Revenue’ is all income generated by the action, during its duration (see Article 4), for beneficiaries
that are profit legal entities.

If there is a profit, it will be deducted in proportion to the final rate of reimbursement of the eligible
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costs approved by the granting authority (as compared to the amount calculated following Steps 1 and
2 minus the contributions).

The balance (final payment) is then calculated by deducting the total amount of prefinancing and
interim payments already made (if any), from the final grant amount:

{ﬁnal grant amount

minus

{prefinancing and interim payments made (if any)}}.
If the balance is positive, it will be paid to the coordinator.

The final payment (or part of it) may be offset (without the beneficiaries’ consent) against amounts
owed by a beneficiary to the granting authority — up to the amount due to that beneficiary.

For grants where the granting authority is the European Commission or an EU executive agency,
offsetting may also be done against amounts owed to other Commission services or executive
agencies.

Payments will not be made if the payment deadline or payments are suspended (see Articles 29 and
30).

If the balance is negative, it will be recovered in accordance with the following procedure:
The granting authority will send a pre-information letter to the coordinator:

- formally notifying the intention to recover, the final grant amount, the amount to be recovered
and the reasons why

- requesting observations within 30 days of receiving notification.

If no observations are submitted (or the granting authority decides to pursue recovery despite the
observations it has received), it will confirm the amount to be recovered (confirmation letter),
together with a debit note with the terms and date for payment.

If payment is not made by the date specified in the debit note, the granting authority will enforce
recovery in accordance with Article 22.4.

22.3.5 Audit implementation after final payment — Revised final grant amount — Recovery

If — after the final payment (in particular, after checks, reviews, audits or investigations; see
Article 25) — the granting authority rejects costs or contributions (see Article 27) or reduces the grant
(see Article 28), it will calculate the revised final grant amount for the beneficiary concerned.

The beneficiary revised final grant amount will be calculated in the following step:
Step 1 — Calculation of the revised total accepted EU contribution

Step 1 — Calculation of the revised total accepted EU contribution

The granting authority will first calculate the ‘revised accepted EU contribution’ for the beneficiary,
by calculating the ‘revised accepted costs’ and ‘revised accepted contributions’.
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After that, it will take into account grant reductions (if any). The resulting ‘revised total accepted EU
contribution’ is the beneficiary revised final grant amount.

If the revised final grant amount is lower than the beneficiary’s final grant amount (i.e. its share in the
final grant amount for the action), it will be recovered in accordance with the following procedure:

The beneficiary final grant amount (i.e. share in the final grant amount for the action) is calculated
as follows:

{{total accepted EU contribution for the beneficiary
divided by
total accepted EU contribution for the action}

multiplied by

final grant amount for the action}.
The granting authority will send a pre-information letter to the beneficiary concerned:
- formally notifying the intention to recover, the amount to be recovered and the reasons why and
- requesting observations within 30 days of receiving notification.

If no observations are submitted (or the granting authority decides to pursue recovery despite the
observations it has received), it will confirm the amount to be recovered (confirmation letter),
together with a debit note with the terms and the date for payment.

Recoveries against affiliated entities (if any) will be handled through their beneficiaries.

If payment is not made by the date specified in the debit note, the granting authority will enforce
recovery in accordance with Article 22.4.

22.4 Enforced recovery
If payment is not made by the date specified in the debit note, the amount due will be recovered:

(a) by offsetting the amount — without the coordinator or beneficiary’s consent — against any
amounts owed to the coordinator or beneficiary by the granting authority.

In exceptional circumstances, to safeguard the EU financial interests, the amount may be offset
before the payment date specified in the debit note.

For grants where the granting authority is the European Commission or an EU executive
agency, debts may also be offset against amounts owed by other Commission services or
executive agencies.

(b) by drawing on the financial guarantee(s) (if any)
(c) by holding other beneficiaries jointly and severally liable (if any; see Data Sheet, Point 4.4)
(d) by holding affiliated entities jointly and severally liable (if any, see Data Sheet, Point 4.4)

(e) by taking legal action (see Article 43) or, provided that the granting authority is the European
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Commission or an EU executive agency, by adopting an enforceable decision under Article 299
of the Treaty on the Functioning of the EU (TFEU) and Article 100(2) of EU Financial
Regulation 2018/1046.

The amount to be recovered will be increased by late-payment interest at the rate set out in
Article 22.5, from the day following the payment date in the debit note, up to and including the date
the full payment is received.

Partial payments will be first credited against expenses, charges and late-payment interest and then
against the principal.

Bank charges incurred in the recovery process will be borne by the beneficiary, unless
Directive 2015/2366'" applies.

For grants where the granting authority is an EU executive agency, enforced recovery by offsetting or
enforceable decision will be done by the services of the European Commission (see also Article 43).

22.5 Consequences of non-compliance

22.5.1 If the granting authority does not pay within the payment deadlines (see above), the
beneficiaries are entitled to late-payment interest at the rate applied by the European Central Bank
(ECB) for its main refinancing operations in euros (‘reference rate’), plus the rate specified in the
Data Sheet (Point 4.2). The reference rate is the rate in force on the first day of the month in which the
payment deadline expires, as published in the C series of the Official Journal of the European Union.

If the late-payment interest is lower than or equal to EUR 200, it will be paid to the coordinator only
on request submitted within two months of receiving the late payment.

Late-payment interest is not due if all beneficiaries are EU Member States (including regional and
local government authorities or other public bodies acting on behalf of a Member State for the purpose
of this Agreement).

If payments or the payment deadline are suspended (see Articles 29 and 30), payment will not be
considered as late.

Late-payment interest covers the period running from the day following the due date for payment (see
above), up to and including the date of payment.

Late-payment interest is not considered for the purposes of calculating the final grant amount.

22.5.2 If the coordinator breaches any of its obligations under this Article, the grant may be reduced
(see Article 28) and the grant or the coordinator may be terminated (see Article 32).

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 23 — GUARANTEES

23.1 Prefinancing guarantee

17 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU)
No 1093/2010, and repealing Directive 2007/64/EC (OJ L 337, 23.12.2015, p. 35).
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If required by the granting authority (see Data Sheet, Point 4.2), the beneficiaries must provide (one
or more) prefinancing guarantee(s) in accordance with the timing and the amounts set out in the
Data Sheet.

The coordinator must submit them to the granting authority in due time before the prefinancing they
are linked to.

The guarantees must be drawn up using the template published on the Portal and fulfil the following
conditions:

(a) be provided by a bank or approved financial institution established in the EU or — if requested
by the coordinator and accepted by the granting authority — by a third party or a bank or
financial institution established outside the EU offering equivalent security

(b) the guarantor stands as first-call guarantor and does not require the granting authority to first
have recourse against the principal debtor (i.e. the beneficiary concerned) and

(c) remain explicitly in force until the final payment and, if the final payment takes the form of a
recovery, until five months after the debit note is notified to a beneficiary.

They will be released within the following month.

23.2 Consequences of non-compliance

If the beneficiaries breach their obligation to provide the prefinancing guarantee, the prefinancing
will not be paid.

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 24 — CERTIFICATES

24.1 Operational verification report (OVR)

Not applicable

24.2 Certificate on the financial statements (CFS)

If required by the granting authority (see Data Sheet, Point 4.3), the beneficiaries must provide
certificates on their financial statements (CFS), in accordance with the schedule, threshold and
conditions set out in the Data Sheet.

The coordinator must submit them as part of the periodic report (see Article 21).

The certificates must be drawn up using the template published on the Portal, cover the costs declared
on the basis of actual costs and costs according to usual cost accounting practices (if any), and fulfil
the following conditions:

(a) be provided by a qualified approved external auditor which is independent and complies with
Directive 2006/43/EC!3 (or for public bodies: by a competent independent public officer)

18 Directive 2006/43/EC of the European Parliament and of the Council of 17 May 2006 on statutory audits of annual
accounts and consolidated accounts or similar national regulations (OJ L 157, 9.6.2006, p. 87).

47



Project: 101128069 — VTPP — DIGITAL-ECCC-2022-CYBER-03

BB Associated with RGHhAY NEPAresM888)5s328 Whfde/2023

(b) the verification must be carried out according to the highest professional standards to ensure
that the financial statements comply with the provisions under the Agreement and that the costs
declared are eligible.

The certificates will not affect the granting authority's right to carry out its own checks, reviews or
audits, nor preclude the European Court of Auditors (ECA), the European Public Prosecutor’s Office
(EPPO) or the European Anti-Fraud Office (OLAF) from using their prerogatives for audits and
investigations under the Agreement (see Article 25).

If the costs (or a part of them) were already audited by the granting authority, these costs do not need
to be covered by the certificate and will not be counted for calculating the threshold (if any).

24.3 Certificate on the compliance of usual cost accounting practices (CoMUC)

Beneficiaries which use unit, flat rate or lump sum costs or contributions according to usual costs
accounting practices (if any) may submit to the granting authority, for approval, a certificate on the
methodology stating that their usual cost accounting practices comply with the eligibility conditions
under the Agreement.

The certificate must be drawn up using the template published on the Portal and fulfil the following
conditions:

(a) be provided by a qualified approved external auditor which is independent and complies with
Directive 2006/43/EC' (or for public bodies: by a competent independent public officer)

(b) the verification must be carried out according to the highest professional standards to ensure
that the methodology for declaring costs according to usual accounting practices complies with
the provisions under the Agreement.

If the certificate is approved, amounts declared in line with this methodology will not be challenged
subsequently, unless the beneficiary concealed information for the purpose of the approval.

24.4 Systems and process audit (SPA)

Not applicable

24.5 Consequences of non-compliance

If a beneficiary does not submit a certificate on the financial statements (CFS) or the certificate is
rejected, the accepted EU contribution to costs will be capped to reflect the CFS threshold.

If a beneficiary breaches any of its other obligations under this Article, the granting authority may
apply the measures described in Chapter 5.

ARTICLE 25 — CHECKS, REVIEWS, AUDITS AND INVESTIGATIONS — EXTENSION
OF FINDINGS

25.1 Granting authority checks, reviews and audits

19 Directive 2006/43/EC of the European Parliament and of the Council of 17 May 2006 on statutory audits of annual
accounts and consolidated accounts or similar national regulations (OJ L 157, 9.6.2006, p. 87).
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25.1.1 Internal checks

The granting authority may — during the action or afterwards — check the proper implementation of
the action and compliance with the obligations under the Agreement, including assessing costs and
contributions, deliverables and reports.

25.1.2 Project reviews

The granting authority may carry out reviews on the proper implementation of the action and
compliance with the obligations under the Agreement (general project reviews or specific issues
reviews).

Such project reviews may be started during the implementation of the action and until the time-limit
set out in the Data Sheet (see Point 6). They will be formally notified to the coordinator or beneficiary
concerned and will be considered to start on the date of the notification.

If needed, the granting authority may be assisted by independent, outside experts. If it uses outside
experts, the coordinator or beneficiary concerned will be informed and have the right to object on
grounds of commercial confidentiality or conflict of interest.

The coordinator or beneficiary concerned must cooperate diligently and provide — within the deadline
requested — any information and data in addition to deliverables and reports already submitted
(including information on the use of resources). The granting authority may request beneficiaries
to provide such information to it directly. Sensitive information and documents will be treated in
accordance with Article 13.

The coordinator or beneficiary concerned may be requested to participate in meetings, including with
the outside experts.

For on-the-spot visits, the beneficiary concerned must allow access to sites and premises (including
to the outside experts) and must ensure that information requested is readily available.

Information provided must be accurate, precise and complete and in the format requested, including
electronic format.

On the basis of the review findings, a project review report will be drawn up.

The granting authority will formally notify the project review report to the coordinator or beneficiary
concerned, which has 30 days from receiving notification to make observations.

Project reviews (including project review reports) will be in the language of the Agreement.
25.1.3 Audits

The granting authority may carry out audits on the proper implementation of the action and compliance
with the obligations under the Agreement.

Such audits may be started during the implementation of the action and until the time-limit set out in
the Data Sheet (see Point 6). They will be formally notified to the beneficiary concerned and will be
considered to start on the date of the notification.

The granting authority may use its own audit service, delegate audits to a centralised service or use
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external audit firms. If it uses an external firm, the beneficiary concerned will be informed and have
the right to object on grounds of commercial confidentiality or conflict of interest.

The beneficiary concerned must cooperate diligently and provide — within the deadline requested —
any information (including complete accounts, individual salary statements or other personal data)
to verify compliance with the Agreement. Sensitive information and documents will be treated in
accordance with Article 13.

For on-the-spot visits, the beneficiary concerned must allow access to sites and premises (including
for the external audit firm) and must ensure that information requested is readily available.

Information provided must be accurate, precise and complete and in the format requested, including
electronic format.

On the basis of the audit findings, a draft audit report will be drawn up.

The auditors will formally notify the draft audit report to the beneficiary concerned, which has 30 days
from receiving notification to make observations (contradictory audit procedure).

The final audit report will take into account observations by the beneficiary concerned and will be
formally notified to them.

Audits (including audit reports) will be in the language of the Agreement.

25.2 European Commission checks, reviews and audits in grants of other granting
authorities

Where the granting authority is not the European Commission, the latter has the same rights of checks,
reviews and audits as the granting authority.

25.3 Access to records for assessing simplified forms of funding

The beneficiaries must give the European Commission access to their statutory records for the periodic
assessment of simplified forms of funding which are used in EU programmes.

25.4 OLAF, EPPO and ECA audits and investigations

The following bodies may also carry out checks, reviews, audits and investigations — during the
action or afterwards:

- the European Anti-Fraud Office (OLAF) under Regulations No 883/20132° and No 2185/962!

- the European Public Prosecutor’s Office (EPPO) under Regulation 2017/1939

20 Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council of 11 September 2013
concerning investigations conducted by the European Anti-Fraud Office (OLAF) and repealing Regulation (EC)
No 1073/1999 of the European Parliament and of the Council and Council Regulation (Euratom) No 1074/1999 (OJ
L 248, 18/09/2013, p. 1).

21 Council Regulation (Euratom, EC) No 2185/96 of 11 November 1996 concerning on-the-spot checks and inspections
carried out by the Commission in order to protect the European Communities' financial interests against fraud and other
irregularities (OJ L 292, 15/11/1996, p. 2).
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- the European Court of Auditors (ECA) under Article 287 of the Treaty on the Functioning of
the EU (TFEU) and Article 257 of EU Financial Regulation 2018/1046.

If requested by these bodies, the beneficiary concerned must provide full, accurate and complete
information in the format requested (including complete accounts, individual salary statements or
other personal data, including in electronic format) and allow access to sites and premises for
on-the-spot visits or inspections — as provided for under these Regulations.

To this end, the beneficiary concerned must keep all relevant information relating to the action, at
least until the time-limit set out in the Data Sheet (Point 6) and, in any case, until any ongoing checks,
reviews, audits, investigations, litigation or other pursuits of claims have been concluded.

25.5 Consequences of checks, reviews, audits and investigations — Extension of results of
reviews, audits or investigations

25.5.1 Consequences of checks, reviews, audits and investigations in this grant

Findings in checks, reviews, audits or investigations carried out in the context of this grant may lead to
rejections (see Article 27), grant reduction (see Article 28) or other measures described in Chapter 5.

Rejections or grant reductions after the final payment will lead to a revised final grant amount (see
Article 22).

Findings in checks, reviews, audits or investigations during the action implementation may lead to a
request for amendment (see Article 39), to change the description of the action set out in Annex 1.

Checks, reviews, audits or investigations that find systemic or recurrent errors, irregularities, fraud
or breach of obligations in any EU grant may also lead to consequences in other EU grants awarded
under similar conditions (‘extension to other grants’).

Moreover, findings arising from an OLAF or EPPO investigation may lead to criminal prosecution
under national law.

25.5.2 Extension from other grants
Results of checks, reviews, audits or investigations in other grants may be extended to this grant, if:

(a) the beneficiary concerned is found, in other EU grants awarded under similar conditions, to
have committed systemic or recurrent errors, irregularities, fraud or breach of obligations that
have a material impact on this grant and

(b) those findings are formally notified to the beneficiary concerned — together with the list of
grants affected by the findings — within the time-limit for audits set out in the Data Sheet (see
Point 6).

The granting authority will formally notify the beneficiary concerned of the intention to extend the
findings and the list of grants affected.

If the extension concerns rejections of costs or contributions: the notification will include:
(a) an invitation to submit observations on the list of grants affected by the findings

(b) the request to submit revised financial statements for all grants affected
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(c) the correction rate for extrapolation, established on the basis of the systemic or recurrent errors,
to calculate the amounts to be rejected, if the beneficiary concerned:

(1) considers that the submission of revised financial statements is not possible or practicable
or

(i1) does not submit revised financial statements.
If the extension concerns grant reductions: the notification will include:
(a) an invitation to submit observations on the list of grants affected by the findings and

(b) the correction rate for extrapolation, established on the basis of the systemic or recurrent
errors and the principle of proportionality.

The beneficiary concerned has 60 days from receiving notification to submit observations, revised
financial statements or to propose a duly substantiated alternative correction method/rate.

On the basis of this, the granting authority will analyse the impact and decide on the implementation
(i.e. start rejection or grant reduction procedures, either on the basis of the revised financial statements
or the announced/alternative method/rate or a mix of those; see Articles 27 and 28).

25.6 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, costs or contributions insufficiently
substantiated will be ineligible (see Article 6) and will be rejected (see Article 27), and the grant may
be reduced (see Article 28).

Such breaches may also lead to other measures described in Chapter 5.

ARTICLE 26 — IMPACT EVALUATIONS

26.1 Impact evaluation

The granting authority may carry out impact evaluations of the action, measured against the objectives
and indicators of the EU programme funding the grant.

Such evaluations may be started during implementation of the action and until the time-limit set out
in the Data Sheet (see Point 6). They will be formally notified to the coordinator or beneficiaries and
will be considered to start on the date of the notification.

If needed, the granting authority may be assisted by independent outside experts.

The coordinator or beneficiaries must provide any information relevant to evaluate the impact of the
action, including information in electronic format.

26.2 Consequences of non-compliance

If a beneficiary breaches any of its obligations under this Article, the granting authority may apply
the measures described in Chapter 5.
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CHAPTER S CONSEQUENCES OF NON-COMPLIANCE

SECTION 1 REJECTIONS AND GRANT REDUCTION

ARTICLE 27 — REJECTION OF COSTS AND CONTRIBUTIONS

27.1 Conditions

The granting authority will — at beneficiary termination, interim payment, final payment or
afterwards — reject any costs or contributions which are ineligible (see Article 6), in particular
following checks, reviews, audits or investigations (see Article 25).

The rejection may also be based on the extension of findings from other grants to this grant (see
Article 25).

Ineligible costs or contributions will be rejected.

27.2 Procedure

If the rejection does not lead to a recovery, the granting authority will formally notify the coordinator
or beneficiary concerned of the rejection, the amounts and the reasons why. The coordinator or
beneficiary concerned may — within 30 days of receiving notification — submit observations if it
disagrees with the rejection (payment review procedure).

If the rejection leads to a recovery, the granting authority will follow the contradictory procedure with
pre-information letter set out in Article 22.

27.3 Effects

If the granting authority rejects costs or contributions, it will deduct them from the costs or
contributions declared and then calculate the amount due (and, if needed, make a recovery; see
Article 22).

ARTICLE 28 — GRANT REDUCTION

28.1 Conditions

The granting authority may — at beneficiary termination, final payment or afterwards — reduce the
grant for a beneficiary, if:

(a) the beneficiary (or a person having powers of representation, decision-making or control, or
person essential for the award/implementation of the grant) has committed:

(1) substantial errors, irregularities or fraud or

(i) serious breach of obligations under this Agreement or during its award (including
improper implementation of the action, non-compliance with the call conditions,
submission of false information, failure to provide required information, breach of ethics
or security rules (if applicable), etc.), or

(b) the beneficiary (or a person having powers of representation, decision-making or control, or
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person essential for the award/implementation of the grant) has committed — in other EU grants
awarded to it under similar conditions — systemic or recurrent errors, irregularities, fraud or
serious breach of obligations that have a material impact on this grant (see Article 25).

The amount of the reduction will be calculated for each beneficiary concerned and proportionate to the
seriousness and the duration of the errors, irregularities or fraud or breach of obligations, by applying
an individual reduction rate to their accepted EU contribution.

28.2 Procedure

If the grant reduction does not lead to a recovery, the granting authority will formally notify the
coordinator or beneficiary concerned of the reduction, the amount to be reduced and the reasons why.
The coordinator or beneficiary concerned may — within 30 days of receiving notification — submit
observations if it disagrees with the reduction (payment review procedure).

If the grant reduction leads to a recovery, the granting authority will follow the contradictory procedure
with pre-information letter set out in Article 22.

28.3 Effects

If the granting authority reduces the grant, it will deduct the reduction and then calculate the amount
due (and, if needed, make a recovery; see Article 22).

SECTION 2 SUSPENSION AND TERMINATION

ARTICLE 29 — PAYMENT DEADLINE SUSPENSION

29.1 Conditions

The granting authority may — at any moment — suspend the payment deadline if a payment cannot
be processed because:

(a) the required report (see Article 21) has not been submitted or is not complete or additional
information is needed

(b) there are doubts about the amount to be paid (e.g. ongoing audit extension procedure, queries
about eligibility, need for a grant reduction, etc.) and additional checks, reviews, audits or
investigations are necessary, or

(c) there are other issues affecting the EU financial interests.

29.2 Procedure
The granting authority will formally notify the coordinator of the suspension and the reasons why.
The suspension will take effect the day the notification is sent.

If the conditions for suspending the payment deadline are no longer met, the suspension will be lifted
— and the remaining time to pay (see Data Sheet, Point 4.2) will resume.
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If the suspension exceeds two months, the coordinator may request the granting authority to confirm
if the suspension will continue.

If the payment deadline has been suspended due to the non-compliance of the report and the revised
report is not submitted (or was submitted but is also rejected), the granting authority may also terminate
the grant or the participation of the coordinator (see Article 32).

ARTICLE 30 — PAYMENT SUSPENSION

30.1 Conditions

The granting authority may — at any moment — suspend payments, in whole or in part for one or
more beneficiaries, if:

(a) a beneficiary (or a person having powers of representation, decision-making or control, or
person essential for the award/implementation of the grant) has committed or is suspected of
having committed:

(i) substantial errors, irregularities or fraud or

(i1) serious breach of obligations under this Agreement or during its award (including
improper implementation of the action, non-compliance with the call conditions,
submission of false information, failure to provide required information, breach of ethics
or security rules (if applicable), etc.), or

(b) a beneficiary (or a person having powers of representation, decision-making or control, or
person essential for the award/implementation of the grant) has committed — in other EU grants
awarded to it under similar conditions — systemic or recurrent errors, irregularities, fraud or
serious breach of obligations that have a material impact on this grant.

If payments are suspended for one or more beneficiaries, the granting authority will make partial
payment(s) for the part(s) not suspended. If suspension concerns the final payment, the payment (or
recovery) of the remaining amount after suspension is lifted will be considered to be the payment that
closes the action.

30.2 Procedure

Before suspending payments, the granting authority will send a pre-information letter to the
beneficiary concerned:

- formally notifying the intention to suspend payments and the reasons why and
- requesting observations within 30 days of receiving notification.

If the granting authority does not receive observations or decides to pursue the procedure despite the
observations it has received, it will confirm the suspension (confirmation letter). Otherwise, it will
formally notify that the procedure is discontinued.

At the end of the suspension procedure, the granting authority will also inform the coordinator.

The suspension will take effect the day after the confirmation notification is sent.
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If the conditions for resuming payments are met, the suspension will be lifted. The granting authority
will formally notify the beneficiary concerned (and the coordinator) and set the suspension end date.

During the suspension, no prefinancing will be paid to the beneficiaries concerned. For interim
payments, the periodic reports for all reporting periods except the last one (see Article 21) must
not contain any financial statements from the beneficiary concerned (or its affiliated entities). The
coordinator must include them in the next periodic report after the suspension is lifted or — if
suspension is not lifted before the end of the action — in the last periodic report.

ARTICLE 31 — GRANT AGREEMENT SUSPENSION

31.1 Consortium-requested GA suspension
31.1.1 Conditions and procedure

The beneficiaries may request the suspension of the grant or any part of it, if exceptional circumstances
— in particular force majeure (see Article 35) — make implementation impossible or excessively
difficult.

The coordinator must submit a request for amendment (see Article 39), with:
- the reasons why

- the date the suspension takes effect; this date may be before the date of the submission of the
amendment request and

- the expected date of resumption.
The suspension will take effect on the day specified in the amendment.

Once circumstances allow for implementation to resume, the coordinator must immediately request
another amendment of the Agreement to set the suspension end date, the resumption date (one day
after suspension end date), extend the duration and make other changes necessary to adapt the action
to the new situation (see Article 39) — unless the grant has been terminated (see Article 32). The
suspension will be lifted with effect from the suspension end date set out in the amendment. This date
may be before the date of the submission of the amendment request.

During the suspension, no prefinancing will be paid. Costs incurred or contributions for activities
implemented during grant suspension are not eligible (see Article 6.3).

31.2 EU-initiated GA suspension
31.2.1 Conditions
The granting authority may suspend the grant or any part of it, if:

(a) a beneficiary (or a person having powers of representation, decision-making or control, or
person essential for the award/implementation of the grant) has committed or is suspected of
having committed:

(1) substantial errors, irregularities or fraud or
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(i) serious breach of obligations under this Agreement or during its award (including
improper implementation of the action, non-compliance with the call conditions,
submission of false information, failure to provide required information, breach of ethics
or security rules (if applicable), etc.), or

(b) a beneficiary (or a person having powers of representation, decision-making or control, or
person essential for the award/implementation of the grant) has committed — in other EU grants
awarded to it under similar conditions — systemic or recurrent errors, irregularities, fraud or
serious breach of obligations that have a material impact on this grant

(c) other:
(1) linked action issues: not applicable
(i1) additional GA suspension grounds: not applicable.
31.2.2 Procedure

Before suspending the grant, the granting authority will send a pre-information letter to the
coordinator:

- formally notifying the intention to suspend the grant and the reasons why and
- requesting observations within 30 days of receiving notification.

If the granting authority does not receive observations or decides to pursue the procedure despite the
observations it has received, it will confirm the suspension (confirmation letter). Otherwise, it will
formally notify that the procedure is discontinued.

The suspension will take effect the day after the confirmation notification is sent (or on a later date
specified in the notification).

Once the conditions for resuming implementation of the action are met, the granting authority will
formally notify the coordinator a lifting of suspension letter, in which it will set the suspension
end date and invite the coordinator to request an amendment of the Agreement to set the resumption
date (one day after suspension end date), extend the duration and make other changes necessary to
adapt the action to the new situation (see Article 39) — unless the grant has been terminated (see
Article 32). The suspension will be lifted with effect from the suspension end date set out in the lifting
of suspension letter. This date may be before the date on which the letter is sent.

During the suspension, no prefinancing will be paid. Costs incurred or contributions for activities
implemented during suspension are not eligible (see Article 6.3).

The beneficiaries may not claim damages due to suspension by the granting authority (see Article 33).

Grant suspension does not affect the granting authority’s right to terminate the grant or a beneficiary
(see Article 32) or reduce the grant (see Article 28).

ARTICLE 32 — GRANT AGREEMENT OR BENEFICIARY TERMINATION

32.1 Consortium-requested GA termination
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32.1.1 Conditions and procedure
The beneficiaries may request the termination of the grant.
The coordinator must submit a request for amendment (see Article 39), with:
- the reasons why
- the date the consortium ends work on the action (‘end of work date’) and

- the date the termination takes effect (‘termination date’); this date must be after the date of the
submission of the amendment request.

The termination will take effect on the termination date specified in the amendment.

If no reasons are given or if the granting authority considers the reasons do not justify termination,
it may consider the grant terminated improperly.

32.1.2 Effects

The coordinator must — within 60 days from when termination takes effect — submit a periodic
report (for the open reporting period until termination).

The granting authority will calculate the final grant amount and final payment on the basis of the report
submitted and taking into account the costs incurred and contributions for activities implemented
before the end of work date (see Article 22). Costs relating to contracts due for execution only after
the end of work are not eligible.

If the granting authority does not receive the report within the deadline, only costs and contributions
which are included in an approved periodic report will be taken into account (no costs/contributions
if no periodic report was ever approved).

Improper termination may lead to a grant reduction (see Article 28).

After termination, the beneficiaries’ obligations (in particular Articles 13 (confidentiality and
security), 16 (IPR), 17 (communication, dissemination and visibility), 21 (reporting), 25 (checks,
reviews, audits and investigations), 26 (impact evaluation), 27 (rejections), 28 (grant reduction) and
42 (assignment of claims)) continue to apply.

32.2 Consortium-requested beneficiary termination
32.2.1 Conditions and procedure

The coordinator may request the termination of the participation of one or more beneficiaries, on
request of the beneficiary concerned or on behalf of the other beneficiaries.

The coordinator must submit a request for amendment (see Article 39), with:
- the reasons why

- the opinion of the beneficiary concerned (or proof that this opinion has been requested in
writing)
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- the date the beneficiary ends work on the action (‘end of work date’)

- the date the termination takes effect (‘termination date’); this date must be after the date of the
submission of the amendment request.

If the termination concerns the coordinator and is done without its agreement, the amendment request
must be submitted by another beneficiary (acting on behalf of the consortium).

The termination will take effect on the termination date specified in the amendment.

If no information is given or if the granting authority considers that the reasons do not justify
termination, it may consider the beneficiary to have been terminated improperly.

32.2.2 Effects
The coordinator must — within 60 days from when termination takes effect — submit:
(1) areport on the distribution of payments to the beneficiary concerned

(i) a termination report from the beneficiary concerned, for the open reporting period until
termination, containing an overview of the progress of the work, the financial statement,
the explanation on the use of resources, and, if applicable, the certificate on the financial
statement (CFS; see Articles 21 and 24.2 and Data Sheet, Point 4.3)

(i11)) a second request for amendment (see Article 39) with other amendments needed (e.g.
reallocation of the tasks and the estimated budget of the terminated beneficiary; addition of
a new beneficiary to replace the terminated beneficiary; change of coordinator, etc.).

The granting authority will calculate the amount due to the beneficiary on the basis of the report
submitted and taking into account the costs incurred and contributions for activities implemented
before the end of work date (see Article 22). Costs relating to contracts due for execution only after
the end of work are not eligible.

The information in the termination report must also be included in the periodic report for the next
reporting period (see Article 21).

If the granting authority does not receive the termination report within the deadline, only costs and
contributions which are included in an approved periodic report will be taken into account (no costs/
contributions if no periodic report was ever approved).

If the granting authority does not receive the report on the distribution of payments within the deadline,
it will consider that:

- the coordinator did not distribute any payment to the beneficiary concerned and that
- the beneficiary concerned must not repay any amount to the coordinator.

If the second request for amendment is accepted by the granting authority, the Agreement is amended
to introduce the necessary changes (see Article 39).

If the second request for amendment is rejected by the granting authority (because it calls into question
the decision awarding the grant or breaches the principle of equal treatment of applicants), the grant
may be terminated (see Article 32).
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Improper termination may lead to a reduction of the grant (see Article 31) or grant termination (see
Article 32).

After termination, the concerned beneficiary’s obligations (in particular Articles 13 (confidentiality
and security), 16 (IPR), 17 (communication, dissemination and visibility), 21 (reporting), 25 (checks,
reviews, audits and investigations), 26 (impact evaluation), 27 (rejections), 28 (grant reduction) and
42 (assignment of claims)) continue to apply.

32.3 EU-initiated GA or beneficiary termination

32.3.1 Conditions

The granting authority may terminate the grant or the participation of one or more beneficiaries, if:
(a) one or more beneficiaries do not accede to the Agreement (see Article 40)

(b) a change to the action or the legal, financial, technical, organisational or ownership situation
of a beneficiary is likely to substantially affect the implementation of the action or calls into
question the decision to award the grant (including changes linked to one of the exclusion
grounds listed in the declaration of honour)

(c) following termination of one or more beneficiaries, the necessary changes to the Agreement
(and their impact on the action) would call into question the decision awarding the grant or
breach the principle of equal treatment of applicants

(d) implementation of the action has become impossible or the changes necessary for its
continuation would call into question the decision awarding the grant or breach the principle
of equal treatment of applicants

(e) a beneficiary (or person with unlimited liability for its debts) is subject to bankruptcy
proceedings or similar (including insolvency, winding-up, administration by a liquidator or
court, arrangement with creditors, suspension of business activities, etc.)

(f) a beneficiary (or person with unlimited liability for its debts) is in breach of social security
or tax obligations

(g) abeneficiary (or person having powers of representation, decision-making or control, or person
essential for the award/implementation of the grant) has been found guilty of grave professional
misconduct

(h) abeneficiary (or person having powers of representation, decision-making or control, or person
essential for the award/implementation of the grant) has committed fraud, corruption, or is
involved in a criminal organisation, money laundering, terrorism-related crimes (including
terrorism financing), child labour or human trafficking

(i) abeneficiary (or person having powers of representation, decision-making or control, or person
essential for the award/implementation of the grant) was created under a different jurisdiction
with the intent to circumvent fiscal, social or other legal obligations in the country of origin
(or created another entity with this purpose)

(j) abeneficiary (or person having powers of representation, decision-making or control, or person
essential for the award/implementation of the grant) has committed:
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(i) substantial errors, irregularities or fraud or

(i1) serious breach of obligations under this Agreement or during its award (including
improper implementation of the action, non-compliance with the call conditions,
submission of false information, failure to provide required information, breach of ethics
or security rules (if applicable), etc.)

(k) abeneficiary (or person having powers of representation, decision-making or control, or person
essential for the award/implementation of the grant) has committed — in other EU grants
awarded to it under similar conditions — systemic or recurrent errors, irregularities, fraud or
serious breach of obligations that have a material impact on this grant (extension of findings
from other grants to this grant; see Article 25)

(1) despite a specific request by the granting authority, a beneficiary does not request — through
the coordinator — an amendment to the Agreement to end the participation of one of its
affiliated entities or associated partners that is in one of the situations under points (d), (f), (e),
(g), (h), (1) or (j) and to reallocate its tasks, or

(m) other:
(1) linked action issues: not applicable
(i1) additional GA termination grounds: not applicable.
32.3.2 Procedure

Before terminating the grant or participation of one or more beneficiaries, the granting authority will
send a pre-information letter to the coordinator or beneficiary concerned:

- formally notifying the intention to terminate and the reasons why and
- requesting observations within 30 days of receiving notification.

If the granting authority does not receive observations or decides to pursue the procedure despite
the observations it has received, it will confirm the termination and the date it will take effect
(confirmation letter). Otherwise, it will formally notify that the procedure is discontinued.

For beneficiary terminations, the granting authority will — at the end of the procedure — also inform
the coordinator.

The termination will take effect the day after the confirmation notification is sent (or on a later date
specified in the notification; ‘termination date’).

32.3.3 Effects
(a) for GA termination:

The coordinator must — within 60 days from when termination takes effect — submit a
periodic report (for the last open reporting period until termination).

The granting authority will calculate the final grant amount and final payment on the basis of
the report submitted and taking into account the costs incurred and contributions for activities
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implemented before termination takes effect (see Article 22). Costs relating to contracts due
for execution only after termination are not eligible.

If the grant is terminated for breach of the obligation to submit reports, the coordinator may
not submit any report after termination.

If the granting authority does not receive the report within the deadline, only costs and
contributions which are included in an approved periodic report will be taken into account (no
costs/contributions if no periodic report was ever approved).

Termination does not affect the granting authority’s right to reduce the grant (see Article 28)
or to impose administrative sanctions (see Article 34).

The beneficiaries may not claim damages due to termination by the granting authority (see
Article 33).

After termination, the beneficiaries’ obligations (in particular Articles 13 (confidentiality
and security), 16 (IPR), 17 (communication, dissemination and visibility), 21 (reporting), 25
(checks, reviews, audits and investigations), 26 (impact evaluation), 27 (rejections), 28 (grant
reduction) and 42 (assignment of claims)) continue to apply.

(b) for beneficiary termination:
The coordinator must — within 60 days from when termination takes effect — submit:
(i) areport on the distribution of payments to the beneficiary concerned

(i1) a termination report from the beneficiary concerned, for the open reporting period
until termination, containing an overview of the progress of the work, the financial
statement, the explanation on the use of resources, and, if applicable, the certificate
on the financial statement (CFS; see Articles 21 and 24.2 and Data Sheet, Point 4.3)

(iii)) a request for amendment (see Article 39) with any amendments needed (e.g.
reallocation of the tasks and the estimated budget of the terminated beneficiary;
addition of a new beneficiary to replace the terminated beneficiary; change of
coordinator, etc.).

The granting authority will calculate the amount due to the beneficiary on the basis of the
report submitted and taking into account the costs incurred and contributions for activities
implemented before termination takes effect (see Article 22). Costs relating to contracts due
for execution only after termination are not eligible.

The information in the termination report must also be included in the periodic report for the
next reporting period (see Article 21).

If the granting authority does not receive the termination report within the deadline, only costs
and contributions included in an approved periodic report will be taken into account (no costs/
contributions if no periodic report was ever approved).

If the granting authority does not receive the report on the distribution of payments within the
deadline, it will consider that:

62



Project: 101128069 — VTPP — DIGITAL-ECCC-2022-CYBER-03

B Associated with R&h&k N@&\@Mg)%m:-vﬂoﬁ)wmﬂ

- the coordinator did not distribute any payment to the beneficiary concerned and that
- the beneficiary concerned must not repay any amount to the coordinator.

If the request for amendment is accepted by the granting authority, the Agreement is amended
to introduce the necessary changes (see Article 39).

If the request for amendment is rejected by the granting authority (because it calls into question
the decision awarding the grant or breaches the principle of equal treatment of applicants), the
grant may be terminated (see Article 32).

After termination, the concerned beneficiary’s obligations (in particular Articles 13
(confidentiality and security), 16 (IPR), 17 (communication, dissemination and visibility),
21 (reporting), 25 (checks, reviews, audits and investigations), 26 (impact evaluation), 27
(rejections), 28 (grant reduction) and 42 (assignment of claims)) continue to apply.

SECTION 3 OTHER CONSEQUENCES: DAMAGES AND ADMINISTRATIVE
SANCTIONS

ARTICLE 33 — DAMAGES

33.1 Liability of the granting authority

The granting authority cannot be held liable for any damage caused to the beneficiaries or to third
parties as a consequence of the implementation of the Agreement, including for gross negligence.

The granting authority cannot be held liable for any damage caused by any of the beneficiaries or
other participants involved in the action, as a consequence of the implementation of the Agreement.

33.2 Liability of the beneficiaries

The beneficiaries must compensate the granting authority for any damage it sustains as a result of the
implementation of the action or because the action was not implemented in full compliance with the
Agreement, provided that it was caused by gross negligence or wilful act.

The liability does not extend to indirect or consequential losses or similar damage (such as loss of
profit, loss of revenue or loss of contracts), provided such damage was not caused by wilful act or
by a breach of confidentiality.

ARTICLE 34 — ADMINISTRATIVE SANCTIONS AND OTHER MEASURES

Nothing in this Agreement may be construed as preventing the adoption of administrative sanctions
(i.e. exclusion from EU award procedures and/or financial penalties) or other public law measures,
in addition or as an alternative to the contractual measures provided under this Agreement (see,
for instance, Articles 135 to 145 EU Financial Regulation 2018/1046 and Articles 4 and 7 of

Regulation 2988/95%%).

22 Council Regulation (EC, Euratom) No 2988/95 of 18 December 1995 on the protection of the European Communities
financial interests (OJ L 312, 23.12.1995, p. 1).
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SECTION 4 FORCE MAJEURE

ARTICLE 35 — FORCE MAJEURE

A party prevented by force majeure from fulfilling its obligations under the Agreement cannot be
considered in breach of them.

‘Force majeure’ means any situation or event that:
- prevents either party from fulfilling their obligations under the Agreement,
- was unforeseeable, exceptional situation and beyond the parties’ control,

- was not due to error or negligence on their part (or on the part of other participants involved
in the action), and

- proves to be inevitable in spite of exercising all due diligence.

Any situation constituting force majeure must be formally notified to the other party without delay,
stating the nature, likely duration and foreseeable effects.

The parties must immediately take all the necessary steps to limit any damage due to force majeure
and do their best to resume implementation of the action as soon as possible.

CHAPTER 6 FINAL PROVISIONS

ARTICLE 36 — COMMUNICATION BETWEEN THE PARTIES

36.1 Forms and means of communication — Electronic management
EU grants are managed fully electronically through the EU Funding & Tenders Portal (‘Portal’).

All communications must be made electronically through the Portal, in accordance with the Portal
Terms and Conditions and using the forms and templates provided there (except if explicitly instructed
otherwise by the granting authority).

Communications must be made in writing and clearly identify the grant agreement (project number
and acronym).

Communications must be made by persons authorised according to the Portal Terms and Conditions.
For naming the authorised persons, each beneficiary must have designated — before the signature of
this Agreement — a ‘legal entity appointed representative (LEAR)’. The role and tasks of the LEAR
are stipulated in their appointment letter (see Portal Terms and Conditions).

If the electronic exchange system is temporarily unavailable, instructions will be given on the Portal.
36.2 Date of communication

The sending date for communications made through the Portal will be the date and time of sending,
as indicated by the time logs.
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The receiving date for communications made through the Portal will be the date and time the
communication is accessed, as indicated by the time logs. Formal notifications that have not been
accessed within 10 days after sending, will be considered to have been accessed (see Portal Terms
and Conditions).

If a communication is exceptionally made on paper (by e-mail or postal service), general principles
apply (i.e. date of sending/receipt). Formal notifications by registered post with proof of delivery will
be considered to have been received either on the delivery date registered by the postal service or the
deadline for collection at the post office.

If the electronic exchange system is temporarily unavailable, the sending party cannot be considered
in breach of its obligation to send a communication within a specified deadline.

36.3 Addresses for communication
The Portal can be accessed via the Europa website.

The address for paper communications to the granting authority (if exceptionally allowed) is the
official mailing address indicated on its website.

For beneficiaries, it is the legal address specified in the Portal Participant Register.

ARTICLE 37 — INTERPRETATION OF THE AGREEMENT

The provisions in the Data Sheet take precedence over the rest of the Terms and Conditions of the
Agreement.

Annex 5 takes precedence over the Terms and Conditions; the Terms and Conditions take precedence
over the Annexes other than Annex 5.

Annex 2 takes precedence over Annex 1.

ARTICLE 38 — CALCULATION OF PERIODS AND DEADLINES

In accordance with Regulation No 1182/71%, periods expressed in days, months or years are calculated

from the moment the triggering event occurs.
The day during which that event occurs is not considered as falling within the period.

‘Days’ means calendar days, not working days.

ARTICLE 39 — AMENDMENTS

39.1 Conditions

The Agreement may be amended, unless the amendment entails changes to the Agreement which
would call into question the decision awarding the grant or breach the principle of equal treatment
of applicants.

23 Regulation (EEC, Euratom) No 1182/71 of the Council of 3 June 1971 determining the rules applicable to periods, dates
and time-limits (OJ L 124, 8/6/1971, p. 1).
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Amendments may be requested by any of the parties.

39.2 Procedure

The party requesting an amendment must submit a request for amendment signed directly in the Portal
Amendment tool.

The coordinator submits and receives requests for amendment on behalf of the beneficiaries (see
Annex 3). If a change of coordinator is requested without its agreement, the submission must be done
by another beneficiary (acting on behalf of the other beneficiaries).

The request for amendment must include:
- the reasons why
- the appropriate supporting documents and

- for a change of coordinator without its agreement: the opinion of the coordinator (or proof that
this opinion has been requested in writing).

The granting authority may request additional information.

If the party receiving the request agrees, it must sign the amendment in the tool within 45 days of
receiving notification (or any additional information the granting authority has requested). If it does
not agree, it must formally notify its disagreement within the same deadline. The deadline may be
extended, if necessary for the assessment of the request. If no notification is received within the
deadline, the request is considered to have been rejected.

An amendment enters into force on the day of the signature of the receiving party.

An amendment takes effect on the date of entry into force or other date specified in the amendment.

ARTICLE 40 — ACCESSION AND ADDITION OF NEW BENEFICIARIES

40.1 Accession of the beneficiaries mentioned in the Preamble

The beneficiaries which are not coordinator must accede to the grant by signing the accession form
(see Annex 3) directly in the Portal Grant Preparation tool, within 30 days after the entry into force
of the Agreement (see Article 44).

They will assume the rights and obligations under the Agreement with effect from the date of its entry
into force (see Article 44).

If a beneficiary does not accede to the grant within the above deadline, the coordinator must — within
30 days — request an amendment (see Article 39) to terminate the beneficiary and make any changes
necessary to ensure proper implementation of the action. This does not affect the granting authority’s
right to terminate the grant (see Article 32).

40.2 Addition of new beneficiaries

In justified cases, the beneficiaries may request the addition of a new beneficiary.
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For this purpose, the coordinator must submit a request for amendment in accordance with Article 39.
It must include an accession form (see Annex 3) signed by the new beneficiary directly in the Portal
Amendment tool.

New beneficiaries will assume the rights and obligations under the Agreement with effect from the
date of their accession specified in the accession form (see Annex 3).

Additions are also possible in mono-beneficiary grants.

ARTICLE 41 — TRANSFER OF THE AGREEMENT

In justified cases, the beneficiary of a mono-beneficiary grant may request the transfer of the grant to
a new beneficiary, provided that this would not call into question the decision awarding the grant or
breach the principle of equal treatment of applicants.

The beneficiary must submit a request for amendment (see Article 39), with
- the reasons why

- the accession form (see Annex 3) signed by the new beneficiary directly in the Portal
Amendment tool and

- additional supporting documents (if required by the granting authority).

The new beneficiary will assume the rights and obligations under the Agreement with effect from the
date of accession specified in the accession form (see Annex 3).

ARTICLE 42 — ASSIGNMENTS OF CLAIMS FOR PAYMENT AGAINST THE
GRANTING AUTHORITY

The beneficiaries may not assign any of their claims for payment against the granting authority to
any third party, except if expressly approved in writing by the granting authority on the basis of a
reasoned, written request by the coordinator (on behalf of the beneficiary concerned).

If the granting authority has not accepted the assignment or if the terms of it are not observed, the
assignment will have no effect on it.

In no circumstances will an assignment release the beneficiaries from their obligations towards the
granting authority.

ARTICLE 43 — APPLICABLE LAW AND SETTLEMENT OF DISPUTES

43.1 Applicable law

The Agreement is governed by the applicable EU law, supplemented if necessary by the law of
Belgium.

Special rules may apply for beneficiaries which are international organisations (if any; see Data Sheet,
Point 5).

43.2 Dispute settlement
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If a dispute concerns the interpretation, application or validity of the Agreement, the parties must bring
action before the EU General Court — or, on appeal, the EU Court of Justice — under Article 272
of the Treaty on the Functioning of the EU (TFEU).

For non-EU beneficiaries (if any), such disputes must be brought before the courts of Brussels,
Belgium — unless an international agreement provides for the enforceability of EU court judgements.

For beneficiaries with arbitration as special dispute settlement forum (if any; see Data Sheet, Point 5),
the dispute will — in the absence of an amicable settlement — be settled in accordance with the Rules
for Arbitration published on the Portal.

If a dispute concerns administrative sanctions, offsetting or an enforceable decision under Article 299
TFEU (see Articles 22 and 34), the beneficiaries must bring action before the General Court — or, on
appeal, the Court of Justice — under Article 263 TFEU.

For grants where the granting authority is an EU executive agency (see Preamble), actions against
offsetting and enforceable decisions must be brought against the European Commission (not against
the granting authority; see also Article 22).

ARTICLE 44 — ENTRY INTO FORCE

The Agreement will enter into force on the day of signature by the granting authority or the
coordinator, depending on which is later.

SIGNATURES

For the coordinator For the granting authority

Vojtech Németh with ECAS id n002zuqz signed in the Participant
Portal on 14/08/2023 at 10:12:50 (transaction id Sigld-16120-gqEFts
MIRBLVYmM1kgbogqS30EMMDQOTUVSFZqzqIKk3tpfzm3HBPdnwfzXCD
02UCZu2J4VTBzgAkv0zIQJMLBLrZL-jp)ZscgswOKiy52KgQwsFC-RCLo
HWi81HSm)qo3vsGhA50jnKZp5Xi)lwoETAsB7GF2gAali44FegPmayeY
TUnbcxS6jIzoDPZynL9jHcwNUTu). Timestamp by third party at
2023.08.14 10:12:56 CEST
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DESCRIPTION OF THE ACTION (PART A)

COVER PAGE

Part A of the Description of the Action (DoA) must be completed directly on the Portal Grant Preparation screens.

PROJECT
Grant Preparation (General Information screen) — Enter the info.

Project number: 101128069

Project name: VNET Threat Perception Platform

Project acronym: VTPP

Call: DIGITAL-ECCC-2022-CYBER-03

Topic: DIGITAL-ECCC-2022-CYBER-03-UPTAKE-CYBERSOLUTIONS

Type of action: DIGITAL-JU-SME

Service: CNECT/H/01

Project starting date: fixed date: 1 September 2023

Project duration: 36 months
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PROJECT SUMMARY

Project summary

Grant Preparation (General Information screen) — Provide an overall description of your project (including context and overall
objectives, planned activities and main achievements, and expected results and impacts (on target groups, change procedures,
capacities, innovation etc)). This summary should give readers a clear idea of what your project is about.

Use the project summary from your proposal.

VNET has been around for more than 20 years now. Our profiling continues to grow beyond standard ISP services, and
we are in process of transformation towards complex Digital Infrastructure provider with system integration experiences
in TaaS, PaaS, SaaS, SASE, SD-WAN and IoT services.

Since VNET is classified as essential services and critical infrastructure provider and its customers are also critical
infrastructure providers, the risk of destructive service interruptions from malicious actors also increases exponentially.
Another distinction is the ability of VNET to guarantee data sovereignty.

This proposal aims to implement full-scale security platform protecting traditional and modern digital services. It
includes detection capabilities enhancement of Zeek’s open-source system, traffic dissection TAPs, Al-based services,
automatized penetration testing, security events processing automation, high standard HSM/KMS data encryption and
digital keys management, DDoS protection, virtualized HW utilization and data analytics that will be managed and
visualized with flexible SIEM interface all adhering to NIS2 (EU) 2022/2555 directive.

Many of our clients don't have required expertise to detect and mitigate the sheer amount and complexity of threats &
attacks. We decided to build cybersecurity platform integrated into our infrastructure to protect services for majority
of clients.

Our reaction is to propose a sophisticated solution that will contribute to the fulfillment of the stated goals, such as:

- prevent potential security breaches via better monitoring and real-time analytics, deployment of new hardware
platforms and strengthening our encryption capabilities

- save expenses by having coherent cybersecurity platform that will be expandable and further optimized by process
automation, Al layer and ML models

- real-time reporting, log collection, analysis, and data retention

- raising overall cybersecurity awareness and knowledge-sharing

LIST OF PARTICIPANTS

PARTICIPANTS

Grant Preparation (Beneficiaries screen) — Enter the info.

Number | Role |Short name Legal name Country | PIC
1 COO |VNETAS VNET AS SK 897519273
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LIST OF WORK PACKAGES

Work packages

Grant Preparation (Work Packages screen) — Enter the info.

Work Work Package name Lead Beneficiary Effort Start End Deliverables
Package No (Person- Month Month
Months)
WP1 Project management and coordination 1-VNETAS 6.00 1 36| D1.1 — Solution design

D1.2 —IT Delivery
D1.3 — Final Report
D1.4 — Dissemination and communication

WP2 Building basis for application traffic visibility and |1- VNET A S 17.00 1 26 | D2.1 — Accompanying documentation
threat hunting related to procurement WP2

D2.2 — Report protocol with demonstrated
performance and capacity details of
technology stack

D2.3 — Report protocol with demonstrated
performance and capacity details Anti-
DDoS protection engine

WP3 Perpetual and automatized Penetration Testing 1-VNETAS 12.00 1 36| D3.1 — Accompanying documentation
related to procurement WP3

D3.2 — Comprehensive report providing
details about ZERO TRUST policy
implementation and before & after security

status
WP4 Enhancing Zeek’s high performance threat 1-VNETAS 32.00 2 36 | D4.1 — Accompanying documentation
detection capabilities with AI/ML related to procurement WP4

D4.2 — AI/ML enhancement of Zeek
network monitor detection capabilities

WP5 Cybersecurity threat investigation platform 1-VNETAS 28.00 1 36 | D5.1 — Accompanying documentation
related to procurement WP5

D5.2 — Cybersecurity threat reaction
management
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Work packages

Grant Preparation (Work Packages screen) — Enter the info.

Work Work Package name Lead Beneficiary Effort Start End Deliverables
Package No (Person- Month Month
Months)
D5.3 — Report of deployed SIEM solution
WP6 Preventing Ransomware and Data Leaks with 1-VNETAS 18.00 2 36 | D6.1 — Accompanying documentation
compliant security Infrastructure related to procurement WP6

D6.2 — Comprehensive security report

WP7 Preventing global routing attacks with RPKI 1-VNETAS 3.00 27 32| D7.1 — Report on RPKI ROA validation and
framework route filtering

D7.2 — Report on RPKI CA creating
digitally signed ROA records
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Work package WP1 — Project management and coordination

Work Package Number WP1 Lead Beneficiary 1. VNETA S

Work Package Name Project management and coordination

Start Month 1| End Month 36
Objectives

The aim of the project management is to ensure the smooth implementation of the proposed solution, to organize regular
meetings of the project team and to info sharing within the team and organization, to check the implementation milestones
and the achieved objectives of the project.

Set up the following management structure, to cover the needs of the project plan execution and risk management:

# The management structure consists of:

Steering committee — decision-making power bodies

Project coordinator - a person with competence to manage the project
Experts (senior/junior) — members of project team

# Implementation plan

# Coordination of development

# Final report

Description

The aim of the project management is to ensure the smooth implementation of the proposed solution, to organize regular
meetings of the project team and to info sharing
within the team and organization, to check the implementation milestones and the achieved objectives of the project

Work package WP2 — Building basis for application traffic visibility and threat hunting

Work Package Number WP2 Lead Beneficiary 1.VNETAS

Work Package Name Building basis for application traffic visibility and threat hunting

Start Month 1| End Month 26
Objectives

Work Package 2 activities are aimed at building high performance and robust technology stack to support whole proposed
solution in next work packages. To

monitor and evaluate application traffic we will deploy 8 HW Network Packet Brokers (NPBs) with accelerated
monitoring (NetFlow / IPFIX exports) and 8 mirroring

TAP interfaces. These devices are required to feed packets and metadata into proposed Sensor, Search and Management
Nodes. These compute Nodes will utilize

resource virtualization for efficient deployment of required software stack. This WP also deploys HW for 4 Sensor Nodes
connected to NPBs. These Sensor Nodes

will host VM instances of software tools (Zeek, Security Onion, OpenVAS, Routinator, FORT) planned in WP3, WP4,
WP5 and WP7. WP2 will also deploy 4 VM

instances for anomaly and Anti-DDoS (with BGP FlowSpec Integration) detection & mitigation. Deployment of all
compute nodes requires expansion of shared data

storage capacity with shelf modules.

We planned & designed to:

* Deploy monitoring fleet of 8 Network Packet Brokers

* Deploy 4 traffic analysis Sensor Nodes for application VM hosting fed from NPBs
* Deploy shared and secured storage capacity expansion

* Deploy 4 VM instances with Anti-DDoS protection engine
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Description

Work Package 2 activities are aimed at building high performance and robust technology stack to support whole proposed
solution in next work packages. To

monitor and evaluate application traffic we will deploy 8 HW Network Packet Brokers (NPBs) with accelerated
monitoring (NetFlow / IPFIX exports) and 8 mirroring

TAP interfaces. These devices are required to feed packets and metadata into proposed Sensor, Search and Management
Nodes. These compute Nodes will utilize

resource virtualization for efficient deployment of required software stack. This WP also deploys HW for 4 Sensor Nodes
connected to NPBs. These Sensor Nodes

will host VM instances of software tools (Zeek, Security Onion, OpenVAS, Routinator, FORT) planned in WP3, WP4,
WPS5 and WP7. WP2 will also deploy 4 VM

instances for anomaly and Anti-DDoS (with BGP FlowSpec Integration) detection & mitigation. Deployment of all
compute nodes requires expansion of shared data

storage capacity with shelf modules.

Work package WP3 — Perpetual and automatized Penetration Testing

Work Package Number WP3 Lead Beneficiary 1.VNETAS

Work Package Name Perpetual and automatized Penetration Testing

Start Month 1 | End Month 36
Objectives

Work package 3 objectives aim to audit cybersecurity resilience of equipment and services. The main goal is to implement
ZERO TRUST policy, that will continuously
validate present security state of VNET infrastructure and services against defined security requirements.

o Creating an architecture for continuous penetration testing and infrastructure security assessment

* Dynamic systems & nodes discovery

= OS&SW components version validation

= Penetration testing based on Blackbox & Whitebox approach

* Obtaining an overview of current state of security using the standards and metrics defined by the Common
Vulnerabilities and Exposures

(CVE) managed by the MITRE organization

o Centralizing the collection of forensic/audit records on secured storage capacity.

Description

Work package 3 objectives aim to audit cybersecurity resilience of equipment and services. The main goal is to implement
ZERO TRUST policy, that will continuously
validate present security state of VNET infrastructure and services against defined security requirements.

Work package WP4 — Enhancing Zeek’s high performance threat detection capabilities with

AI/ML

Work Package Number WP4 Lead Beneficiary 1.VNET A S

Work Package Name Enhancing Zeek’s high performance threat detection capabilities with AI/ML

Start Month 2 | End Month 36
Objectives

With the increasing complexity of cyber-attacks, it is essential to avoid inaccuracy and obtain metadata directly from
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the ongoing network communication using methods that prevent aggregation or sampling. Encryption on the relational
layer of the OSI model (Transport Layer Security - TLS) has become a standard, and thus the

requirement of user data privacy is also met. Our goal is to use our knowledge in AI/ML gained through MINERWA
(2019-SK-1A-0140) and expand the detection

capabilities of the Zeek network monitor, formerly known as BRO IDS, distributed as free software under BSD license,
to detect network attacks and anomalies,

reconnaissance activities and data leaks, using artificial intelligence. The proposed solution will be adaptable to a variety
of environments (SME to Datacenters) and

thanks to the Zeek’s support for 50+ SIEM solutions, users will be able to significantly improve the visibility of cyber-
attacks regardless of the increasing network

throughput.

Description

With the increasing complexity of cyber-attacks, it is essential to avoid inaccuracy and obtain metadata directly from
the ongoing network communication using methods that prevent aggregation or sampling. Encryption on the relational
layer of the OSI model (Transport Layer Security - TLS) has become a standard, and thus the

requirement of user data privacy is also met. Our goal is to use our knowledge in AI/ML gained through MINERWA
(2019-SK-TIA-0140) and expand the detection

capabilities of the Zeek network monitor, formerly known as BRO IDS, distributed as free software under BSD license,
to detect network attacks and anomalies,

reconnaissance activities and data leaks, using artificial intelligence. The proposed solution will be adaptable to a variety
of environments (SME to Datacenters) and

thanks to the Zeek’s support for 50+ SIEM solutions, users will be able to significantly improve the visibility of cyber-
attacks regardless of the increasing network

throughput.

Work package WPS — Cybersecurity threat investigation platform

Work Package Number WP5 Lead Beneficiary 1.VNET A S

Work Package Name Cybersecurity threat investigation platform

Start Month 1 | End Month 36
Objectives

To fulfill the definition of this WP we will use a tool named SIEM. SIEM will allow us to investigate cybersecurity
events and track the origin of security threats. SIEM uses
multiple types of sources which is crucial to overall threat visibility. It is also a key part of cybersecurity mitigation
management. Usage of this type of tool will allow us to add different log sources and analytics packages covered in
other WPs. The summarized objectives from this WP are:

* Better threat visibility by multiple sources engaging

* Tracking of the origin of security threats

+ Implementation of tool for general operations and management of cybersecurity events

* Support of open-source SW packages with possibility of engaging other AI/ML packages

Description

To fulfill the definition of this WP we will use a tool named SIEM. SIEM will allow us to investigate cybersecurity
events and track the origin of security threats. SIEM uses
multiple types of sources which is crucial to overall threat visibility. It is also a key part of cybersecurity mitigation
management. Usage of this type of tool will allow us to add different log sources and analytics packages covered in
other WPs. The summarized objectives from this WP are:

* Better threat visibility by multiple sources engaging
* Tracking of the origin of security threats
+ Implementation of tool for general operations and management of cybersecurity events
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* Support of open-source SW packages with possibility of engaging other AI/ML packages

Work package WP6 — Preventing Ransomware and Data Leaks with compliant security
Infrastructure

Work Package Number WP6 Lead Beneficiary 1.VNET A S

Work Package Name Preventing Ransomware and Data Leaks with compliant security Infrastructure

Start Month 2 | End Month 36
Objectives

This WP aims to build security infrastructure that will cope with Ransomware attacks, data leaks and other attacks
initiated from outside or inside, with the level of security required by FIPS140-2/NATO SECRET and in compliance
with NIS2 Directive (EU) 2022/2555. By using hardware security modules (HSM) and Key Management Servers (KMS)
with support for the Key Management Interoperability Protocol (OASIS KMIP) we achieve the following objectives:
# Build secure storage providing chain of custody, separating encrypted data from the cryptographic material, used for:
o critical backups and digital evidence

o encryption keys used to secure data at the rest on servers and workstations

# Implement the concept Separation of Duties

# Redefine privileges to comply with the Least to know & Split knowledge principle

# Establish Dual Control approach

# Establish encryption keys lifecycle management

# Integrate key management server(KMS) with the following critical components in our infrastructure:

0 VMWare vSphere — for transparent encryption of virtual machines

o OpenStack Barbican — to build secure storage for cryptographic material used for the TLS endpoints and volume
encryption

o MariaDB data encryption — to encrypt data in our CRM and ERP systems

Description

This WP aims to build security infrastructure that will cope with Ransomware attacks, data leaks and other attacks
initiated from outside or inside, with the level of security required by FIPS140-2/NATO SECRET and in compliance
with NIS2 Directive (EU) 2022/2555. By using hardware security modules (HSM) and Key Management Servers (KMS)
with support for the Key Management Interoperability Protocol (OASIS KMIP) we achieve the following objectives:
# Build secure storage providing chain of custody, separating encrypted data from the cryptographic material, used for:
o critical backups and digital evidence

o encryption keys used to secure data at the rest on servers and workstations

# Implement the concept Separation of Duties

# Redefine privileges to comply with the Least to know & Split knowledge principle

# Establish Dual Control approach

# Establish encryption keys lifecycle management

# Integrate key management server(KMS) with the following critical components in our infrastructure:

0 VMWare vSphere — for transparent encryption of virtual machines

0 OpenStack Barbican — to build secure storage for cryptographic material used for the TLS endpoints and volume
encryption

o MariaDB data encryption — to encrypt data in our CRM and ERP systems

Work package WP7 — Preventing global routing attacks with RPKI framework

Work Package Number WP7 Lead Beneficiary 1. VNET A S
Work Package Name Preventing global routing attacks with RPKI framework
Start Month 27 | End Month 32
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Objectives

This work package significantly protects our routing from/to Global Internet. Route hijacks, traffic redirection and
blackholing will be prevented by deployment of 4 VM

instances of RPKI Validators (for diversity and redundancy). We will deploy a cluster of 2 Routinator validators and 2
FORT validators hosted on Sensor Nodes from WP2.

These validators will utilize data from global RIRs to check validity of routes that are announced by external BGP.
Further the validators will communicate with Edge routers, to report which routes are invalid and automatically filter
them on routers. Next step is to deploy 2 VM instances of “Krill” RPKI Certification Authority hosted on Monitor Nodes
from WP5. We will run delegated RPKI under RIPE-NCC. Our RPKI Certification Authority will serve as Route Origin
Authorization publication server, to be able to create and manage ROAs for our routes and routes of our customers.
To maintain security, RPKI CA instances will be connected and configured with KMS server (with KMIP protocol)
from WP6.

Description

his work package significantly protects our routing from/to Global Internet. Route hijacks, traffic redirection and
blackholing will be prevented by deployment of 4 VM

instances of RPKI Validators (for diversity and redundancy). We will deploy a cluster of 2 Routinator validators and 2
FORT validators hosted on Sensor Nodes from WP2.

These validators will utilize data from global RIRs to check validity of routes that are announced by external BGP.
Further the validators will communicate with Edge routers, to report which routes are invalid and automatically filter
them on routers. Next step is to deploy 2 VM instances of “Krill” RPKI Certification Authority hosted on Monitor Nodes
from WP5. We will run delegated RPKI under RIPE-NCC. Our RPKI Certification Authority will serve as Route Origin
Authorization publication server, to be able to create and manage ROAs for our routes and routes of our customers.
To maintain security, RPKI CA instances will be connected and configured with KMS server (with KMIP protocol)
from WP6.
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STAFF EFFORT

Staff effort per participant
Grant Preparation (Work packages - Effort screen) — Enter the info.

Participant WP1 WP2 WP3 WP4 WP5 WP6 WP7 Total Person-Months
1-VNETAS 6.00 17.00 12.00 32.00 28.00 18.00 3.00 116.00
Total Person-Months 6.00 17.00 12.00 32.00 28.00 18.00 3.00 116.00
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LIST OF DELIVERABLES

Deliverables
Grant Preparation (Deliverables screen) — Enter the info.
The labels used mean:

Public — fully open (. 138 automatically posted online)

Sensitive — limited under the conditions of the Grant Agreement
EU classified —RESTREINT-UE/EU-RESTRICTED, CONFIDENTIEL-UE/EU-CONFIDENTIAL, SECRET-UE/EU-SECRET under Decision 2015/444

Deliverable | Deliverable Name Work Lead Beneficiary Type Dissemination Level Due Date
No Package (month)
No

DI.1 Solution design WP1 1-VNETAS R — Document, report SEN - Sensitive 2
D1.2 IT Delivery WP1 1-VNETAS OTHER SEN - Sensitive 36
D13 Final Report WP1 1-VNETAS R — Document, report PU - Public 36
D1.4 Dissemination and communication WP1 1-VNETAS R — Document, report PU - Public 36
D2.1 Accompanying documentation related to | WP2 1-VNETAS R — Document, report SEN - Sensitive 6

procurement WP2

D2.2 Report  protocol  with  demonstrated | WP2 1-VNETAS R — Document, report SEN - Sensitive 24
performance and capacity details of
technology stack

D2.3 Report  protocol  with  demonstrated | WP2 1-VNETAS R — Document, report SEN - Sensitive 26
performance and capacity details Anti-
DDoS protection engine

D3.1 Accompanying documentation related to| WP3 1-VNETAS R — Document, report SEN - Sensitive 7
procurement WP3

D3.2 Comprehensive report providing details | WP3 1-VNETAS R — Document, report SEN - Sensitive 36
about ZERO TRUST policy implementation
and before & after security status
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Deliverables
Grant Preparation (Deliverables screen) — Enter the info.
The labels used mean:

Public — fully open (- 138 automatically posted online)

Sensitive — limited under the conditions of the Grant Agreement
EU classified —RESTREINT-UE/EU-RESTRICTED, CONFIDENTIEL-UE/EU-CONFIDENTIAL, SECRET-UE/EU-SECRET under Decision 2015/444

Deliverable | Deliverable Name Work Lead Beneficiary Type Dissemination Level Due Date
No Package (month)
No

D4.1 Accompanying documentation related to | WP4 1-VNETAS R — Document, report SEN - Sensitive 9
procurement WP4

D4.2 AI/ML enhancement of Zeek network | WP4 1-VNETAS R — Document, report PU - Public 36
monitor detection capabilities

Ds5.1 Accompanying documentation related to| WPS5 1-VNETAS R — Document, report SEN - Sensitive 6
procurement WP5

Ds5.2 Cybersecurity threat reaction management | WP5 1-VNETAS R — Document, report SEN - Sensitive 36

D53 Report of deployed SIEM solution WP5 1-VNETAS R — Document, report SEN - Sensitive 36

Deé6.1 Accompanying documentation related to| WP6 1-VNETAS R — Document, report SEN - Sensitive 6
procurement WP6

D6.2 Comprehensive security report WP6 1-VNETAS R — Document, report SEN - Sensitive 36

D7.1 Report on RPKI ROA validation and route | WP7 1-VNETAS R — Document, report SEN - Sensitive 29
filtering

D7.2 Report on RPKI CA creating digitally signed | WP7 1-VNETAS R — Document, report SEN - Sensitive 32
ROA records
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Deliverable Number

DI.1

Lead Beneficiary

1. VNET A S

Deliverable Name

Solution design

Type R — Document, report Dissemination Level SEN - Sensitive
Due Date (month) 2 | Work Package No WP1
Description

Detailed technical specification

Deliverable D1.2 — IT Delivery

Deliverable Number D1.2 Lead Beneficiary 1.VNET A S
Deliverable Name IT Delivery

Type OTHER Dissemination Level SEN - Sensitive
Due Date (month) 36 | Work Package No WP1
Description

Delivery
Deliverable D1.3 — Final Report

Deliverable Number D1.3 Lead Beneficiary 1. VNET A S
Deliverable Name Final Report

Type R — Document, report Dissemination Level PU - Public
Due Date (month) 36 | Work Package No WPI
Description

Closing project report/summary

Deliverable D1.4 — Dissemination and communication

Deliverable Number D14 Lead Beneficiary 1.VNETA S
Deliverable Name Dissemination and communication

Type R — Document, report Dissemination Level PU - Public
Due Date (month) 36 | Work Package No WP1
Description

Dissemination and communication summary [PDF, Eng.]
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Deliverable D2.1 — Accompanying documentation related to procurement WP2

Deliverable Number D2.1 Lead Beneficiary 1. VNETA S
Deliverable Name Accompanying documentation related to procurement WP2

Type R — Document, report Dissemination Level SEN - Sensitive
Due Date (month) 6 | Work Package No WP2
Description

Procurement report documentation (PDF, Eng.)

Deliverable D2.2 — Report protocol with demonstrated performance and capacity details of
technology stack

Deliverable Number D2.2 Lead Beneficiary 1.VNET A S

Deliverable Name Report protocol with demonstrated performance and capacity details of technology stack
Type R — Document, report Dissemination Level SEN - Sensitive

Due Date (month) 24 | Work Package No WP2

Description

Comprehensive performance report providing details about “before & after”
amount of monitored traffic flows, analytical flow processing capacity of
connected Sensor Nodes and Storage capacity compared with baseline data
collected before implementation. (PDF, Eng.)

Deliverable D2.3 — Report protocol with demonstrated performance and capacity details Anti-
DDoS protection engine

Deliverable Number D2.3 Lead Beneficiary 1. VNET A S

Deliverable Name Report protocol with demonstrated performance and capacity details Anti-DDoS
protection engine

Type R — Document, report Dissemination Level SEN - Sensitive

Due Date (month) 26 | Work Package No WP2

Description

Comprehensive performance report providing details about “before & after”
amount of detected and mitigated DDoS attacks compared with baseline data
collected before implementation. (PDF, Eng.)

Deliverable D3.1 — Accompanying documentation related to procurement WP3

Deliverable Number D3.1 Lead Beneficiary 1.VNETA S
Deliverable Name Accompanying documentation related to procurement WP3
Type R — Document, report Dissemination Level SEN - Sensitive
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Due Date (month) 7 | Work Package No WP3

Description

Procurement report documentation (PDF, Eng.)

Deliverable D3.2 — Comprehensive report providing details about ZERO TRUST policy
implementation and before & after security status

Deliverable Number D3.2 Lead Beneficiary 1. VNET A S

Deliverable Name Comprehensive report providing details about ZERO TRUST policy implementation
and before & after security status

Type R — Document, report Dissemination Level SEN - Sensitive

Due Date (month) 36 | Work Package No WP3

Description

Comprehensive report (PDF, Eng.)

Deliverable D4.1 — Accompanying documentation related to procurement WP4

Deliverable Number D4.1 Lead Beneficiary 1.VNETAS
Deliverable Name Accompanying documentation related to procurement WP4

Type R — Document, report Dissemination Level SEN - Sensitive
Due Date (month) 9 | Work Package No WP4
Description

Procurement report documentation (PDF, Eng.)

Deliverable D4.2 — AI/ML enhancement of Zeek network monitor detection capabilities

Deliverable Number D4.2 Lead Beneficiary 1. VNET A S
Deliverable Name AI/ML enhancement of Zeek network monitor detection capabilities
Type R — Document, report Dissemination Level PU - Public
Due Date (month) 36 | Work Package No WP4
Description

Website, conference paper, public code repository. (PDF, Eng.)

Deliverable D5.1 — Accompanying documentation related to procurement WP5S

Deliverable Number Ds5.1 Lead Beneficiary 1.VNETAS
Deliverable Name Accompanying documentation related to procurement WP5
Type R — Document, report Dissemination Level SEN - Sensitive
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Due Date (month) 6 | Work Package No WP5
Description
Procurement report documentation. (PDF, ENG)
Deliverable D5.2 — Cybersecurity threat reaction management
Deliverable Number D5.2 Lead Beneficiary 1. VNET A S

Deliverable Name

Cybersecurity threat reaction

management

Type R — Document, report Dissemination Level SEN - Sensitive
Due Date (month) 36 | Work Package No WP5
Description

Brand new cybersecurity operations management strategy document. (PDF, Eng.)

Deliverable D5.3 — Report of deployed SIEM solution

Deliverable Number

D53

Lead Beneficiary

I.VNET A S

Deliverable Name

Report of deployed SIEM solution

Type R — Document, report Dissemination Level SEN - Sensitive
Due Date (month) 36 | Work Package No WP5
Description

Comprehensive performance report providing details about
completely new security events tracking possibilities, with
dashboards description improved overall security visibility. (PDF, Eng.)

Deliverable D6.1 — Accompanying documentation related to procurement WP6

Deliverable Number

Dé6.1

Lead Beneficiary

1.VNETAS

Deliverable Name

Accompanying documentation related to procurement WP6

Type R — Document, report Dissemination Level SEN - Sensitive
Due Date (month) 6 | Work Package No WP6
Description

Documentation. (PDF, Eng.)

Deliverable D6.2 — Comprehensive security report

Deliverable Number

D6.2

Lead Beneficiary

1.VNETA S

Deliverable Name

Comprehensive security repo

rt

Type

Dissemination Level

R — Document, report

SEN - Sensitive
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Due Date (month) 36 | Work Package No WP6

Description

Documentation (PDF, Eng.)

Deliverable D7.1 — Report on RPKI ROA validation and route filtering

Deliverable Number D7.1 Lead Beneficiary 1. VNET A S

Deliverable Name Report on RPKI ROA validation and route filtering

Type R — Document, report Dissemination Level SEN - Sensitive

Due Date (month) 29 | Work Package No WP7

Description

Comprehensive report protocol detailing number of detected and filtered malicious BGP routes by RPKI validation
compared “before & after” to baseline before implementation.

(PDF, Eng.)

Deliverable D7.2 — Report on RPKI CA creating digitally signed ROA records

Deliverable Number D7.2 Lead Beneficiary 1.VNETAS
Deliverable Name Report on RPKI CA creating digitally signed ROA records

Type R — Document, report Dissemination Level SEN - Sensitive
Due Date (month) 32 | Work Package No WP7
Description

Report protocol with functionality demonstration of RPKI CA linked to KMS

Server providing strong security for CA’s digital certificates to create ROA records. (PDF, Eng.)
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LIST OF MILESTONES

Milestones

Grant Preparation (Milestones screen) — Enter the info.

Milestone | Milestone Name Work Package No | Lead Beneficiary Means of Verification Due Date
No (month)
1 Project implementation plan WP1 I-VNET A S Detailed IT implementation plan 1
2 Solution design WP1 I-VNET A S Detailed technical specification 1
3 Implementation WP1 I-VNET A S Deliveries 35
4 Testing WP1 I-VNET A S No 35
5 Closing WP1 I-VNET A S No 36
6 Procurement of required HW & SW WP2 I-VNET A S Report protocols 8
7 Deployed HW & SW  monitoring | WP2 I-VNET A S Technical Report protocols 20
and visibility infrastructure and verified
functionality
8 Deployed anomaly detection and AntiDDoS | WP2 I-VNET A S Technical Report protocols 26
protection and verified functionality
9 Report from the implemented system showing | WP3 I-VNET A S Generated PDF Reports from the continuous 12
its integration penetration testing and infrastructure security

assessment too

10 Solution architecture validated WP4 I-VNET A S Report containing the results of solution 6
architecture validation

11 Infrastructure for the network mirroring, | WP4 I-VNET A S Document describing deployed infrastructure. 13
analysis and solution benchmarking deployed

12 Zeek detection capabilities enhanced by Al/| WP4 I-VNET A S Report with detection capabilities 28
ML cyberattacks detection core

13 Scaling, performance testing and validation | WP4 I-VNET A S Report with performance results 33
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Milestones

Grant Preparation (Milestones screen) — Enter the info.

Milestone | Milestone Name Work Package No | Lead Beneficiary Means of Verification Due Date

No (month)

14 Publication of Zeek’s enhancements and| WP4 I-VNET A S Website for the publication of results is up, code 36
project results on CSIRT repository is made public

15 SIEM deployment WP5 I-VNET A S Installation report protocol 28

16 SIEM integration into cybersecurity processes | WP5 I-VNET A S Overview of strategy documents and test results. 36

17 Security infrastructure deployed and roles | WP6 I-VNET A S Report 9
assigned

18 Secure storage for critical data, digital | WP6 I-VNET A S Report 12
evidence and cryptographic

19 All critical services are integrated with KMS | WP6 I-VNET A S Report 36

20 RPKI building blocks deployed and RPKI| WP7 I-VNET A S Report protocol 29

certificate authority established

21 VNET routing infrastructure reconfigured, | WP7 I-VNET A S Report protocol 32
RPKI functionality verified

LIST OF CRITICAL RISKS

Critical risks & risk management strategy

Grant Preparation (Critical Risks screen) — Enter the info.

Risk Description Work Package Proposed Mitigation Measures

number No(s)

1 Insufficient workforce capacity ¢ predicted low | WP2, WP4, WPS5, | VNET has built and verified effective operational procedures
impact ¢ predicted low likelihood In the case of
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Critical risks & risk management strategy

Grant Preparation (Critical Risks screen) — Enter the info.

Risk Description Work Package Proposed Mitigation Measures

number No(s)
the next wave of pandemics. In the case of leaving | WP1, WP7, WP6, | to mitigate the effect of pandemic during COVID-19. Mitigation in stuff should be covered
of a key specialist or project manager during the | WP3 by internal HR replaceability policy defining the
implementation. minimal number of specialists inside the company.

2 Components supply delays ¢ predicted medium | WP2, WP5, WP6 Design the solution with technology & vendor alternatives in mind. Proposal of the solution
impact ¢ predicted medium likelihood Due to is designed with the emphasis on flexibility and reusability of components between WPs that
shortage of materials and production parts (Chips increases substitutability.
and ASIC circuits).

3 Prices of technology components ¢ predicted high | WP2, WP5, WP6 Smart procurement of technology immediately after EC approval of the project. Compensate
impact ¢ predicted medium likelihood Due to unpredictable price rises by utilizing existing resources.
the economic situation with inflation alongside Acquiring components from diversified network of different vendors.
geopolitical instability in East Europe, we can
observe significant price changes.

4 Core operational risk < predicted medium | WP2, WP5, WP4, | The solution is designed in high availability in mind, partial failure
impact * predicted low likelihood Due to poor | WP1, WP7, WP6, | will not cause substantial complication in project schedule.
implementation of critical operations and core | WP3 As a well-established company we have existing resources to
processes such as component failure or procurement mitigate the effect of the failure.
issues and RMA.

5 Communication risk ¢ predicted medium impact « | WP2, WP4, WPS5, | Project manager is responsible
predicted medium likelihood Setting up meetings | WP1, WP7, WP6, | for the establishment of effective

with stakeholders, such as project donors, helps
you track an changes, reassign tasks and foster
a cohesive team environment. With all the
communication channels and gadgets at our
disposal, sometimes team members neglect the
critical components of effective communication.

WP3

use of project management tools

& communication channels policy in team. VNET has adopted

Microsoft 365 platform tools just before the pandemic outbreak

and since then it becomes an integral part of corporate communication with tools like Teams
or SharePoint being utilized.
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Project Reviews

Grant Preparation (Reviews screen) — Enter the info.

Review |Timing | Location Comments

No (month)

RV1 18| TBD mid term review
RV2 36| TBD final review
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DESCRIPTION OF THE ACTION (PART B)
COVER PAGE

PROJECT

Grant Preparation (General Information screen) — Enter the info.

Project number: 101128069
Project name: VNET Threat Perception Platform
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HISTORY OF CHANGES

PUBLICATION
VERSION DATE CHANGE
Initial version of DoA-Part-B with this changes compared to Final

Proposal-Part-B document:

- Pages 1 and 2: Change of Cover page

- Page 3: Added table with History of Changes
Page 13: Added one more Team Member, namely Martin
Palus

- Page 19: Modified PERT Diagram regarding added WP1
Tasks T1.6 and T1.7

- Pages 23 and 24: Added 2 new Tasks for WP1 to Timetable,
namely: T1.6 - Progress Communication and T1.7 Findings
dissemination

Required changes of DoA-Annex1-Part-B:

1.0 26.5.2023

- Page 2: “Project starting date” changed to 1 SEP 2023 value

- Page 19: Updated PERT chart according to Project starting date

- Pages 20 & 21: Added missing purchases, recalculated Total Costs
- Pages 24 -26: Timetable update according to Project starting date

11 18.7.2023

1. RELEVANCE

1.1 Objectives and activities

Objectives and activities

Describe how the project is aligned with the objectives and activities as described in the Call document.

How does the project address the general objectives and themes and priorities of the call? What is the project’s contribution
to the overall Digital Europe Programme objectives?

VNET has been around for more than 20 years now. Our profiling continues to grow beyond standard ISP
services, and we are in process of transformation towards complex Digital Infrastructure provider with
system integration experiences in laaS, PaaS, SaaS, SASE, SD-WAN and IoT services running in 4 Data
Centers.

VNET currently provides these services to more than 6500 customers with over 25 000 active services in the
operational portfolio. VNET's Data Centers are also essential building blocks of Slovak internet, by operating
dedicated internet exchange points serving as interconnection points for other ISPs as well as data
transport platforms for country's infrastructure. VNET's network infrastructure solutions include operation
in internet exchanges, including the world’s largest DE-CIX, as well as other regional internet peering
exchanges such are NIX.SK; NIX.CZ; SIX.SK, BIX.HU and others.

Since VNET is classified as essential services and critical infrastructure provider and its customers are
also critical infrastructure providers. Aggregated traffic of these services, flowing through VNET’s Data
Centers, is reaching over 100 Gbps. The risk of destructive service interruptions from malicious actors
also increases exponentially. VNET’s services are provided for dozens of Healthcare, Finance,
Banking, Public Administration, Public Transport, Industrial and Energetic infrastructure
organisations.

Even the biggest organisations, adequately valuing and addressing cybersecurity needs, work with limited
financial and human resources. They mostly fight very similar threats, typically on their own. Using — to a
feasible extent —a common pool of resources could make qualitative difference. VNET’s unique position gives
the company both the possibility, as well as an obligation to address this potential.

This proposal does so in several ways:

- Larger basis of network traffic and other source data provides higher chance to detect patterns
indicating emerging threats,

- Shared usage of tools that would be out of reach for individual entities,

- Larger toolbox, in turn, opening opportunities for their mutual integration, thus achieving even higher
added value,

3
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- Better utilisation of Al/ML based approaches which benefit from more input data,
- Sharing of operative knowledge and know-how within the users’ community

Obijectives

Achievement of the mentioned effects is in this project translated into concrete objectives along several main
axes.

e Concentration on unified source data monitoring and analysis

In this area, the project will build technological base for collection and processing the data related to all
connected tenants, and subsequently provide tangible benefits of this approach:

1. Usage of the state-of-the-art Packet-analysis, IDS and SIEM/SOAR and other tools

2. Advanced processing of the collected data, e.g. by using Anti-DDoS engine, as DDoS attacks
are frequently used as decoys intended to mask more sophisticated and potentially dangerous
threats (sensitive data theft, ransomware, loT attacks...)

3. Advanced usage of AI/ML tools, notably integrating data-in-transport analysis module
developed as a part of our EU funded CEF Telecom project MINERWA (2019-SK-1A-0140)

4. Linking further shared tools (see below) as additional sources of data.

Planned Al utilization does not raise any ethical concerns related to upholding human rights and
values. Proposed Threat Perception Platform will be processing and disseminating low-level machine
data without any direct or indirect connection towards areas such are human rights, personal data
processing or any other potential legally or ethically questionable areas.

The concentrated approach will further elevate efficiency of CTI sharing with national CSIRT. Moreover,
platform will not only serve attacks mitigation, but also forensic analysis of cold-data for proof gathering and
preserving chain of custody in post-attack investigations.

e Permanent Penetration testing

As part of the preventive measures, the developed and deployed solution will permanently carry out penetration
testing of the connected infrastructures. Sharing this service will enable the permanent nature of this testing,
as well as coverage of wide range of targets and known vulnerabilities.

e Common attack prevention toolbox

Based on the analysis of the observed vectors of attacks and expert knowledge of the field, VNET identified
countermeasures that can be efficiently provided to all connected entities as a shared service, thus significantly
mitigate risk and/or impact of some common types of attacks:

- Internet routing attacks, which are virtually impossible to mitigate at the level of individual entity. These
will be prevented by implementation of the Resource Public Key Infrastructure (RPKI).

- Defeating Ransomware Attacks and Data Leaks by Deploying NIS2 compliant security Infrastructure
addresses specifically high severity Ransomware attacks and Data leaks with utilization of dedicated
Hardware Security Modules and external Key Management Server components. These HW & SW
components help to separate encrypted data from encryption keys, enforce separation of duties,
introduce dual control & split knowledge and fully conform to industry standards (FIPS-140-2, NATO
SECRET, EAL) and EU NIS2 Directive (2022/2555).

e Knowledge sharing

As part of the project, to mitigate Cyber threats in timely fashion, we plan to design and utilize reporting
newsletters for Cybersecurity experts of our customers, to share information about threats detected with
VNET's proposed solution, so that customers can quickly act upon them.

We also plan to utilize Open-source systems that gives us opportunity to share gained implementation and
usage experiences, trends, and some hard technical data to share with other Cybersecurity Communities and
National CSIRT. Based on these activities we plan to publish cybersecurity blog series, develop online
learning sessions for VNET’s employees and Cybersecurity experts of our customers. Next step is to
develop online awareness workshop sessions for Slovak educational institutions.
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Activities

In order to achieve the objectives of the project, activities in three major lines will be carried out. These will
cover overall project and technical management, technological implementation, and communication.

e Project management and integration

The project represents major technological endeavours. Sound planning of the tasks and their proper
management and control probably cannot be overestimated. That is the fact defining the ownership at the top
management level, as well as requirements put on implementation. Two special aspects will be handled with
even more prudence than generally applied in project management:

1. Overall technological integration. The measures will be implemented with ultimate goal to provide
maximum possible synergies, which requires identification, implementation and testing of numerous
interconnections between the individual components. At the same time, the base infrastructure will
have to be set up to provide necessary support for all higher levels of the solution.

2. Communication of the knowledge will require careful planning of the content and forms, in order to
balance the added value for the recipients with protection of sensitive information.

e Technical implementation

Project requirements translate into implementation of full-scale security platform protecting traditional and
modern digital services. The stack will include detection capabilities enhancement of Zeek’s open-source
system, traffic dissection TAPs, Al-based services, automatized penetration testing, security events processing
automation, high standard HSM/KMS data encryption and digital keys management, DDoS protection, modern
HW utilization and data analytics that will be managed and visualized with flexible SIEM interface.

The task of the underlying infrastructure will be mainly to provide the power, security and source data for the
higher layer of the whole platform. VNET aims to achieve needed scalability of threat detection and mitigation
by deploying HW Network Packet Brokers feeding data to High-Performance Sensors, Search and
Management nodes (while using open-source systems such are Security Onion, Zeek, ELK Stack). Project’s
technology stack will be deployed into primary Data Centers and peering Edge-points (Application traffic inputs
and exits) as opposed to partial deployments on just some interconnections, to catch and respond to majority
of threats.

Paragraphs below contain more detailed plan of implementation actions, including further information on the
technology stack to be used.

e Data collection, monitoring, threat detection

VNET aims to build effective data collection and traffic visibility to address too many low information sources
and variable data formats (too many unsynchronized feeds and reports that VNET can’t depend on). We need
to utilize synchronized NetFlow, IPFIX and Logging data from proposed Sensor nodes. Our goal is to
further achieve much broader and detailed traffic visibility by deploying and enhancing Zeek’s packet-level
analysis. Our experience gained during realisation of previous projects allows us to utilize know-how for
integration of AlI/ML module into Zeek’s Codebase. This module will be used for Cyber-attack and anomalies
detection to enhance Zeek’s detection capabilities, to stop attacks that can currently passing undetected.

Another important aspect is the deceptive usage of DDoS attacks. Even now we still encounter challenges with
prevailing DDoS attacks which are frequently used as decoys for more sophisticated attacks. Therefore, we
propose to deploy VM nodes for timely detection and mitigation of DDoS attacks, so we can focus on more
advanced threats. This technology utilizes NetFlow and IPFIX feeds from Network Packet Broker devices and
analysed with cluster of Anti-DDoS VM instances hosted on proposed Sensor Nodes.

Security Onion SIEM open-source system (with its Zeek, ELK-Stack modules and Analysers with API
connectors to external validators) will be integrated for event recording, visualization, and response. Data
processing modules and Al/ML event automatization will enable cost-effective and timely threat response and
post-attack investigation.

Deployment of Security Onion will allow to tackle the challenge of too many alerts from too many places leading
to Alert Fatigue phenomenon by filtering false positives and creation of automatic “What to do?” playbooks.
Customization and fine-tuning are needed because there is no cost-effective and turn-key solution to address
all Cybersecurity threats at VNET’s scale with aggregated traffic reaching over 100 Gigabits per second and
thousands of end points.
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e Attack prevention & recovery tools

Important challenges of Cybersecurity are resilience against Ransomware attacks, data leaks and other
Cyberattacks originating from inside and outside. We aim to build security infrastructure with level of security
required by FIPS 140-2, NATO SECRET standards and are fully compliant with NIS2 Directive (EU) 2022/2555.

We propose a solution to effectively mitigate internet routing threats by deploying highly available BGP RPKI
Framework with VM instances of validator nodes (Routinator, FORT) for malicious route prefix filtering. We
decided to also implement our own RPKI Certificate Authority (Krill) connected to KMS, that lets us run
delegated RPKI under one or multiple Regional Internet Registries. We also plan to help with missing
awareness and with smooth adoption of RPKI for our customers and partners.

e Perpetual and automatized penetration testing

Scalable and automatized penetration testing system OpenVAS will be included to detect, report and mitigate
existing and new applications and loT CVEs like undesired opened communication channels, cleartext /
unsecured protocols, unsecured login portals, buffer overflow/leak attacks, malformed / unhandled data
pushes. These attack vectors provide an opportunity to obtain full control of attacked devices/systems, so the
severity is critical. With its logging functionality, this system will also serve as another valuable data source for
the monitoring and threat detection parts of the platform.

e Communication

Implementation activities in this part will take action in several communication channels introduced It will be
divided into three layers with different target groups, formats and level of details corresponding to the intent
related to the given target group:

e General public. The aim here is to contribute to awareness raising, by publishing catching
information on the newest development in the field of cybersecurity threats and effective
countermeasures taken by VNET and other players.

e  Expert community. In this case, the communication is primarily aimed at exchange of experience,
lessons learned, newest trends. As much as possible, these activities will take place or be
coordinated with other players, notably the newly established Slovak NCC. It is expected that the
prevailing form will be participation in workshops and conferences, but also production of several
whitepapers or studies based on experiences gained from this project is foreseen.

e Customers community. These communication activities will mainly reflect the fact that the
cybersecurity measures are in fact joint interest and responsibility of both sides. Therefore, the
content will go most in-depth and typical way of delivering it will be dedicated workshops.

Our proposed architecture described below shows our focus on developing sustainable, expandable, flexible,
and open cybersecurity platform that will address security challenges that are already detectable as well as
those that we foresee in the imminent future.

As depicted, our Cybersecurity platform design plans to deploy 4 interconnected Bases working in
synergy to protect majority of customers, because their application traffic needs to flow through our Primary
Data Centers and Edge-Connection points. These Bases will host necessary hardware and software
components to build unified Threat perception platform.
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Figure No. 1: High Level Design of proposed solution

1.2 Contribution to long-term policy objectives, policies and strategies — Synergies

Contribution to long-term policy objectives, policies and strategies — Synergies

Describe how the project contributes to long-term policy objectives of the call’'s domain/area and to the relevant policies
and strategies, and how it is based on a sound needs analysis in line with the activities at European and national level.
What challenge does the project aim to address?

The objectives should be specific, measurable, achievable, relevant and time-bound within the duration of the project.

The proposed project addresses most of the needs highlighted by the call document:

e Cybersecurity protection services are at the core of this proposal. It tackles this challenge in
very effective and efficient way, by combining resources and technologies, this aiming at
qualitatively new level of protection.

e The auditing of cybersecurity resilience of equipment and services is directly supported by
several features of the specified system, such as thorough monitoring and support for the
forensic handling of data.

e Security testing tools will be implemented in form allowing for automatized and perpetual
penetration testing, using the continuously updated sources of knowledge of the vulnerabilities,
including those of 10T systems.
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e  State-of-the-art incident response tools sit on top of the stack for complex threat hunting
umbrella envisioned by the project.

The project proposal reflects not just the intent to develop, test and put into operation powerful technology
complex for threats prevention, detection, and response. Further, important aspects were considered to
maximise the benefits for the broader community of fellow cybersecurity experts:

e Preference given to use of open-source solutions is not merely matter of cost-effectiveness. It
also contributes by active participation in testing in practice and showcasing usage of individual
products, as well as their combination and integration. These tasks are very often the most
strenuous ones, and it is crucial to share efforts with other users.

e Preference to hardware virtualization of compute and storage systems for cost-effective and
shared resources utilization.

e Tothe maximum possible extent, the experiences gained within this project and related activities
will be transformed into various forms of awareness raising, prevention, education, training.

Overall, the project will especially help SMEs to bridge the gap between the tools and measures they
would be capable of deploying — with much limited financial and personnel resources — and the state-of-
the-art technology and approaches implemented as part of the shared services.

The most important bottom line of the planned activities and the approach to the project is effective and
efficient contribution to the implementation of tools and procedures fully in line with the goals of NIS2
Directive and other EU level initiatives (including, presumably, the upcoming ECCS for the cloud services).

2. IMPLEMENTATION

2.1 Maturity

Maturity

Explain the maturity of the project, i.e. the state of preparation and the readiness to start the implementation of the
proposed activities.

All prerequisites to successful start and realisation of the proposed project are met.

VNET is a mature provider of critical services to a large base of customers, including essential entities in
banking, healthcare, telecom and other critical sectors ones.

Long-term success in this field best testifies that appropriate resources are invested into securing the
infrastructure which is the basis of its services. That also led to incremental development of substantial
internal expertise, allowing for the preparation of this project proposal. Currently, the operations and
development are secured by more than 100 experts on various levels, supported by dozens of
specialised external suppliers and consultants.

Important distinction is the ability of VNET to guarantee data sovereignty and information security by
making sure that stored and transported data have confidentiality and integrity protection.

VNET is not only services- and operations-oriented company, projects are managed with the same level
of top management scrutiny. Successful projects include a CEF Telecom funded development of
cybersecurity innovative solution MINERWA (2019-SK-1A-0140). Proposed project fully utilises the
know-how and results gained from this project.

The technology stack represents the state-of-the-art tools. However, all are verified in many practical
installations, and — owing to mostly open-source nature — supported by active community of experts.
VNET'’s experts have previous experience with all these tools.

In the run-up to the submission of this application, important tasks were carried out:

e During the preparatory phase of the project, re-examine the identified gaps. When creating a
solution, emphasize that the project is based on the needs and requirements for their coverage.
Inventory of relevant information systems and hardware.

e  Market research, communication with potential suppliers to determine the feasibility of the study,
the solution involved and the estimation of project costs.
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e Based on the results of the preparatory phase, the project has outlined an idea covering not only
the deficiencies and needs highlighted by the audit, but also the idea of delivering a unique
solution, data protection and other proposals further described in the implementation plan
section.

e Collection of results from the preparatory phase, the design of the solution, the estimated costs.

2.2 Implementation plan and efficient use of resources

Implementation plan

Show that the implementation work plan is sound by explaining the rationale behind the proposed work packages and
how they contribute to achieve the objectives of the project.

Explain the coherence between the objectives, activities, planned resources and project management processes.

Show how the project integrates, builds on and follows up on any pre-existing work or EU funded projects. Provide
details (including architecture and deliverables) about pre-existing technical solutions.

VNET and some of its customers have partial Cybersecurity tools implemented, but they are disparate,
with average performance, with many management interfaces and many data outputs that can’t be
utilized with efficiency. So, we designed a Threat Perception Platform to address this scalability
issues. To enhance cost-efficiency, we will deploy compute and storage virtualization technologies. To
give-back to Cybersecurity community, we will present our implementation, enhancement and operation
knowledge, so we decided to deploy mainly open-source systems with known maturity. All these tasks
will be managed by Project management and coordination (WP1).

The platform needs to collect and anlyze application traffic in high scale and availability. The cornerstone
of this project is data collection and visibility system comprised of 8 monitoring network packet brokers
and 4 data sensor compute nodes. The primary role of this basis is to feed data to our sensor and Al/ML
analysis nodes. Additional part of work package Building basis for application traffic visibility and threat
hunting (WP2) is to build fast and automatized Anti-DDoS engine (DoS attacks are frequently used as
decoys for more advanced attacks), so we can focus more on threats like Researched CVEs, Sensitive /
Medical Data Extortion, Indentity / Banking data theft, Ransomware, l0T attacks (targeted on HVAC,
physical access systems, Internet connected vehicles and appliances), Digital Resources Theft,
Application Traffic Hijack/Blackholing and others.

Moving along to address previously mentioned attack types we designed next work package Perpetual
and automatized Penetration testing (WP3) for scalable and automatized penetration testing system
OpenVAS to detect, report and mitigate existing and new applications and 10T CVEs like undesired
opened communication channels, clear-text/unsecured protocols, unsecured login portals, buffer
overflow/leak attacks, malformed/unhandled data pushes. This attack vectors provide opportunity to
obtain full control of attacked devices/systems, so the severity is critical. With it's logging functionality,
this system will also serve as another valuable data source for our Cybersecurity threat investigation

platform (WP5).

To enhance penetration testing and continuing with our threat hunting effort we need more detailed data-
in-transport visibility and anomaly detection to address mentioned CVE attacks, data/identity thefts and
IoT attacks. So we have created work package Enhancing Zeek’s high performance threat detection
capabilities with AI/ML (WP4) to enhance industry proven packet meta-data analysis system Zeek,
formerly known as BRO, by integrating Al/ML data-in-transport analysis module developed as a part of
our EU funded CEF Telecom project MINERWA (2019-SK-IA-0140). We aim to further improve the
detection capabilities and performance of above mentioned AI/ML module based on the advantage that
Zeek analyzes raw packet data instead of already agregated and sampled metadata provided by
NetFlow/IPFIX protocols, that were processed in MINERWA project. In case of anomaly detection, Zeek
generates reports and real-time application traffic logs to proposed Cybersecurity threat investigation

platform (WP5).

With all this previously mentioned visibility tools and data feeds we designed high performance and
unified Cybersecurity threat investigation platform (WP5) addressing manageable and cost-effective
threat detection and mitigation. This platform utilizes — well-adopted by many - logging and meta-data
analysis tools but is also enhanced by industry proven modules: IDS, SIEM/SOAR, Al/ML, Analyzers.
The Security Onion platform also ships with fully integrated management interface and can be deployed
on distributed nodes.

- The IDS module Suricata combined with plethora of data sources can detect well-known and new threats
hiding in application traffic by using it's constantly updating flow signatures to prevent device/system
outages and data extortion.
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- SIEM/SOAR modules are responsible for processing, effective visualization and management of
collected data and Cybersecurity events. With this modules we create alerting and mitigation
templates/playbooks of “What to do?” to respond in effective and timely fashion minimalizing MTTR
intervals.

- Improvement of Zeek’s detection capabilities by utlizing our AI/ML module provides much needed
engine to build and train automatized event filtering and processing to address high volume alterting
issues which can lead to alert fatigue phenomenon lowering efficiency.

- Platform’s Analyzers act on collected events from IDS and meta-data with API interconnection to well-
known validation engines to chceck if detected DNS records, IP addressess, and transferred files aren’t
listed on black-lists and virus signature vaults.

We designed this platform not only for attack mitigation but also for forensic analysis of cold-data for proof
gathering and preserving chain of custody in post-attack investigations.

Continuing to address proposed Threat Perception Platfrom’s goals, we need to effectively mitigate
Ransomware attacks, Digital Resources theft, Bank Credentials theft, Application Traffic Hijacking and
Blackholing. So we designed two additional work packages.

The next work package Preventing Ransomware and Data Leaks with compliant security Infrastructure
(WP6) addresses specifically high severity Ransomware attacks and Data leaks with utilization of
dedicated Hardware Security Modules and external Key Management Server components. These HW &
SW components help to separate encrypted data from encryption keys, enforce separation of duties,
introduce dual control&split knowledge and fully conform to industry standards (FIPS-140-2, NATO
SECRET, EAL) and EU NIS2 Directive (2022/2555).

The work package Preventing global routing attacks with RPKI framework (WP7) is designed to prevent
global Internet routing attacks, which can be used to redirect user's application traffic to malicious
destinations, i.e. for Bank credentials theft by propagating more favourable Internet routing paths but also
to achieve massive Denial of Service attacks by hijacking/blackholing VNET’s routing paths. Prevetion is
built on RPKI Framework to cryptographically sign our prefixes and validate our client’s routes and routing
prefixes propagated from whole Internet. Our designed RPKI validators and certification authority stack
utilizes monitoring and encryption resources from WP2 and WP6.

Project management, quality assurance and monitoring and evaluation strategy

Describe the measures planned to ensure that the project implementation is of high quality and completed in time.
Describe the methods to ensure good quality of monitoring, planning and control activities.

Describe the evaluation methods and indicators (quantitative and qualitative) to monitor and verify the outreach and
coverage of the activities and results. The indicators proposed to measure progress should be specific, measurable,
achievable, relevant and time-bound.

VNET as a skilled player in the field of ICT integration, perceives project management as an integral part
of projects, especially projects of this magnitude. Despite the numerous project portfolio and advanced
knowledge of project management applied in the implementation of projects (Agile, Waterfall, Hybrid Agile
and Waterfall, Scrum, Kanban), the proposed solution leans towards the traditional Waterfall project
management model, with team members working linearly towards a set end goal. Each participant has a
clearly defined role and none of the phases or goals are expected to change.

Phases of waterfall project management:
e Requirements.

Potential requirements, deadlines and guidelines for the project are analysed and placed
into a formal requirements document, also called a functional specification. This stage of
development defines and plans the project without mentioning specific processes.

e Analysis.

The specification is analysed in order to create new products and services, to examine
feasibility and implementation options. At that time, the feasibility of financial and technical
resources is also checked.

e Design.

A design specification document is created to outline the technical design requirements
(hardware, data sources, data storage, architecture, and services, etc.)

10
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e Coding and implementation.
e Testing.

In this stage is quality assurance checked. If the system passes integration and testing, the
waterfall continues forward.

e Operation and deployment.
The product or application is deemed fully functional and is deployed to a live environment.
e Maintenance.

Corrective, adaptive and perfective maintenance is carried out indefinitely to improve,
update and enhance the product and its functionality. This could include releasing patch
updates and new versions.

Quality management, as the term suggests, is all about quality management in services that VNET
considers to be key in business and society, after all, services speak of the "mark" of VNET in the society.
When it comes to project management, the aim is to ensure the required quality. The implementation of
the project should ensure quality management. The quality to be preserved in the project is decided by
the stakeholders - the owners, users and clients of the project.

Quality characteristics are:
v' performance,
v functionality,
v' suitability,
v reliability,
v’ consistency

Quality management in our company usually includes three phases — quality planning, quality
assurance and quality control.

1. Quality Planning: This is how a quality plan is created, as each quality plan has a desired
goal and quality. The objective of our quality management is clearly communicated to all
stakeholders in the project. After defining the objective, measures are drawn up to ensure
the level of the standard. The key questions are: How will customers be satisfied? What
level of quality do stakeholders expect? How to know if quality measures will lead to project
success? Once all the answers to these questions are in place, tasks are delegated to the
appropriate team members.

2. Quality Assurance: This is a process that moves along with the project throughout the
lifecycle. Quality assurance is all about evaluating if a project is moving towards delivering
quality services. If all the quality characteristics are in place, the quality plan can proceed in
an effective manner. Ensuring corrective actions too falls in the phase of quality assurance.

3. Quality Control: Here, operational techniques are used to ensure quality standards. Quality
control involves monitoring project results and delivery to check if they are meeting desired
results or not.

This is how, quality management is ensured in project management. By following the quality
management phases, projects are worked upon towards delivering desired results. Quality management
is under the strict control of the company's management, especially the technical director.

Our company has passed internationally recognized audits with blazing colours, and we are proud holders
of ISO 27 001 (the leading international standard focused on information security).

VNET also underwent a Cybersecurity audit in accordance with the requirements of Act No.
69/2018 Coll. on cyber security. The cyber security audit verifies the fulfilment of obligations and
assesses the compliance of the adopted security measures with the requirements according to this and
special regulations relating to the security of networks and the operator of information systems of basic
services for individual networks and information systems of basic services. Also, those that support
essential services, according to the law, to ensure the required level of cyber security.

Cost effectiveness and financial management (n/a for prefixed Lump Sum Grants)

Describe the measures adopted to ensure that the proposed results and objectives will be achieved in the most cost-
effective way.

11




Project: 101128069 — VTPP — DIGITAL-ECCC-2022-CYBER-03 ) .
B Associated with document Ref. Ares(2023)5538255 - 10/08/2023

Indicate the arrangements adopted for the financial management of the project and, in particular, how the financial
resources will be allocated and managed within the consortium.

2.4 Do NOT compare and justify the costs of each work package, but summarize briefly why your budget is cost
effective.

VNET is under strict control of the company's financial management. It undergoes an annual audit, the
result of which are transparent annual reports and financial statements. The company is fully privately
owned, advances every year, and applies, above all, economy, efficiency, and transparency in financial
management.

The financial budget consists of the costs of acquiring IT technology, the costs of human resources for
the project and services.

The project plans gradual financing depending on the implementation plan and individual deliveries of the
planned solutions, at the same time counting on the implementation of procurement in accordance with
the applicable legislation. Financial management will be fully accountable to the management of the
company and will be part of the annual reports.

2.3 Capacity to carry out the proposed work

Project teams and staff

Describe the project teams and how they will work together to implement the project.

List the staff included in the project budget (budget category A) by function/profile (e.g. project manager, senior
expert/advisor/researcher, junior expert/advisor/researcher, trainers/teachers, technical personnel, administrative
personnel etc. and describe briefly their tasks.

Name and function Organisation Role/tasks/professional profile and expertise

Project manager oversees project, monitors its progress and

Vojtech Németh completion

A VNET
project manager Creative, results driven technology leader with over 20 years of

CTO experience.

Network Engineer responsible for installing, configuring, and
supporting network infrastructure for network traffic mirroring
and analysis. Team member with 13 years of experience in
Computer Networking and distributed IT Systems. His
specialization is focused on ISP and Data Center networking
i technologies, namely: Network Design, Routing & Switching,
Vincent Vik Data Center and Service Provider.

VNET
Network engineer
He is also experienced in various other networking devices and
in GNU/Linux System and Network Administration.

Industry certification: CCNP Enterprise, LPIC1, LPIC2, LPIC3
(HA & VM).

System engineer responsible for designing and setting up
project's computing infrastructure and data storage.

Peter Vilhan . . . .
VNET Expertise: Ph.D. in Applied Informatics, CISO

System engineer Experiences: Since 2015 responsible for the systems
administrator's department, deployment of laaS & PaaS
services, project manager for CEF Telecom 2019-SK-IA-0140,
MINERWA.

o System engineer responsible for designing and setting up

Matej Kuzma VNET project's computing infrastructure and data storage, server side
System engineer maintenance and integration of server-side software
components.
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Main commitment in company so far was MINERWA project
where this member assured server-side maintenance,
development of testing grounds and data analysis. Also took
part in development of automatized wide-spread deployment of
audit software on internal VNET infrastructure and also remote
log collection.

Industry certification: CCNA

Vladimir Stopka

Security engineer

VNET

Security engineer is responsible for designing and
implementing highly secure solutions that protect against
potential cyber-attacks and hacking threats.

Team member with 10 years of experience in IT / Telecom
routing & security sectors and with all 3 levels of customer
support.

Currently focusing on SD-WAN and SASE security solutions
with its design and implementation. Also providing pre-sales
support and project management for larger security projects.

Industry certification: CCNP Enterprise, CCNA Service
Provider

Lukas Klescinec

Security analyst

VNET

Security analyst is responsible for scaling, performance testing
and validation data. Measure the detection quality and
effectivity of implemented security system.

Team member which started his journey as Network
administrator in mostly enterprise environment. Worked in
VNET as network and security consultant for 6 years, where
his responsibility was mainly design of ISP & Data Center
backbone network and lately focusing on Cybersecurity topics
of network architecture.

He also contributes to education of new engineers as a final
thesis consultant at local technical university.

Michal Juranyi

Senior developer

VNET

Developer is responsible for enhancing cyber-attacks and
anomaly detection capabilities by integrating Al/ML layer.

A developer team lead with more than 10 years’ experience in
development of various systems and applications. He is also
experienced in creating anomaly detection system using Al/ML
from NetFlow data

Martin Minka

Senior developer

VNET

Developer is responsible for enhancing cyber-attacks and
anomaly detection capabilities by integrating Al/ML layer

Python developer with experience in developing, installing, and
maintaining web applications. He also deals with automating
deployment, scaling, and management of containerized
applications in Kubernetes environment

Martin Palus

B2B Marketing
Consultant

VNET

Experienced marketing coordinator with deep knowledge
regarding cyber-security and current trends in IT field.

Consultant and former journalist with 5+ years of experience in
marketing, blogging, and journalism in most-read IT
publications in Slovakia. He also deals with pre-sale consulting,
social media administration, performance marketing, SEO.
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3. IMPACT

3.1 Expected outcomes and deliverables — Dissemination and communication

Expected outcomes and deliverables

Define and explain the extent to which the project will achieve the expected impacts listed in Call document.

Expected outcome can be outlined in simple terms: Mitigating and minimizing risks that result from growing
importance and complexity of VNET’s infrastructure.

With fast development of many internet hosted applications - which change with each passing day - making networks
visible and secure is critically important. With addition of new services, new threats are constantly emerging,
changing and evolving.

Considering the amount of attack vectors, VNET is no exception and we encountered various attacks and threats
that impacted our infrastructure and our clients. This observation is especially important for VNET's Healthcare,
Finance, Industrial clients and other providers utilizing VNET’s infrastructure.

Main outcome of this project is to build efficient and way more manageable and integrated threat hunting platform
for VNET’s infrastructure and clients, designed with these objectives:

e Use of standardized and scalable detection and mitigation system as opposed to small security islands with
many unsynchronized management/processing approaches, our KPI is to significantly increase number of
detected and mitigated threats

e Unified data collection and visibility to address ever growing infrastructure that generates various
cybersecurity data formats, our goal is to achieve unified, much broader and detailed traffic visibility in our
Infrastructure, that we are currently lacking off, we need to stop attacks that can currently pass undetected

e Deploy Industry proven components to achieve high-performance and scalability and also with Virtualization
capabilities to cost-efficient resource utilization

e Data at rest protection with Industry Compliant components to fully address modern requirements for
Ransomware and data-leaks protection

e Maintain threat detection and mitigation for most of our infrastructure by deploying this project in our primary
Data Centers and Infrastructure Edge-points as opposed to partial deployments on just some
interconnections to increase threat hunting radius of our project

e Implementation of unified management interface for Event recording, visualization and response with
integrated data processing modules and AI/ML Event automatization for cost-effective and timely threat
response, as oposed to many different interfaces that we use today

e Utilize Open-source, active and mature products which are constantly evolving, providing flexibility and
transparency to fine-tuning. There is no cost-effective turn-key solution to address all Cybersecurity threats
in VNET’s unique infrastructure that evolved with changing customer demands and market specifics.

e Deployment of Open-source systems gives us opportunity to enhance Zeek’s detection capabilities, publish
them as open-source and to give-back implementation and usage experiences, trends and some hard
technical data to consult with other members of Cybersecurity Communities

Deliverables include:

e Report on traffic analysis and threat detection performance with deployed HW & SW components

e Report on impact of unified data collection and visibility in application traffic flows focused on threat
detection & mitigation, alert processing efficiency and decrease of required human resources

e Report on impact of automatized DDoS attacks detection and mitigation capabilities in “before & after”
manner by utilization of BGP FlowSpec to dynamically generate traffic filtering rules

e Report on impact of automatized Penetration Testing and following mitigation to reduce number of attack
vectors, lowering residual risks represented by CVVS score in “before & after” manner, the report will
include summary of decreased mean CVVS score to achieve that the residual risk is under defined
maximal accepted CVVS

e Report on impact of high-volume packet metadata processing and anomalies detection with Al/ML
enhancement of Zeek, the open-source high-volume packet analysis system. Apart from reporting,
platform serves the data dissemination purpose, that will be reflected in published code snippets in the
public repository with the option to integrate these into master branch of Zeek. This will further enhance
our awareness raising activities aimed at global cybersecurity community

e Report on designed and implemented Security strategies with integrated “What to do?” playbooks
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e Report on Data at Rest encryption, Ransomware, Data leaks prevention and Key Management Server
integration via OASIS KMIP and its effect on securing VNET’s infrastructure, data and services

e Report on functionality of global routing attacks prevention by deploying RPKI Validators and filtering
malicious BGP route announcements and deployment and establishment of delegated RPKI CA under
RIPE-NCC to create own signed ROA records, as opposed to accepting all BGP routes from all origins

As part of the project, to mitigate Cyber threats in timely fashion, we plan to establish continual feed of specialized
content aimed at cybersecurity professionals and communities, to share information about threats detected with
VNET’s proposed solution, so they can quickly act upon them. We also plan to publish Cybersecurity focused blog
posts and create online seminars.

Dissemination and communication of the project and its results

If relevant, describe the communication and dissemination activities, activities (target groups, main messages, tools,
and channels ) which are planned in order to promote the activities/results and maximise the impact. The aim is to
inform and reach out to society and show the activities performed, and the use and the benefits the project will have
for citizens

Clarify how you will reach the target groups, relevant stakeholders, policymakers and the general public and explain
the choice of the dissemination channels.

Describe how the visibility of EU funding will be ensured.
D in case your proposal is selected for funding, you will have to provide a more detailed plan for these activities

(dissemination and communication plan), within 6 months after grant signature. This plan will have to be periodically
updated; in line with the project progress.

VNET is an important and well-known provider of basic services on the Slovak market, its client portfolio
(approximately 6,500) covers almost all areas of life (healthcare, finance, media, culture, public sector,
energy, a significant number of smaller companies in the private sector...)

In 2020, we were awarded the prestigious title of "Diamond of Slovak business" by Forbes
magazine.

In relation to this project, we plan to be promoting our services, solutions, results, and company culture
via:

- LinkedIn

- Facebook

- Instagram

- Twitter

- Project website, official company blog

- Security & open-source related conferences

Our aim is to relentlessly raise cybersecurity awareness and educate subscribers for all interested parties
to know about our initiatives, projects, or solutions we develop with our partners.

We plan to utilize Open-source systems that gives us the opportunity to share gained implementation and
usage experiences, trends, and some hard technical data to share with other Cybersecurity Communities
and National CSIRT.

Based on these activities we plan to publish a cybersecurity blog series, social media posts regarding
current development in area, prepare online learning and touching base sessions for interested parties
such are VNET's employees, cybersecurity communities or anyone else pursuing to extend their
knowledge about the real-life operation, deployment and maintaining Cybersecurity platforms.

Next step is to develop online awareness workshop sessions for Slovak educational institutions and
interested parties.

VNET is using every opportunity to highlight our cooperative endeavours via co-marketing with our
partners, as we will with this project. Conferences and constant educational activities are in our DNA
and we frequently attend most prestigious events organized by Forbes, Checkpoint or relevant
government bodies. None of that would be relevant if we would not keep our employees in the loop.

That is why we will communicate every step and milestone of this very project transparently to our
employees during regular town hall and all hands meetings. Up top we run employee advocacy and
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ambassador programs to gain traction from personal networks of our individual employees, where we can
gain further traction for

When it comes to CSR activities, VNET policies are aimed at supporting different sheltered workshops,
cooperation with schools to offer a place where youngsters can participate in internships that might
eventually lead to job offers for full time employment.

The management of the company often expresses itself in the print media on professional and
specialized security topics and datacentres due to its high level of expertise and professionalism.

VNET is committed to creating a healthy work environment for everyone, regardless of their sex,
gender, race, sexual orientation, political opinions, religious beliefs, or different backgrounds our
employees come from. Diversity and non-discrimination are an integral part of our HR policies that are
being developed as society progresses to be more inclusive and we decided to lead the way.

3.2 Competitiveness and benefits for society

Competitiveness and benefits for the society
Describe the extent to which the project will strengthen competitiveness and bring important benefits for society

Cybersecurity playing field is the perfect antagonist to zero-sum game. If essential services and
critical infrastructure providers do their jobs: Everyone wins.

Since VNET plays the role of country’s essential services and critical infrastructure provider, it's up to
the company to provide comprehensive cybersecurity solution for its clients and enrich Cybersecurity
awareness for interested communities. VNET datacenters are the cornerstones of internet in the region,
ensuring interoperability and data transport between different ISPs via operating peering exchange
points in VNET'’s datacenters and with interconnections in large exchanges (DE-CIX; AMS-1X; NIX.CZ;
SIX.SK; BIX.HU; and others).

Adoption of proposed platform would allow VNET to continue its transformation towards modern digital
services vender with unprecedented capabilities when it comes to protection of country’s digital
infrastructure. Society, governmental bodies, public sector as well as commercial segment would benefit
from such a step since our security umbrella would serve everyone universally and our threat detection
and mitigation capabilities would grow exponentially. VNET'’s services are provided for dozens of
Healthcare, Finance, Banking, Public Administration, Public Transport, Industrial and Energetic
infrastructure customers that cumulatively serve as baseline for country’s economic and societal well-
being.

Working with state-of-the-art open platforms would also enrich communities around by feeding them
latest findings and created procedures in cybersecurity area. Reciprocatively, VNET can obtain latest
frameworks and follow trends in this field with the ability to be fast and flexible when it comes to
implementation of new frameworks. We also plan to work closely with our partners in education space
(Slovak Technical University) and further strengthen our relationship in research, development, and
analytic fields so the students and experts always have most recent real-life datasets right at their
disposal.

We also plan to enrich our marketing and knowledge-sharing activities by adding specialized
newsletters, blog posts, social media alerts and case studies that will be exclusively about sharing
insights from our activities in cybersecurity field, so all the players can benefit from our know-how and
be aware of malicious behavior of adversaries behind the most potent cybersecurity threats.

In connection with the above-mentioned activities, the undoubted benefit of the project is the protection
of the institute in several areas:

v/ ensuring data protection and service availability,

v preventing their misuse or manipulation of protected data,

v' protecting the exchange of information and communication channels, advanced traffic

monitoring,

strengthening process continuity and connectivity,

identifying vulnerabilities and ensuring security functionality,

preventing manipulation of systems and equipment necessary for provisioning of country’s

essential services,

v/ tightening of existing ties with the cybersecurity expert communities and universities
collaborations,

ASANEN
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v' keeping all the interested parties in the loop by constant information sharing about our findings
as well as passing developed frameworks and knowledge

Under no circumstances can we allow any disruption or security incidents in these institutions because,
without hyperbole — human lives as well as the country’s economic well-being would be put at risk.

We feel strong obligation to profile VNET as cybersecurity leader because of existing ties to country’s
critical infrastructure and we must adopt to no-compromise attitude.

Potential cybersecurity risks and further consequences of attacks aimed at VNET-administered
infrastructure are dire. In case of potential attack, we can foresee arguably catastrophic impacts as:

Nation-wide internet outages and service disruptions.

Data integrity violations in the form of more potent Ransomware attacks.

Potential leaks of sensitive medical-related information.

Communication breakdown between systems that serve country’s public, health,

transportation, and finance segments for day-to-day operations.

5. Breaking the interoperability and data transfer between major ISPs in the region and massive
reduction in speed and reliability of provided services.

6. Outages and service disruptions could be prolonged by the need to gather data for forensic
analysis from different sources in the absence of a centralized solution.

7. Service disruptions caused by DDoS attacks and further unforeseen consequences if such

attack served just as a decoy for more sophisticated operation.

PobpR

Prevention and risk mitigation in face of such catastrophic consequences is the only responsible thing to
do and VNET needs to aspire to be though leader in cybersecurity field. It is of utmost importance that
we won't allow such events to unfold, and proposed implementation of our security umbrella would be a
big step in the right direction, providing us with necessary information, tools, and platforms to mitigate
and ideally eliminate aforementioned threats. Bottom line is that whole society would without the
shadow of a doubt benefit from our initiative and proposed umbrella would serve universally to all
interested parties without any downsides.
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4. WORK PLAN, WORK PACKAGES, ACTIVITIES, RESOURCES AND TIMING

4.1 Work plan

Work plan

Provide a brief description of the overall structure of the work plan (list of work packages or graphical presentation (Pert chart or similar)).

All listed Work packages and their workflows were designed and planned, so that they can technically and logically correlate with each other, to achieve results in the most
efficient way possible.

Work Package 1: Project management and coordination

Work Package 2: Building basis for application traffic visibility and threat hunting

Work Package 3: Perpetual and automatized Penetration Testing

Work Package 4: Enhancing Zeek’s high performance threat detection capabilities with Al/ML
Work Package 5: Cybersecurity threat investigation platform

Work Package 6: Preventing Ransomware and Data Leaks with compliant security Infrastructure

Work Package 7: Preventing global routing attacks with RPKI framework

Modified PERT chart visualizing synchronized Task coordination and Task completion in parallel project flows:
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Figure No 2: PERT diagram
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4.2 Work packages, activities, resources and timing
Purchases and equipment

Purchase costs (travel and subsistence, equipment and other goods works and services)

Details for major cost items (needed if costs declared under ‘purchase costs’ are higher than 15% of the claimed personnel costs).
Start with the most expensive cost items, down to the 15% threshold.

Participant 1: VNET
Cost item Category WP(s) Explanations Costs
name (EUR)
8x Network Hardware appliance that provides a pool of monitoring tools with access
; i i ; itori 350 000
Packet Equipment 245 to traffic from many network links. High performance traffic monitoring
Brokers quipme T (NetFlow, IPFIX) and traffic mirroring TAPs feeding data to proposed EUR
(NPBs) Analytics compute nodes.
1x Data . ) o . 150 000
storage Equipment 23457 Shared storage capacity for proposed traff_lc monitoring, processing and
. alert management VM instances. EUR
expansion
4 x Sensor Compute virtualization systems for hosting VM instances for packet data 145 000
compute Equipment 2,345,7 analysis, intrusion detection, Penetration Testing, Anti-DDoS protection
Nodes and security event logging. EUR
3C)ézeirtgh Equipment 45 Compute resources with efficient virtualization capabilities with enough 60 000
Nodpes quip ' RAM and CPU resources to host high-volume log processing. EUR
2 X HSM Equipment 6.7 Specialized security equipment to maintain industry standardized 50 000
appliance quip ' confidentiality and integrity for stored data. EUR
2 X Compute resources with efficient virtualization capabilities with enough 40 000
Management Equipment 2 RAM and CPU resources to integrate unified security event processing EUR
Nodes and management interface.
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Total 795 000 EUR

Total purchase costs > 15% (all participants) 795 000 EUR
Remaining purchase costs < 15% (all participants) 82 000 EUR
Total purchase costs (all participants) 877 000 EUR

Equipment with full-cost option

For calls where full-capitalised costs are exceptionally eligible for listed equipment (see Call document), indicate below the equipment items for which you request the full-
cost option, and justify your request. Ensure consistency with the budget details provided in the previous table.

Equipment Name

Description
(including WP, task number and BEN/AE to which it is
linked)

Estimated Costs
(EUR)

Justification
(why is reimbursement at full-cost
needed?)

Best-Value-for-Money
(how do you intend to
ensure it?)

8x Network
Packet Brokers
(NPBs)

Hardware appliance that provides a pool of
monitoring tools with access to traffic from
many network links. High performance traffic
monitoring (NetFlow, IPFIX) and traffic mirroring
TAPs feeding data to proposed Analytics
compute nodes.

WP2 Task 2.1

Used in:
WP2 Task 2.2
WP5 Task 5.3

BEN: VNET

350 000

Needed for enough number of
monitoring TAP interfaces with
interface bandwidth of 100
Gbps deployed across
infrastructure and to fulfil
deliverables

Necessary to fulfil deliverables.

Measures granting
effective procurement
will be applied as
described in cost
effectiveness and
financial management
section.

1x Data storage
expansion

Shared storage capacity for proposed traffic
monitoring, processing and alert management
VM instances.

150 000

Manageable and virtualized
storage pool for processed
analytics data from proposed
monitoring and dissection tools,

Measures granting
effective procurement
will be applied as
described in cost
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WP2 Task 2.4
Used in:

WP5 Task 5.3
WP4 Task 4.1
WP3 Task 3.2
WP6 Task 6.4

BEN: VNET

with minimal capacity of 50TB
and 50 000 IOPS.

Necessary to fulfil deliverables.

effectiveness and
financial management
section.

4 x Sensor

Compute virtualization systems for hosting VM
instances for packet data analysis, intrusion
detection, Penetration Testing, Anti-DDoS
protection and security event logging.

Compute resources with
efficient virtualization
capabilities with enough RAM
and CPU resources to utilize
proposed software tools.

Measures granting
effective procurement
will be applied as

manages secrets, most importantly digital keys,
performs encryption and decryption functions

standardized confidentiality and
integrity for stored data.

compute Nodes Used in: 145 000 described in cost
WP2 Task 2.3 . . effectiveness and
WP2 Task 2.5 Necessary to fulfil deliverables financial management
WP5 Task 5.3 section.
BEN: VNET
Compute virtualization systems for large-scale
security event log processing. C i
ompute resources with .
efficient virtualization efl;/é i%ilérefo%ﬁgtmgn t
3 ) capabilities with enough RAM . proct
x Search Used in: and CPU resources to host will be applied as
compute Nodes 60 000 high-volume lod brocessin described in cost
WP4 Task 4.1 g gp g effectiveness and
WP5 Task 5.2 Necessary to fulfil deliverables financial management
section.
BEN: VNET
2 xHSM Specialized security equipment Measures granting
appliance Physical computing device that safeguards and 50 000 to maintain industry effective procurement

will be applied as
described in cost
effectiveness and

22



Project: 101128069 — VTPP — DIGITAL-ECCC-2022-CYBER-03

B Associated with document Ref. Ares(2023)5538255 - 10/08/2023

for digital signatures, strong authentication and
other cryptographic functions.

WP6 Task 6.1
Used in:
WP6 Task 6.2
BEN: VNET

Necessary to fulfil deliverables

financial management
section.

2 x Management
compute Nodes

Compute virtualization systems for security
event visualization, processing and
visualization, event filtering and alert
management with unified interface.

WP2 Tasks 2.1
Used in:
WP2 Task 2.5
BEN: VNET

40 000

Compute resources with
efficient virtualization
capabilities with enough RAM
and CPU resources to integrate
unified security event
processing and management
interface.

Necessary to fulfil deliverables

Measures granting
effective procurement
will be applied as
described in cost
effectiveness and
financial management
section.
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Timetable

YEAR 2023 YEAR 2024 YEAR 2025 YEAR 2026

Q2 | Q3 Q2 | Q3 Q2 | Q3
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5. OTHER

6. DECLARATIONS

Double funding

Information concerning other EU grants

242\ please note that there is a strict prohibition of double funding from the EU budget (except YES/NO
under EU Synergies actions).

We confirm that to our best knowledge none of the projects under the action plan as a whole
or in parts have benefitted from any other EU grant (including EU funding managed by YES
authorities in EU Member States or other funding bodies, e.g. EU Regional Funds, EU
Agricultural Funds, etc). If NO, explain and provide details.

We confirm that to our best knowledge none of the projects under the action plan as a whole
or in parts are (nor will be) submitted for any other EU grant (including EU funding managed YES
by authorities in EU Member States or other funding bodies, e.g. EU Regional Funds, EU
Agricultural Funds, etc). If NO, explain and provide details.

ANNEXES
LIST OF ANNEXES
Standard
Detailed budget table/Calculator (annex 1 to Part B) — mandatory for certain Lump Sum Grants (see Portal Reference
Documents)

CVs (annex 2 to Part B) — not applicable
Annual activity reports (annex 3 to Part B) — not applicable
List of previous projects (annex 4 to Part B) — mandatory, if required in the Call document

Special
Other annexes (annex 5 to Part B) — mandatory, if required in the Call document

LIST OF PREVIOUS PROJECTS

List of previous projects

Please provide a list of your previous projects for the last 4 years.

Participant Project Reference No Period (start Role Amount Website (if any)
and Title, Funding and end date) (Co0, (EUR)
programme BEN, AE,
OTHER)

2015-5K-1A-0140, 01/09/2020 https://mi

- pS: minerwa.vn
VNET MINERWA, CEF 02/09/2023 BEN 285 968 ot sk
Telecom
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ANNEX 2
ESTIMATED BUDGET FOR THE ACTION
Estimated eligible' costs (per budget category) Estimated EU contribution’
Direct costs Indirect costs EU contribution to eligible costs
B Total cost Maximum
. OLLACONTY Maximum EU 6
A. Personnel costs Subcontracting C. Purchase costs D. Other cost categories E. Indirect costs® Funding rate L7 o5 Reque‘sted'EU grant amount
costs contribution contribution
A.1 Employees (or equivalent) A.4 SME owners | B. Subcontracting | C.1 Travel and C.2 Equipment C.3 Other goods, | D.1 Financial D.2 Internally E. Indirect costs
and natural person subsistence works and support to third invoiced goods

A.2 Natural persons under direct beneficiaries services parties and services

contract

A.3 Seconded persons

Unit costs (usual Unit costs (usual
Forms of funding Actual costs accounting Unit costs’ Actual costs Actual costs Actual costs Actual costs Actual costs accounting Flat-rate costs®
practices) practices)
e = flat-rate *
(al +a2+a3 + f=a+b+ P
al a2 a3 b cl c2 c3 dl d2 b+l +c2+ ctdte U g=f*U% h m
c3 +dl +d2)
1-VNETAS 580 000.00 0.00 0.00 0.00 6 000.00 795 000.00 76 000.00 0.00 0.00 101 990.00 1558 990.00 75 1169 242.50 1169 242.50 1169 242.50

! See Article 6 for the eligibility conditions. All amounts must be expressed in EUR (see Article 21 for the conversion rules).
2 The consortium remains free to decide on a different internal distribution of the EU funding (via the consortium agreement; see Article 7).

3 Indirect costs already covered by an operating grant (received under any EU funding programme) are ineligible (see Article 6.3). Therefore, a beneficiary/affiliated entity that receives an operating grant during the action duration cannot declare indirect costs for the year(s)/reporting period(s) covered by the operating grant, unless they can

demonstrate that the operating grant does not cover any costs of the action. This requires specific accounting tools. Please immediately contact us via the EU Funding & Tenders Portal for details.

4 See Data Sheet for the funding rate(s).

5 This is the theoretical amount of the EU contribution to costs, if the reimbursement rate is applied to all the budgeted costs. This theoretical amount is then capped by the 'maximum grant amount'.

¢ The 'maximum grant amount' is the maximum grant amount decided by the EU. It normally corresponds to the requested grant, but may be lower.
7 See Annex 2a 'Additional information on the estimated budget' for the details (units, cost per unit).
8 See Data Sheet for the flat-rate.
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ANNEX 2a

ADDITIONAL INFORMATION ON UNIT COSTS AND CONTRIBUTIONS

SME owners/natural person beneficiaries without salary

See Additional information on unit costs and contributions (Annex 2a and 2b)
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ANNEX 4 DIGITAL EUROPE MGA — MULTI + MONO

FINANCIAL STATEMENT FOR [PARTICIPANT NAME] FOR REPORTING PERIOD [NUMBER]

1 2
Eligible  costs (per budget category) EU contribution Revenues
Direct costs Indirect costs EU contribution to eligible costs
Total requested EU Income generated by the
Total costs q q = q v
Requested EU contribution action
A. Personnel costs B. Subcontracting costs C. Purchase costs D. Other cost categories E. Indirect msts2 Funding rate %3 Maximum EU contribution® T
ibuti
[OPTION for PAC
A.4 SME d
. owners an . . . C.3 Other goods, works and D.X Financial support to D.2 Internally invoiced | Grants for .
A.1 Employees (or equivalent) natural person B. Subcontracting C.1 Travel and subsistence  |C.2 Equipment N i N ) FreaEingie B E. Indirect costs
L services third parties goods and services c P
beneficiaries PAC procurement
" costs]
A.2 Natural persons under direct contract
A.3 Seconded persons
. Unit costs (usual 5 Unit costs (usual 6
Forms of funding Actual costs ) Unit costs Actual costs Actual costs Actual costs Actual costs Actual costs e [ Actual costs] Flat-rate costs
e= e
al a2 a3 b cl c2 c3 dla d2 [d3] flat-rate * (al +a2+a3 +b + U g=f*U% h m n
atbtctdte
cl+c2+c3 +dla+d2/[+d3])
XX — [short name beneficiary/affiliated entity]

The beneficiary/affiliated entity hereby confirms that:
The information provided is complete, reliable and true.
The costs and contributions declared are eligible (see Article 6).

The costs and contributions can be substantiated by adequate records and supporting documentation that will be produced upon request or in the context of checks, reviews, audits and investigations (see Articles 19, 20 and 25).

For the last reporting period: that all the revenues have been declared (see Article 22).

® Please declare all eligible costs and contributions, even if they exceed the amounts indicated in the estimated budget (see Annex 2). Only amounts that were declared in your individual financial statements can be taken into account lateron, in order to replace costs/contributions that
are found to be ineligible.

See Article 6 for the eligibility conditions. All amounts must be expressed in EUR (see Article 21 for the conversion rules).

2
If you have also received an EU operating grant during this reporting period, you cannot claim indirect costs - unless you can demonstrate that the operating grant does not cover any costs of the action. This requires specific accounting tools. Please contact us immediately via the Funding
& Tenders Portal for details.

3
See Data Sheet for the reimbursement rate(s).

4
This is the theoretical amount of EU contribution to costs that the system calculates automatically (by multiplying the reimbursement rates by the costs declared). The amount you request (in the column 'requested EU contribution') may be less.

s See Annex 2a 'Additional information on the estimated budget' for the details (units, cost per unit).

e See Data Sheet for the flat-rate.
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ANNEX 5

SPECIFIC RULES

CONFIDENTIALITY AND SECURITY (—ARTICLE 13)

Sensitive information with security recommendation

Sensitive information with a security recommendation must comply with the additional
requirements imposed by the granting authority.

Before starting the action tasks concerned, the beneficiaries must have obtained all approvals
or other mandatory documents needed for implementing the task. The documents must be
kept on file and be submitted upon request by the coordinator to the granting authority. If they
are not in English, they must be submitted together with an English summary.

For requirements restricting disclosure or dissemination, the information must be handled in
accordance with the recommendation and may be disclosed or disseminated only after written
approval from the granting authority.

EU classified information

If EU classified information is used or generated by the action, it must be treated in
accordance with the security classification guide (SCG) and security aspect letter (SAL) set
out in Annex 1 and Decision 2015/444! and its implementing rules — until it is declassified.

Deliverables which contain EU classified information must be submitted according to special
procedures agreed with the granting authority.

Action tasks involving EU classified information may be subcontracted only with prior
explicit written approval from the granting authority and only to entities established in an EU
Member State or in a non-EU country with a security of information agreement with the EU
(or an administrative arrangement with the Commission).

EU classified information may not be disclosed to any third party (including participants
involved in the action implementation) without prior explicit written approval from the
granting authority.

ETHICS (— ARTICLE 14)

Ethics
Actions involving activities raising ethics issues must be carried out in compliance with:

- ethical principles

' Commission Decision 2015/444/EC, Euratom of 13 March 2015 on the security rules for protecting EU

classified information (OJ L 72, 17.3.2015, p. 53).
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and

- applicable EU, international and national law, including the EU Charter of
Fundamental Rights and the European Convention for the Protection of Human Rights
and Fundamental Freedoms and its Supplementary Protocols.

The beneficiaries must pay particular attention to the principle of proportionality, the right to
privacy, the right to the protection of personal data, the right to the physical and mental
integrity of persons, the right to non-discrimination, the need to ensure protection of the
environment and high levels of human health protection.

Before the beginning of an action task raising an ethical issue, the beneficiaries must have
obtained all approvals or other mandatory documents needed for implementing the task,
notably from any (national or local) ethics committee or other bodies such as data protection
authorities.

The documents must be kept on file and be submitted upon request by the coordinator to the
granting authority. If they are not in English, they must be submitted together with an English
summary, which shows that the documents cover the action tasks in question and includes the
conclusions of the committee or authority concerned (if any).

INTELLECTUAL PROPERTY RIGHTS (IPR) — BACKGROUND AND RESULTS —
ACCESS RIGHTS AND RIGHTS OF USE (— ARTICLE 16)

Definitions
Access rights — Rights to use results or background.

Dissemination — The public disclosure of the results by appropriate means, other than
resulting from protecting or exploiting the results, including by scientific or
professional publications in any medium.

Exploit(ation) — The use of results in further innovation and deployment activities other than
those covered by the action concerned, including among other things,
commercial exploitation such as developing, creating, manufacturing and
marketing a product or process, creating and providing a service, or in
standardisation activities.

Fair and reasonable conditions — Appropriate conditions, including possible financial terms
or royalty-free conditions, taking into account the specific circumstances of
the request for access, for example the actual or potential value of the results
or background to which access is requested and/or the scope, duration or
other characteristics of the exploitation envisaged.

List of background — Background free from restrictions

The beneficiaries must, where industrial and intellectual property rights (including rights of
third parties) exist prior to the Agreement, establish a list of these pre-existing industrial and
intellectual property rights, specifying the rights owners.

The coordinator must — before starting the action — submit this list to the granting authority.
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Where the call conditions restrict participation or control due to security or EU strategic
autonomy reasons, background that is subject to control or other restrictions by a country (or
entity from a country) which is not one of the eligible countries or target countries set out in
the call conditions and that impact the results (i.e. would make the results subject to control or
restrictions) must not be used and must be explicitly excluded in the list of background —
unless otherwise agreed with the granting authority.

Results free from restrictions

Where the call conditions restrict participation or control due to security or EU strategic
autonomy reasons, the beneficiaries must ensure that the results of the action are not subject
to control or other restrictions by a country (or entity from a country) which is not one of the
eligible countries or target countries set out in the call conditions — unless otherwise agreed
with the granting authority.

Ownership of results

Results are owned by the beneficiaries that generate them (unless the consortium agreement
specifies another ownership regime).

Protection of results

The beneficiaries must adequately protect their results — for an appropriate period and with
appropriate territorial coverage — if protection is possible and justified, taking into account
all relevant considerations, including the prospects for commercial exploitation, legitimate
interests of the other beneficiaries and any other legitimate interests.

Exploitation of results

Beneficiaries must — up to four years after the end of the action (see Data Sheet, Point 1) —
use their best efforts to exploit their results directly or to have them exploited indirectly by
another entity, in particular through transfer or licensing.

Where the call conditions restrict participation or control due to security or EU strategic
autonomy reasons (and unless otherwise agreed with the granting authority), the beneficiaries
must produce a significant amount of products, services or processes that incorporate results
of the action or that are produced through the use of results of the action in the eligible
countries or target countries set out in the call conditions.

Where the call conditions impose moreover a first exploitation obligation, the first
exploitation must also take place in the eligible countries or target countries set out in the call
conditions.

The beneficiaries must ensure that these obligations also apply to their affiliated entities,
associated partners, subcontractors and recipients of financial support to third parties.

Transfers and licensing of results

Where the call conditions restrict participation or control due to security or EU strategic
autonomy reasons, the beneficiaries may not transfer ownership of their results or grant
licences to third parties which are established in countries which are not eligible countries or
target countries set out in the call conditions (or are controlled by such countries or entities
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from such countries) — unless they have requested and received prior approval by the
granting authority.

The request must:
- identify the specific results concerned

- describe in detail the new owner and the planned or potential exploitation of the
results and

- include a reasoned assessment of the likely impact of the transfer or license on the
security interests or EU strategic autonomy .

The granting authority may request additional information.

The beneficiaries must ensure that their obligations under the Agreement are passed on to the
new owner and that this new owner has the obligation to pass them on in any subsequent
transfer.

Access rights — Additional rights of use

Rights of use of the granting authority on results for information, communication, publicity
and dissemination purposes

The granting authority also has the right to exploit non-sensitive results of the action for
information, communication, dissemination and publicity purposes, using any of the
following modes:

- use for its own purposes (in particular, making them available to persons working for
the granting authority or any other EU service (including institutions, bodies, offices,
agencies, etc.) or EU Member State institution or body; copying or reproducing them
in whole or in part, in unlimited numbers; and communication through press
information services)

- distribution to the public in hard copies, in electronic or digital format, on the
internet including social networks, as a downloadable or non-downloadable file

- editing or redrafting (including shortening, summarising, changing, correcting,
cutting, inserting elements (e.g. meta-data, legends or other graphic, visual, audio or
text elements) extracting parts (e.g. audio or video files), dividing into parts or use in a
compilation

- translation(including inserting subtitles/dubbing)in all official languages of EU
- storage in paper, electronic or other form
- archiving in line with applicable document-management rules

- the right to authorise third parties to act on its behalf or sub-license to third parties,
including if there is licensed background, any of the rights or modes of exploitation set
out in this provision

- processing, analysing, aggregating the results and producing derivative works
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- disseminating the results in widely accessible databases or indexes (such as through
‘open access’ or ‘open data’ portals or similar repositories, whether free of charge or
not.

The beneficiaries must ensure these rights of use for the whole duration they are protected by
industrial or intellectual property rights.

If results are subject to moral rights or third party rights (including intellectual property rights
or rights of natural persons on their image and voice), the beneficiaries must ensure that they
comply with their obligations under this Agreement (in particular, by obtaining the necessary
licences and authorisations from the rights holders concerned).

Access rights for the granting authority and EU institutions, bodies, offices or agencies to
results for policy purposes

The beneficiaries must grant access to their results — on a royalty-free basis — to the
granting authority, other EU institutions, bodies, offices or agencies, for developing,
implementing and monitoring EU policies or programmes.

Such access rights are limited to non-commercial and non-competitive use.

Access rights for the granting authority to results in case of a public emergency

If requested by the granting authority in case of a public emergency, the beneficiaries must
grant non-exclusive, world-wide licences to third parties — under fair and reasonable
conditions — to use the results to address the public emergency.

Access rights for third parties to ensure continuity and interoperability

Where the call conditions impose continuity or interoperability obligations, the beneficiaries
must make the results produced in the framework of the action available to the public (freely
accessible on the Internet under open source licences).

COMMUNICATION, DISSEMINATION AND VISIBILITY (—ARTICLE 17)

Communication and dissemination plan

The beneficiaries must provide a detailed communication and dissemination plan, setting out
the objectives, key messaging, target audiences, communication channels, social media plan,
planned budget and relevant indicators for monitoring and evaluation.

Dissemination of results

The beneficiaries must disseminate their results as soon as feasible, in a publicly available
format, subject to any restrictions due to the protection of intellectual property, security rules
or legitimate interests.

They must upload the public project results to the Digital Europe Project Results platform,
available through the Funding & Tenders Portal.

In addition, where the call conditions impose additional dissemination obligations, they must
also comply with those.

Additional communication activities
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The beneficiaries must engage in the following additional communication activities:

- present the project (including project summary, coordinator contact details, list of
participants, European flag and funding statement and special logo and project results)
on the beneficiaries’ websites or social media accounts.

SPECIFIC RULES FOR CARRYING OUT THE ACTION (— ARTICLE 18)

Implementation in case of restrictions due to security or EU strategic autonomy

Where the call conditions restrict participation or control due to security or EU strategic
autonomy reasons, the beneficiaries must ensure that none of the entities that participate as
affiliated entities, associated partners, subcontractors or recipients of financial support to third
parties are established in countries which are not eligible countries or target countries set out
in the call conditions (or are controlled by such countries or entities from such countries) —
unless otherwise agreed with the granting authority.

The beneficiaries must moreover ensure that any cooperation with entities established in
countries which are not eligible countries or target countries set out in the call conditions (or
are controlled by such countries or entities from such countries) does not affect the security
interests or EU strategic autonomy and avoids potential negative effects over security of
supply of inputs critical to the action.

Specific rules for PAC Grants for Procurement

When implementing innovative procurements in PAC Grants for Procurement, the
beneficiaries must respect the following conditions:

- avoid any conflict of interest and comply with the principles of transparency, non-
discrimination, equal treatment, sound financial management, proportionality and
competition rules

- assign the ownership of the intellectual property rights under the contracts to the
contractors (unless there are exceptional overriding public interests which are duly
justified in Annex 1), with the right of the buyers to access results — on a royalty-free
basis — for their own use and to grant (or to require the contractors to grant) non-
exclusive licences to third parties to exploit the results for them — under fair and
reasonable conditions — without any right to sub-license

- allow for all communications to be made in English (and any additional languages
chosen by the beneficiaries)

- ensure that prior information notices, contract notices and contract award notices
contain information on the EU funding and a disclaimer that the EU is not
participating as contracting authority in the procurement

- allow for the award of multiple procurement contracts within the same procedure
(multiple sourcing)

- for procurements involving classified information: apply the security rules set out in
Annex 5 mutatis mutandis to the contractors and the background and results of the
contracts



i Associated with document Ref. Ares(2023)5538255 - 10/08/2023

- where the call conditions restrict participation or control due to security or EU
strategic autonomy reasons: apply the restrictions set out in Annex 5 mutatis mutandis
to the contractors and the results under the contracts

- where the call conditions impose a place of performance obligation: ensure that the
part of the activities that is subject to the place of performance obligation is performed
in the eligible countries or target countries set out in the call conditions

- to ensure reciprocal level of market access: where the WTO Government Procurement
Agreement (GPA) does not apply, ensure that the participation in tendering procedures
is open on equal terms to bidders from EU Member States and all countries with
which the EU has an agreement in the field of public procurement under the
conditions laid down in that agreement, including all Horizon Europe associated
countries. Where the WTO GPA applies, ensure that tendering procedures are also
open to bidders from states that have ratified this agreement, under the conditions laid
down therein.

Specific rules for Grants for Financial Support

When implementing financial support to third parties in Grants for Financial Support, the
beneficiaries must respect the following conditions:

- avoid any conflict of interest and comply with the principles of transparency, non-
discrimination and sound financial management

- for the selection procedure and criteria:

- publish open calls widely (including on the Funding & Tenders Portal and the
beneficiaries’ websites)

- keep open calls open for at least two months

- inform recipients of call updates (if any) and the outcome of the call (list of
selected projects, amounts and names of selected recipients)

Specific rules for JU actions

JU actions must contribute to the long-term implementation of the JU partnership, including
the JU Strategic Research and Innovation Agenda, the JU objectives and the exploitation of
research and innovation results.

Moreover, when implementing JU actions, the members and contributing partners of the Joint
Undertaking must fulfil their obligations regarding contributions to the Joint Undertaking:

- the description of the action in Annex 1 must include, for beneficiaries, affiliated
entities, associated partners or other participants or third parties which are members or
contributing partners, the estimated contributions to the action, i.e.:

- in-kind contributions to operational activities (‘IKOP’; if applicable)

- in-kind contributions to additional activities linked to the action (‘IKAA’; if
applicable)

- financial contributions (‘FC’; if applicable)



@ Associated with document Ref. Ares(2023)5538255 - 10/08/2023

- the contributions must be reported during the implementation of the action in the
Portal Continuous Reporting tool

- at the end of the action, the members and contributing partners that have not received
funding under the grant must ensure that financial and in-kind contributions of EUR
430 000 or more (see Article 21) are supported by statements of contributions (CS)
and certificates on the statements of contributions (CCS) which fulfil the following
conditions:

- be provided by a qualified approved external auditor which is independent and
complies with Directive 2006/43/EC (or for public bodies: by a competent
independent public officer)

- the verification must be carried out according to the highest professional
standards to ensure that the statements of contributions comply with the
provisions under the Agreement and the applicable JU Regulation, that the
contributions cover activities that are part of the action and that they have not
been reimbursed by the grant

- contributions must comply with the following conditions:

- costs covered by financial contributions cannot be claimed for reimbursement
under the JU grant.

The beneficiaries must comply with the additional IPR, dissemination and exploitation
obligations set out in the call conditions (Article 16 and Annex 5), in particular:

- for all JU grants: the granting authority right to object to transfers or licensing also
applies to results generated by beneficiaries not having received funding under the
grant.

In addition to the obligations set out in Article 17, communication and dissemination
activities as well as infrastructure, equipment or major results funded under JU actions must
moreover display the Joint Undertaking’s special logo:

@ ECCCm

and the following text:

% EuroHPC

Joint Undertaking

i

“The project is supported by the [insert JU name] and its members [OPTION for actions with national
contribution top-ups: (including top-up funding by [name of the national funding authority])].”

For EuroHPC JU grants, the beneficiaries must respect the following conditions when
implementing actions with national contribution top-ups from Participating States:

- the beneficiaries must ensure visibility of the national contributions (see below)
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- the payment deadlines for prefinancing, interim or final payments are automatically
suspended if a national funding authority is late with its payments to the Joint
Undertaking for the national contribution top-up

- the European Anti-Fraud Office (OLAF), European Public Prosecutor’s Office
(EPPO), European Court of Auditors (ECA), the National Court of Auditors and other
national authorities can exercise their control rights on the project implementation and
costs declared, including for the national contribution top-up.

Specific rules for blending operations
When implementing blending operations, the beneficiaries acknowledge and accept that:

- the grant depends on the approved financing from the Implementing Partner and/or
public or private investors for the project

- they must inform the granting authority both about the approval for financing and the
financial close — within 15 days

- the payment deadline for the first prefinancing is automatically suspended until the
granting authority is informed about the approval for financing

- both actions will be managed and monitored in parallel and in close coordination with
the Implementing Partner, in particular:

- all information, data and documents (including the due diligence by the
Implementing Partner and the signed agreement) may be exchanged and may be
relied on for the management of the other action (if needed)

- issues in one action may impact the other (e.g. suspension or termination in one
action may lead to suspension also of the other action; termination of the grant
will normally suspend and exit from further financing and vice versa, etc.)

- the granting authority may disclose confidential information also to the Implementing
Partner.
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