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Priloha ¢. 3: Odporucané poziadavky na
pristupové heslo /

Annex No. 3: Requirements for Access
Password

Minimalne poziadavky / Minimum requirements

Minimalna dizka hesla je 8 znakov. /

> Dizka hesla / Password length o _
Minimum length of password is 8 characters.

Komplexita hesla je vyZadovand. Nové heslo musi
spiiat minimélne 3 zo 4 uvedenych poZiadaviek: /
Password complexity is required. A new password must
fulfil at least 3 of the 4 specified requirements:

Pouzitie velkych pismen (od Ado Z) / Use of upper case
letters (between A and 7)

Pouzitie malych pismen (od a do z) / Use of lower case
letters (between a and z)

Pouzitie Cislic (od 0 do 9) / Use of digits (between 0 and
9)

Pouzitie 3Specidlnych znakov (napr.#$%"&*()) / Use of
special characters (e.g., #5%"&*())

» Komplexita hesla /
Password complexity

‘ ) Heslo nesmie obsahovat prihlasovacie meno alebo
» Pouzitie problémovych retazcov /

; : jeho cast. / The password may not contain the login or
Use of problematic chains

its part.
TULIP (Active Directory) automaticky vyZzaduje zmenu
> Expiracia hesla / hesla kazdych 90 dni. / TULIP (Active Directory)
Password expiration automatically demands a change of password each 90
days.
> Minimalny vek hesla / Minimalny vek hesla je 1 def. / Minimum age of
Minimum age of password password is 1 day.

‘ Nepouzit heslo, ktoré sa zhoduje s jednym z
» Opakovanie hesla /

o poslednych 5 hesiel. / Not to use a password which is
Password repetition

identical to one of the last 5 passwords.

Ucet sa automaticky uzamkne po troch neuspe$nych
‘ o ] pokusoch o prihlasenie. / The account will be locked
» Zamykanie uctu / Account locking .

automatically after three unsuccessful attempts for

log-in.

> Vynutend zmena hesla pre Prvé heslo, ktoré spliia poziadavky na pristupové heslo
vygenerovanie / podla tejto prilohy je generované systémom, teda nie
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Forced change of password for je pozadovana jeho okamZitd zmena. / The first
generation password is generated by the system, therefore, its
immediate change is not required.

Vsetci pouzivatelia bez vynimky st ndteni zmenit heslo

L minimalne raz za 3 mesiace. Defaultné hesla nie su
» DalSie poziadavky /

i pouzivané. / All users without exception are forced to
Other requirements

change the password at least once in 3 months. Default
passwords are not used.




